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Sessions and Listeners
Technique: Error Handling in Servlets
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* Web Applications
— File and Directory Structures (war file)

* The Web Container Model
— The Servlet Container
— The Servlet Context
— The Servlet Config

— Attributes
» Request, Session, and Context Scope

— Request Dispatcher (forward, include)
— Filter (Filter Chain, Wrapper class)

* Web Application — Servlet, HTML, ... — Filter — Process — ...
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« Sessions and Listeners
— Session Life Cycle
— Session Management
— Request and Context Listeners
— Session Listeners

* Techniques: Error Handling in Servlets
— Reporting Errors
— Logging Errors
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Session
Is the period of connection between client and server

Is a group of activities that are performed by a user while
accessing a particular web site

HttpSession are virtual connection between client and
server

Web container reserves an individual memory block for
storing Information about each session — Session
objects.

The session tracking (mechanism)

— Serves the purpose tracking the client identity and other state
Information required throughout the session

— Allows the server to keep a track of successive requests made
by same client

— Allows the customer to maintain the information with the
server as long as the customer does not log out from the website
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Session Tracking Techniques
URL Rewriting

Hidden form field
Cookies
HttpSession interface

Session 3

Session 2 :I

Session 1

ID

Password

Session Tracking
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URL Rewriting

« Maintains the state of end user by modifying the URL.

« Adds some extra data at the end of the URL

* |s used when the information to be transferred is not critical.
e Syntax: url?query string

e EX

— <a href="http://localhost:8080/Books?category=java’> Java Books </a>
— <form action="http://localhost:8080/UpdateProfile?uid=123" method="get™>
---------- </form>
« A “pseudo-parameter” called jsessionid is placed in the URL
between the servlet name (with path information, if present) and the
query string (encodeURL() or encodeRedirectURL() or response)

« Disadvantages:
— Server side processing is tedious.

— Every URL that is returned to the user should have additional information
appended to it.

— If the user leaves the session and opens the Web page using a link or
bookmark then the session information is lost.

— The query string is limited



http://localhost:8080/Books?category=java
http://localhost:8080/UpdateProfile?uid=123

GG, vt Sessions & Listeners
URL Rewriting — Example

« Building the web application can do some following
functions as

— The user must be authenticated before they want to use this
web site using the DB

— If the user is invalid, the message “Invalid username and
password” is presented, then the link “Click here to try again”
IS shown that redirect the user to the login page

— Otherwise, the search page is redirected. This page allows user
search appropriate the last name of users

— The result of searching is shown in the data grid. In each row,
the information about ordinary number, username, and last
name is shown

— Besides, the data grid allows the user delete the selected row.
After delete action is complete, the data grid is updated

* The GUI of web application is present as following
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URL Rewriting — Example

Asddress | @] http:flocalhost: 8084/ 8Day 3]

Login Page

TTsername |khanh

Password """'|

| Login | | Reset |

Address :’EI hittp: flocalhost; 8034810 2y 3 TestServlet thxtSearch=elaction=5earch

Address :’EI http: flocalhost: 8084, 4108y 3) TestServiet

Processing

Invalid username or password! |

Address :’EI http: /llocalhost: 2084/ A10ay 3] TestServlet

Search Page

Matne &

mearch |

Processing

No. Username Lastmame Remove
1 |ejb2dx gjh2.12 Eemaowe
2 |lthanh kieu Eemove

:’E‘jhttp:,l',l'Il:u:thnst:EDE#II'F'.JDay3,I'TesI:Servlet?‘an:tinn=remwe&username=ejb2.x&J::-:tSearl:h=e |
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URL Rewriting — Example

<!DOCTYPE HTML PUBLIC *-//W3C//DTD HTML 4.01 Transitional//EN":
<html=>
<head:>
<titlerLogin</titlex
<meta http-equiv="Content-Type™ content="text/html; charset=UTF-8">
</ head:
<hody:>
<hl>Login Page</hl>
<form action="LoginZervlet”™ method="FPO3T">
Username <input type="text” name="txtlUsernam=" valuse="" /><hr/>
FPassword <input type="passvord” name="txtPasswvord” walus="" Jfx<bhr/>
<input type="submit” walue="Login®™ name="htliction™ />
<input type="reset”™ wvaluse="Resst" />
</ forms
</bhody>
</ html>
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T URL Rewriting — Example

FE-RQSHFRB e OO &=
15L
17

15 public class LoginServlet extends Htotplerwvlet |

II#.’

19

20 private final 3tring loginPage = "login.html™:

2l private final 3tring invalidPage = "inwvalid.html™:

22 private final 3tring welcomePage = "welcome. html™:

23 private final 3tring errorPage = "error.html™;

24

25 [+ FEELOLLES

32 protected wvoid processRequest (HotplervletRequest redquest,
33 Http3ervletBesponse response)

54 [-] throws ServletException, IOException |

35 response.setContentType ("text/ html:charsst=UTF-5") :
36 FPrintlWriter out = response.getliriter () :

37 Lry o

35

39 out.println("<html>"];

40 out.printlni("<head:>");

41 out.println("<tcitlex>Processing</title>")

4z out.printlni "</ head>"]

43 out.printlni("<hbody>"™);

44 out.println("<hli>Processing<;/ hili>"]:

a5

46 SJLtring action = request.getParameter ("btiction™):
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Sessions & Listeners

URL Rewriting — Example — First way

if

laction.equals("Login™)) {

String username = redquest.getParameter ("tcxtllsername") ;
String password = request.getParameter ("t=xtFPassword™) ;
boolean result = DBULils. checklLogin{username, password)
otring url = invalidPage;

if [(result) |
url = welcomePage:;

I
response.sendbedirect(url) ;
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URL Rewriting — Example — Second

if (action.edquals("Login™))l |

SLring username = request.getParameter ("txtlUzer™) ;

SJtring password = request.getParameter ("txtFPass");

Lry 1
String sgl = "Zelect ¥ From RBegistration Where username=2 and password=32":
Prepareditatement Stin = Ccoh.prepareltatement (Sgl) :
Stm.set3tring(l, usernaane) !
Stm.set3tring (2, password):

Fezultiet r= = st.executelueryi() !
if (rs.next()) {
out.println("Welcomse To Zerwvlet World™):
String encodelURL = response.encodeRedirectURL [("=search. html™)

rezponse.sendBedirect (encodeURL)

Yoelse |
out.println("Invalid username or password! T

¥
ra.clasel):
Stm.close () :
con.closel():

} catch (SQLException )
out.printlnie.getMeszzage ()] :

h

Y else if (action.edquals("Iearch™)) |
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URL Rewriting — Example — Second

if (action.edquals("Login™))l |

SLring username = request.getParameter ("txtlUzer™) ;

SJtring password = request.getParameter ("txtFPass");

Lry 1
String sgl = "Zelect ¥ From RBegistration Where username=2 and password=32":
Prepareditatement Stin = Ccoh.prepareltatement (Sgl) :
Stm.set3tring(l, usernaane) !
Stm.set3tring (2, password):
Fezultiet r= = st.executelueryi() !

if (rs.next()) {
out.println("Welcomse To Zerwvlet World™):

Fequestlhizpatcher rd = request.getRequesthispatcher (searchPage)

rd.forward(request, response) ;!

Yoelse |
out.println("Invalid username or password! T

¥
ra.clasel):
Stm.close () :
con.closel():

} catch (SQLException )
out.printlnie.getMeszzage ()] :

h

Y else if (action.edquals("Iearch™)) |



G o s Sessions & Listeners
URL Rewriting — Example — Others

1f (r=s.next {

|Http5&ssiun Sesslon = request.getﬁessiunitruej;|

out.printlni"elcoms to Servlet World™):

mtring encodelUBRL = response.encodeFedirectURL [ "search. html™) :
response.sendRedirect (encodelURL) -

Address iE]hI:I:|:|:,I',I'In:u:alhuzust:EDE#I.ﬁ.JDayﬂfsearch.hI:rrljjsessinnid=458988293?619III4CF99?2155DCDEI?I335 |
—
Search Page

Iatme |

| Search |




Sessions & Listeners
URL Rewriting — Example

&% DELkils java x

-GS FRFeH | S 0E (&S
1?L
15
19 public class DBUtils {
20
21 (-] public static Connection makeConnecktion(] |
22 Connectioh con = null;
23 Lry |
24 Class.forName("com. microsoft, sglserver, Jdboe . S0LZerverDriver ™)
25 String url = "jdbec:sglserver: /S localhost: 1433 datsbaseName=Sinhvien; instancelame=30L2005";
26 con = DriverManager.getConnection{url, "=a", "trongkhanh™);
27 return cormn;
23 } oatch [(SQLException ex) |
G ex.printStackTrace () ;
a0 + eatch (ClassMNotFoundException ex) |
ex.printitackTrace() :
32 } oatch (Exception e)
e.print3tackTrace(] ;
34 }
35 return null:

3m = }
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J Fpt University
a5 [ public static boolean checklogin [(String username, Jtring password) |
39 Connection con = null:;
40 Frepared3tatement st = null:;
41 Fesultiet r=z = null:;
a4z try f
43 con = makeConkection() :
44 String sql = "Ielect ¥ From Fegistration Where usernsume = ? and password = 27;
45 stinm = Ccoh.prepareltatement (s3gl) :
46 Stm.Set3tring(l, usernsune) ;
47 stm.setl3tring (2, password): 5g } finally {
48 Es = stm.executelusry(]: 57 Ny
49 if (ra.nexti)) | ¥ ]
a0 return true; 58 1t frsi=null) Ao
5] ) 59 r=.close():;
52 ¥ catch [(3QLException ex) | oL %
o ex.printStackTrace () ; 6l 1t (stm!=null)] 4
L4 ¥ catch [(Exception =) | b2 Stm.close():;
o e.printStackTrace () ; 6.3 ;
G if (con'!=null) |
65 con.close():
B6 ¥
67 tcatch [(SQLException e)
o) e.print3tackTrace () ;
63 ¥
70 ¥
71 return false;
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URL Rewriting — Example — First

&| TestServlet.java =

- QRS E e S 00 &L=
91 Y} else if (action.edquals("ZSearch™)) 4
92 String name = request.getParameter ("tCxtiearch™) ;
93 try i
9 String sgl = "ZIelect ¥ From Registration Where lasthnamwe LIEE »*7™:
95 Prepared3tatement St = Ccoh.prepareltatement (sgl) !
96 Stm.set3tringil, %" 4+ name + 37 ;
97 Fezultiet rz = stm.executeQueryi(] ;
95 out.println("<takble horder='1"'>");
99 out.println("<thead="):
100 out.println("<tr>"):
101 out.printlni"<th>MNo.</th="]);
102 out.println("<th>Tsernam=<;/th>"] :
103 out.println(<th>Lastname</th>") ;
104 out.println("<th>Remove</th>"];
105
106 out.println( </ tr=");
107 out.println(”</thead:>") ;
10a out.println("<thody=>") ;
l0a int count = 0;
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URL Rewriting — Example

while (rs.next()) {

¥

out.println(”"<tr>");

out.println("<td>" + ++count + "</cd>");
String username = rs.getdtring(usernaumne')
out.println(”"<cd>" + username

+ "<input type='hidden' name='txtUser' walue='"

+ username + ' JSr</td>");

String lastnawme = rs.getdtring(”lastname™)
t

out.println(”"<td><input type='tex name='txtLast' wvalues='"

+ lastname + "' /></td>");
String url = "Testlervlet?action=removesusername=" + usernawme +

"etxtiearch=" 4+ name;

out.println("<tdr<a href='" + url + "'>Remove</a></td>");

out.println("</tr>"):;

out.println("</thody>");
out.println("</table>");
rs.close():
stm.closel();
con.closel();

y catch (SQLException e) |
out.printlnie.getMessage() )
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URL Rewriting — Example

¥y else 1f (action.edquals(“remove™) )] 1
—Lring username = redquest.getParameter ("username'™)
String name = request.getParameter ("CxtSearch)
Lry 1
mtring =gl = "Delete from Registration Where usernsune = 27';
Prepareditatement Stin = coh.prepareitatement (3gl) ;

Stin. Set3tring(l, username) ;

Stm.executelpdate () ;

mtring encodelRL = response.encodekRedirectURL |
"TeztoervietYactlon=Searchitxtiearch=" + name) ;
response . sendRedirect (encodeUERL)

ST, clooe L1,
con.closel() ;

¥ catch (2QLException =)
out.printlnie.getMeszage() ] :

h
}oelse iflaction.equals ("Update™) ) |
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URL Rewriting — Example

¥y else 1f (action.edquals(“remove™) )] 1
—Lring username = redquest.getParameter ("username'™)
String name = request.getParameter ("CxtSearch)
Lry 1
mtring =gl = "Delete from Registration Where usernsune = 27';

Prepareditatement Stin = coh.prepareitatement (3gl) ;

Stin. Set3tring(l, username) ;

sStm.executelpdate (] ;
String url = "TestierviletYaction=Searchit=xtiearch=" 4+ name:
FequestlDispatcher rd = request.getRequestDispatcher (url) ;

rd.forward(request, response):;

ST, clooe L1,
con.closel() ;

¥ catch (2QLException =)
out.printlnie.getMeszage() ] :

h
}oelse iflaction.equals ("Update™) ) |
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URL Rewriting — Example — Others

if [(result[i] .isRole={1) |
out.println("<td><input type='checkbox' name='chklidmin' waluse='ALDMIN' checlked /></td>");
Yoelse |

out.println("<tds<input type='checkbox' name='chkidmin' walus='ADMIN' /=< td=");
¥
SJtring url = "LoginServlet?hbtiction=deletestxtUzernamme="

+ result[i] .getlUsername (] + "LCxtlame=" 4+ name:
OUL.pPLInCIn| T ctio<m NEeEL=11 + ULl + 1 oDElebec, oo, ooe ).
out.println("<tdr<input type='hidden' name='txtlame' value='" + name + "' /=0

+ "<input type='submit' walue='TUpdate' name='htliction' </ td=");
out.println(™</tr>");
out.println("=/form="];
I
out.printlni </ thody="];
out.println("</tables") ;
'
y else 1if (action.equals(“delete™))1 |
3tring username = request.getParameter ("txtlUzername™) ;
String name = regquest.getParameter ("txtllame")
boolean result = DEUtils.deletedccount (username) ;
Jtring url = errorFPage:;
if (result)
url = "Logindervlet?hbtiction=3earchetxtName=" + name;
h
response. sendledirect (url) ;
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Hidden Form Fields

Simplest technique to maintain the state of an end user.
Insert the session identifier into the hidden form field in the HTML of each page

Embedded the hidden form field in an HTML form and not visible when you
view an HTML file in a browser window.

The session information can be extracted by the application by searching for these
fields. The servlets or JSP pages read the field using request.getParameter().

Syntax
<input type=“hidden” name=*...” value=*...”>
EX
<input type="“hidden” name="productld” value="“P01>
Advantages
— Simplest way to implement session tracking

— Displays nothing on the HTML page but can be used to hold any kind of data
— Helps to maintain a connection between two pages
Disadvantages:
— Work on the dynamic pages.
— This method of session tracking displays sensitive information to the user.
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name on the data grid as following

Sessions & Listeners

Hidden Form Fields — Examples

« Upgrade the Web Application in URLRewriting topic with update
function on the selected row that allows the user update the last

Address -El htkp: filocalhosk: 8084 /A 0ay 3 TestServlet hxtSearch=e&action="5earch

Processing

No. Usermame

1
2

E Lrone

ethe x
khath

gjb2.12

ke

Lastmame

Remove Upidate

Eemove [ Update ]

Eemove [ Update ]




OESSIONS & LISLENErS

Hidden Form Fields — Examples

| TestServiet.java = |

3-8 QTR PR (G e | &
a9l } else if laction.edquals("Zearch™)) |
a2 SLrihg name = request.getParameter (Mtxtiearch™)
a3 try
a4 Jtring sgl = "Ielect ¥ From Registration Where lastnasme LIEE 27:
a5 Prepared3tatement =t = Ccon.prepareitatement (3ql)
96 stm.set3tring (1, "% + name + TR
a7 Fesultlet rsz = stm.executeuery (]
95 out.println("<table border='1"'>"]);
99 out.println("<thesd:>"];
100 out.println("<tr>"):
101 out.println("<th:>MNo. </ th=");
102 out.println("<th:rUsername</ th=");
103 out.println("<thrLastname</ th=");
104 out.println("<th:>Hemove</ thx>"];
1as out.println("<th:Update</th>");
106 out.println("</tr=");
107 out.println("</thead:>"]);
las out.println{"<thody=");
loa int count = 0;
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Hidden Form Fields — Examples

while (r=s.next()]) |

out.println("<tr="):

out.println("<form action='Teztiervliet'="];
out.princln("<cd>" + 4++count + o oodx) o

String username = ra3.getitring(TusernameT)
out.println("<td>" 4+ username
+ "<input type='hidden' name='txtUser' wvalus='"

+ usernawme + "' Sro /oo
String lastname = ra.getitring (T lastoname™);
out.println("<tcd>-<input type='text! namwe='txtlast' walus='"
+ lastname + "' S /od=") o
String url = "TeztiervietXaction=removesuzername=" 4+ usernsne +
Tetwtoearch=" 4+ nate:
out.println("<tdr<a href='" 4+ url + "'>Removes/a></ td>"T);

out.println("<td><input type='hidden' name='txtIearch' values='"™
+ name + "' ST
+ "ginput type='submwit' walue='Update' name='action' S=</td:="):

.println( "</ Form:="] ;
ont.println(</tr>=");

'
out.println( "</ chody=T);
out.privntln("</tabhle>"];
rs.clasel) :
stm.cloze () ;
con.clozel)
Y ooatch (SQLEXception el
out.printlnie.getMessage(] ] ;
¥

Y else if (action.equals("remove™)) |
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Hidden Form Fields — Examples

Poelse if(action.equals("Update™))
SLring user = redquest.getParameter ("CxtlUzer™);
String last = regquest.getParameter ("txtlLast™);
SLring name = request.getParameter ("txtoearch™);
LEry |
String =gl = "Update Registration 2et lastnasmme = ? Where usernagne = ?7;
Prepareditatewment sStin = cohn.prepareitatement (sql) ;

Stm.set3tringl(l, last);
Stn.set3tring (2, user):

stm.executelpdatce (] ;

String encodelURL = response.encodelRedirectURL |
"TesztServletlaction=Searchitxtiearch=" + name) ;

response.sendbPedirect (encodeURL) ;

stm.close ()
con.closel) :

¥y catch [(SQLException e)
out.printlnie.getMessage() ) :
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Hidden Form Fields — Examples

Poelse if(action.equals("Update™))
SLring user = redquest.getParameter ("CxtlUzer™);
String last = regquest.getParameter ("txtlLast™);
SLring name = request.getParameter ("txtoearch™);
LEry |
String =gl = "Update Registration 2et lastnasmme = ? Where usernagne = ?7;
Prepareditatewment sStin = cohn.prepareitatement (sql) ;

Stm.set3tringl(l, last);
Stn.set3tring (2, user):

stm.executelpdatce (] ;

String url = "TestiervietYaction=Searchetxxtiearch=" + name;
FequestDispatcher rd = request.getBFequesthispatcheriurl) ;
rd.forward{request, response);

stm.close ()
con.closel) :

¥y catch [(SQLException e)
out.printlnie.getMessage() ) :
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@‘?’ LoglnServIet java x l

Sessions & Listeners
Hidden Form Fields — Examples — Others

- AR FEPED

} else if

.{../‘;

(actlon equals["
String name =
AoccountDTO[] result =

recquest.getParameter ("tx

.%

@ u

e ————————————

PaL_}N']] {
tName™) ;

DBUtils.searchLikelas tname (name) ;

if {(result '= null) {
out.println("<tabhle horder='1'>");
out.println("<thead>");
out.println("<ce>");
out.println(”"<th:xNo.</th>");
out.println("<th>Username</th>");
out.println(”"<th>Password</th>");
out.println{"<th>Lastname</th>");
out.println("<th>Roles</th>");
out.println("<th>Delete</th>");
out.println("<th>Update</th>");
out.println(”<;cr>"):
out.println(”"</thead>");
out.println({"<thody>");
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for

¥

Hidden Form Fields — Examples — Others

(int 1 = 0; i < result.length: i++)

ot

Ot .

mh kRt

out.

out.

aut
if

e

H
atr

ot
ot

mh kRt
ot

println("<form action='Logindervlet'>");
println("<crs=T);
princlun(T<td=" + (1 + 1) + "o Stdx"T);
println({”"<td>" + result[i] .getlUsername () +
foinput type='hidden' nawe='txtUsernamwe' wvalue='[T

+ result[i] .gecUsername () + "' Sr</td=");
println("<td>r<input type='text' namwe='txtPassword' wvalues='"

+ result[i] .gecPassword()] + "' Sr</tdx"):
princlun(<td:>" 4+ result[i] .getlastname () + "</td=>T)
[result[i] .isRoles()) |

out.println("<tdr<input type='checkbox' name='chkhidmin' wvalue='ALDMIN' checked /r</td>");
lze |
out.println("<tdr<input type='checkbox' name='chkbidimin' wvalue='LDMIN' /=< cd>");

ing url = "Logindervlet?hbthiction=deletestxtUsername="

+ result[i] .getlU=zername () + TLtxtllame=" + hame:
printlni"<tdr<a href='" + url + "'zDhelete</ar</ td=");
println("<tdx<input type='hidden' name='txtlamws' wvalus='" + namwe + "' ST

+ "sinput type='submit' walue='TUpdate' nawe='htlction' fs</tcd="™):
.println( "o/ nrs) o
Lprintlni oS forme)

put.println(”</chodys>"]:
out.println("</table>"];

i
} elae if

(action.equals ("delete™)) {
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Hidden Form Fields — Examples — Others

@]9 LoginSer;fiet.java - -

B-8- Q%R reo gl on &L J

102 } else if (action.equals("delete™)) {

103 3tring username = regquest.getParameter ("txtlUsernzme™) ;
104 3tring name = regquest.getParameter ("Cxtlzooe')

105 boolean result = DBUtils.deletedccountusernane)

106 3tring url = errorPage;

107 if (result) {

108 url = "LoginServlet?btiction=Search&txtNawe=" + name;
109 b

110 response.sendRedirect{url) ;

111 } else if (action.equals ("Update™)) {

112 String username = request.getParameter ("txtUsername');
113 3tring nawe = regquest.getParawmeter ("txtlame")

114 3tring password = request.getParaweter ("txtPassword’);
115 String admin = request.getParameter ("chkidmin'™);

116 boolean roles = false;

117 if (adwin'=null) {

118 roles = true;

119 }

120 boolean result = DEUtils.updateldccount{username, password, roles):;
121 3tring url = errorPage;

122 if (result) {

123 url = "LoginServlet?btiction=3earchiétxtName=" + name;
124 }

125 response.sendRedirect {url);

126 }

127

128 out.println("</body>");

129 out.println("</html>"):

130

131 } finally {




ﬁ = ~ Fpt University

Sessions & Listeners

e = HIAAEN Form Fields — Examples — Others

I}

Car=

74
75
76
7
]
79
)
gl
gz
83
dd
g5
(a1
a7
it
g9
a0
a1
9z
23
94
95
=1
i
a5
i

100

=l

-

ARSI E e

public static AccountDToO[]

Conhection con = null;
Frepareditatement stm =
Fesult3et r= =
try |

con =

null;:

String =gl =
Stm =
stm.set3tringil,

SR E QO O #=

segrchlikelastname

(3tring nsee)]

null:;

makeConnectionl) :;

CoOn.prepareitatement (Sqgl) ;

+ name +

1:

ra = stm.ex ecutelusry (] :
List list = new ALrravyListi):
while (rs.nexti()) |

String userhname
Jtring password
SJtring lastname
boolean roles =
AocountDTO aoo =
list. addiaco)

h

LocountDTO[] result

list.tolArrayiresult) ;

returmn result:

} catch (SQLEXception ex

ex.printstackTrace (]!

} zatch
e.printitackTrace (] ;
} finally {

[EXception )

= ra.getitringl

= ra.getitringl

= re.getitringi
ra.getBoolean|

new AccountDTO(usernsgne, password, lasthame, roles) !

b finally {
try {
if (rel=null) {
= new AlccountDTo[list.size()]: rs.closel():
i
if (stm'=null) {
stm.close () !

-

1 3

if (con!=null) {
4 con.close () ;
i
tcatch (SQOLException e) |
e.print3tackTrace ()
i
i

return null;
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Hidden Form Fields — Examples — Others

public static boolean delebedccount [(String usernsase)

Connection con = null;
Prepared3tatement =tm = null:;
try |
con = makeConnection()
atring =gl = ;
Stim = Con.prepareltatement (3qgl)
stm.set3tring(l, username) ;
int row = stm.executelpdate () :
if (row > O] {
returmn true;
i
} catch (S0LException ex) |
ex.printstackTrace (] ;
Y catch [(Exception e)
g.print3tackTrace (] ;
} finally |
Ery o
if (stw!=null) ¢
Stw.close () :
i
if (con'=null) |
con.close ()l :
¥
locatch (SOLException e) |
e.print3tackTrace ()

h
return false:
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pubrlic =static hoolean wpdatefccournt (3tring username, 3tring password, boolean roles) |
Connection con = null;
Prepareditatement st = null:
Lry i
con = makelConnection() :
String =gl =
St = Ccoh.prepareltatement (2gl) ;
stm.setitring(l, password):
stm.setBooleanid, roles):
stm.set3tring (3, username) ;
int row = stm.executelpdate() ;
if (row > 0O f
return true;
h
} catch (SOLException ex) {
exX.printstackTrace (]
v catch [(Exception e) |
e.printitackTracel] ;
} finally |
try i
if (stm!=null) {
stm.close (] ;
h
if (con'!=null) f
con.closel):
h
toatch (SOLException )1
e.print3tackTrace ()

K
return false:
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| ~ Cookies |
Is a small piece of information sent by the web server to the client
to keep track of users.

Size of each cookie can be a maximum of 4 KB.
Cookie has values in the form of key-value pairs

When the server sends a cookie, the client receives the cookie,
saves and sends it back to the server each time the client accesses
a page on that server

Can uniquely identify a client (In the case of J2EE web applications,
the cookie returned has a standard name JSESSIONID and store In
memory)

A web browser Is expected to support 20 Cookies per host

% Request

P
Web Browser Response+Cookie Server

Request+Cookie
Web Browser >

Response
< ?

Concept of Cookie

Server
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. Advantages Cookies

— Remember user IDs and password.(low security)

— To track visitors on a Web site for better service and new features.
— Cookies enable efficient ad processing.

— Support e-advertisement on Internet.

— Security (can not affect virus).

« Disadvantages
— Personal information is exposed to the other users.
(spam/ junk mail, pop up ...)
— Cookies fails to work if the security level is set too high in the Internet browser.

— Most browsers enable the user at the client machine to deactivate (not to
accept) cookies.

— The size and number of cookies stored are limited.
 Note
— Browser is accepted cookies

— Cookies are stored at

« C:\Documents and
Settings\L.oggedUserName\Cookies\LoggedUserName@ ContextPath[n].txt

« C:\Users\LoggedUserName\AppData\Local\Microsoft\Windows\Temporary Internet Files
\LoggedUserName@host[n].txt

— Cookies are existed following the setMaxAge and deleted automatically by OS



7 - Sessions & L.isteners

« The servlet API provides javax.servlet.http.Cogale class for creating and working with

cookies

» The constructor for the cookies class is: Cookie(java.lang.String name, java.lang.String

value)

 Sending Cookie

Methods

Descriptions

addCookie

- public void addCookie(cookiel);

- Adds field to the HTTP response headers to send cookies to the browser, one at
a time

- Adds specified cookie to the response

- Can be called multiple times to set more than one cookies

setValue

- public void setValue(String newValue);
- Assigns a new value to a cookie after the cookie is created. In case if binary
value is used, base 64 can be used for encoding

setPath

- public void setPath(String path);

- Sets the path for the cookie. The cookie is available to all the pages specified
in the directory and its subdirectories. A cookie’s path must have the servlet
which sets the cookie

setMaxAge

- public void setMaxAge(int expiry);
- The maximum age of the cookie in seconds. If the value is positive, then the
cookie will expire after that many seconds which is specified by the expiry
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Sessions & L.isteners
Cookies

* Reading Cookie

Methods

Descriptions

getCookies

- Cookie [] cookies = request.getCookies();
- Returns an array containing all of the Cookie objects the client
sends with the request

getMaxAge

- public int getMaxAge();

- Returns the maximum age of the cookie.

- Returns an integer which specify the maximum age of the
cookies in seconds

getValue

- public String getValue();
- Returns the value of the cookie

getName

- public String getName()
- Returns the name of cookie. Once the cookie has been created
Its name cannot be changed

getPath

- public void getPath()
- Returns the path on the server to which the client return the
cookie. The cookie is available to all sub paths on the server
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Cookies — Example

Address | @] hitp:/flocalhost: 80841810 ay 3/ cookie. html

Address :EI bktp: [ flocalhost: 3084 8 10ay 3/ AddCookieServlet PhxtMName=khanhkiey

Cookie Demo Adding Cookie processing

Marne | khanhkieu Print Coolrie
&
h -’-'Ej htkp: fflocalhost: 8084 /8 1Day 3/ PrintCookieServlet
[

‘A\Documents and SettingziTrong Khanh\Cookies\™ ™

Address | hitp:flocalhost: 8084810 ay 3 PrintCookieServiet Name Ext Size
TELL g <DIR> .
|§ trong khanh@AJDay3[1] kxt 83

Cookie Information [Yindex dat " F5 768

& | ister - [C:\Documents and Settings\Trong Khanh\Cookies\trong khanh@AJDay3[1].txt]

. File Edit Options Help
Matme: uzerMame VWalue: khanhlien

userHame
khanhkieu
localhost/AJDay3s
1824

3468197632
281590608
67067632
201590088

I
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é| AddCookieServiet.java x

FE-B- QTR PR 0N | &

29 protected woid processReiquest (HotpServletBequest redquest, HttplervletResponse response)
a0 [ throws 2ervletException, IOException f

3l response.getContentType ("text/ html  charset=TUTF-5") :
32 FrintWriter out = respohse.getlrciter () ;

33 tLry |

a4 out.println("<html="T):

35 out.println("<hesd>");

36 out.println(<title=bidd</citle=");

37 out.println( </ heads>") ;

38 out.println(<body='™):

39 out.println("<hli>Aidding Cookie processing</hil=");
40

41 SJtring sMName = request.getParameter [("CxtHam=")
42 Cookie cookie = new Cookie("userlMame™, sName) !

43 cookie.setMaxige (60%5) ;

44 response.addCookie (cookie)

45 out.println("<a href='FrintCookielervlet' >Frint Cookise</ax"™):
46

47 out.println("</body=");

43 out.println( "</ html>=") ;

49 YV finally |

S0 out.close():

a2l h

22 = b
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@ PrintCookieServlet, java x|

Sessions & Listeners
Cookies — Example

FE-E- QTR PR | S 0 H | s

] i

29 protected void processRequest (HotplervletRequest redquest, HttpierwvletBesponse response)
30 [=] throws ServletException, IOException f

31 resgponde.etContentType ("text/ html:charset=UTF-5"] ;

3& FrintWriter out = response.getllriter ()

33 try |

34 out.println("<html="];

35 out.println("<head:=");

36 out.println("<title>Info</citlex"™)

37 out.println( "</ head>"] ;

38 out.printlni("<hody=>="]:

39 out.printlni"<hl>Cookise Information</hil="):

40

41 Cookie[] o = request.getCookies():

4z for{int i = 0; i<o.length; i+4)4

43 out.println("MName: " +)c[i] .getMame ()]

44 out.println("Valuse: " # c[i] ..getValue()]:

45 '

46

47 out.println(”</lhody="): L
48 AT IXS Y LIRS PR - \D ocuments and Settings\Trong Khanh\Cookies\** |
49 + finally { Name Ext Size |
50 out.close () ; ﬁ [..] <DIB>

51 } | 1 index dat 32768

52
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Address :-’Ej http:/flocalhost: 8084, A10ay 3/ shoppingC

Shopping Cart using Cookies — Example

Address :Ej http: flocalbost: 8084, 8102y 3 ShoppingServlet tbookList=3ervlet&action=Yiew+Cart

7 . Q * 1,
, . , Y our Shopping Cart
Shopping Cart
No. Book Title |Quantity Action
Please, choose the boaolk 1 [Servlet 3 ]
oerlet w 2 ISP 3 ]
| Add To Cart || ‘iew Cart | 3 Tomcat 2 O
Add Mc:-r%ﬁart [ Rermove Cart

= Lister - [C:\Documents and Settings\Trong Khanh\Cookies\trong khanh@AJDay3[ 2].txt]

File Edit Options Help

Eervlet

3
localhost/aJDayd/
1824

24708263040
30159018
3769448336
381590089

*

JSP

3
localhost/aJDayd/
1824

25508263040
30159018
3845698336
381590089

*

Tomcat

2
localhost/aJDayd/
1824

25708263040
30159018
3872268336
301590089

*

| http: flocalhost ;3084 A DayS shoppingCookie., htrl
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Shopping Cart using Cookies — Example

Eﬂ shoppingCookie,html =

@R QTR e &

I

@ o

3 <!DOZTYPE HTML PUBLIC "-//W3C//DTD HTML 4.01 Transitional//EN":

6 E <htmls
7= <head:>

<titlex3hopping=/titlex
9 <meta http-egquiv="Content-Type™ content="text/html; charsset=TUTF-5">
10 - </ head>
11 [-] <hody>
1z <hl>Shopping Cart</hilx>
13 [=] <form action="ShoppingServlet s
14 Flease, choose the book <hr/>
15 [-] <zelect name="hookList"s
16 <optionxServlet</option>
17 <optionxJ3P</option:>
13 <option>EJE</option>
13 <option>JZEE</option>
20 <optionsTomcat</options>
21 <option>JBoss</option>
22 <optionsSun</option:
23| </selectr<br/ =
24 <input type="submit” walue="Aidd To Cart" name="action™ />
25 <input type="submit” value="View Cart™ name="action™ />
26 </ form:
27T </hody>
28 - </html>
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G55 Sessions & Listeners
Shopping Cart using Cookies — Example

|| ShoppingServiet.java =

RE-F- A%FE Fe% @ o0 &

25 protected void processRequest (HotplervletBRegquest request, HttpiervletRespohnse response)
30 [=] throwz ZervletException, IOException {

3l respohnde.setContentType ("text/ html:charset=0UTF-5] :
32 PrintlWlriter out = response.getliriter():

33 Lry |

34 String title = regquest.getParameter (fhookList™):
35 SJtring action = regquest.getParameter [(Taction™) :
36 Cookiel[] cookies = regquest.getCookies(])

37 if (action.equals("idd To Cart™)) 4

38 if (cookies == null) |

39 Cookie cookie = new Cookiei(title, "17):
40 cookie.zetMaxige (60 * 5);

41 response.addCookie (cookie] ;

42 Poelse
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Shopping Cart using Cookies — Example

Yoelse |
boolean bFound = fal=se:;
for (int i = 0O: j <« cookie=s,.length; i4+41 1
if (cookies[i] .getMName () .equalsititle) ) |
bFound = true;
String walue = cookies[i] .getWalue () :
int quantity = Integer.parselxnti(values)] + 1:
Cookie cookie = new Cookie(title, 3tring.raluedfigquantity)):

cookie.setMaxlige (60 * 5] :
response.addCookie (cookie) ;

hreak:

¥
if ('hFound) {
Cookie cookie = new Cookieftitle, "17):

cookie.setMaxige (60 * 5);
response.addCookie(cookie) ;

¥

hoolean isCookie = redquest.isRequestedieszzionIdFromCookie() !
hoolean isURL = redquest.izRedquestediesszionIdFromURL (]
avstem. cut.println("cookie: " 4+ i=sCookie) ;
avstem. ot .println("url: " 4+ isUERL] !

rezponse.sendPedirect ("shoppingCookie . html™) ;

} elze if (action.edquals("View Cart™)) 4



G, v O€SSI0NS & LISIENErS
Shopping Cart using Cookies — Example

¥ else if (action.egquals|("View Cart'™l)l |
out.println("<html:>");
out.println("<head:>"):
out.println{"<titlesShopping</title>");
out.println(™</ head:=") ;
out.println("<hody:=") ;
out.println{"<hl>Your Zhopping Cart</hil=");

out.println("<table bhorder='1"'>=");
out.println("<tr>");
out.printlun("<th:>Mo. </ ths");
out.println("<th>Book Title</th>");
out.println("<th>Quantity</th=") :
out.println("<ths>biotion</th:>") ;
out.println(f</tr="");

out.println("<form action='ZShoppingServlet'>"):
if [(cookies !'= null) |

int _count = 1=

for (int i = 0: i < cookies.lengthz: i+41 4

int tmp = Integer.parselixnt(cookies[i] .getWValue()) ;
if (tmp > 0) {
out.println(™<tr>"):

o e T LAl LA SN et s 2 SRS Sl ol S W

out.println(f<td>" + cookies[i] .getWame (] + "</ cd:x");
out.println("<cd:>" + cookies[i] .getVWalue()] + "< cd='");
out.println("<tdr<input tCype='checkbox' name='rnow' value='" 4+

cookies[1i] .getWame () + ' o odxy:
out.princln( </ /cr=")
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out.printlnf"<tr>"]:

out.println("<td colspan='3'r<a href='shoppingCookie.html'>Add More Cart</ax</td=™):
out.println("<td><input type='submit' walus='Remowve Cart' namwe='mction' =< /tcd:=™);
out.println(™</tr>"):

out.println( "</ form:=""] ;

out.println(™</takble>");

out.println "</ body=");

ok, brintlni Mo htmlery

}lelse if (action.edqualsi"Pemowve Cart”)]
String[] list = request.gEtParametervaluesi"rmv");
if (cookies !'= null) 4

for (int i = 0; i < list.length; i++) |
SJtring tmp = list[i]:
for (int j = 0; J < cookies.length: Jj++1

if (cookies[]] .getMame () .equals (twpl )l |
cookies[]] .setValue (07 ;
cookies[]] .setMaxbge (60 * 5] ;

response. addCookie (cookies[ 1)

break:
h
VA for 3
pS S for i
h
response. sendRedirect ("Zhoppingfervietaction=View Cart');
}oelse |
F/To Do Code
¥
Y finally |
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HttpSession interface

Identifying user in a multi-page request scenario and
Information about that user

Is used to created a session between the client and server
by servlet container

— When users make a request, the server signs it a session object
and a unique session ID

— The session ID matches the user with the session object In
subsequent requests

— The session ID and the session object are passed along with the
request to the server

Session Timeout
— Is necessary as session utilizes the memory locations
— Prevent the number of session increasing infinitely.

— Set either In the web.xml file or can be set by the method
setMaxlInactivelnterval()
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Sessions & Listeners
HttpSession interface Methods

Methods Descriptions
- request.getSession(boolean create);
etSession - Obtain a current session objects
g - The getSession() method with true parameter is used to create a new session (no
current session)
- public String getld()
getld - Returns a string containing the unique identifier assigned to this session. The

servlet container assigns the identifier and it is implementation independent

getAttribute

- public Object getAttribute(String name)
- Returns the object which is bound with the specified name in the session.
- Returns null in case there is no object bound under the name

setAttribute

- public void setAttribute(String name, Object value)

- Binds the object to the current session by using the specified name,

- In case of repetition of name of the object bound to the session, the object is
replaced

removeAttribute

- public void removeAttribute(String name)
- Removes the object bound with the specified name from the session.
- In case of absence of object bound to specified name, this method does nothing.

getCreationTime

- public long getCreationTime()
- Returns the creation time of session.
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HttpSession interface Methods

Methods Descriptions

- public long getLastAccessedTime()

getLastAccessedTime - Returns the last accessed Time of session

- public int getMaxInactivelnterval()
getMaxInactivelnterval | - Returns the maximum time interval, in seconds, for which the servlet
container will keep the session alive between the client accesses

- public void setMaxInactivelnterval(int interval)
setMaxInactivelnterval - Specifies the time, in seconds, between the client requests before the
servlet container invalidates the current session

- public boolean isNew()
iISNew - Returns true if the client is unaware about the session or choose not to be
part of the session

- public void invalidate()

- Invalidates the session and the objects bound to the session are bounded.
This method throws lllegalStateException if called on already invalidated
session

- To avoid the hacker from causing any harm

- Destroys the data in a session that another servlet or JSP might require in
future. Therefore, invalidating a session should be done cautiously as
sessions are associated with client, not with individual servlets or JSP pages

invalidate
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HttpSession interface — Example

Address Eﬂ hktp: filocalhost: 308418 10ay 3/ SessionServlet

HttpSession Interface Demo

Welcome Session Tracking

Information on Session:

Info Tvpe Value
1 Da0FBRS 138 AFSELECABRDCECCI0ABEEFD S0
Create tine Wed Jun 22 15:16:25 ICT 2011
Tine of Last Access Wed Jun 22 15:16:30 ICT 2011

Fumber of Prewous Accesses |0

Session Tune out 1800
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HttpSession interface — Example

| SessionServlet.java =

RE-F-QARHFEFe? & o0m &=
3

0 protected woid processRequest (HttplervletRequest regquest, HttplervletBFesponse response)
31 [-] throws ServletException, IOException |

32 response.setContentType ("text/ html:charsst=UTF-3") :

33 FPrintWriter out = response.getWriter():

34 Ery o

35 out.princln("<html>"):

36 out.println("<hesd>");

37 out.println({"<titlerIessionc/citles=")

35 out.println{"</head:>") ;

39 out.println("<hody=");

<40 out.println({"<hli>Hetpfession Interface Demo</hlx"™) ;

41

42 |Http5essinn Session = request.getﬁessinnitruej;|

43 Strinc hesdinc: -

44 ntedger accessCouht = (Inteder) sSession.getlAttribute ("accessCount ™) 2
45 if [accessCount == null) 1

46 accessCount = new Integer (0) ;2

47 heading = "Welcome Zeszion Tracking™:

45 Yoelse |

49 heading = "Comeback™;

L0 aooessCount = new Integer (accessCount.intValue() + 1):
51 h




G, v Sessions & Listeners
HttpSession interface — Example

DateFormat formatter = DateFormat. getlateTimelnstance|
DateFormat .MEDTIUM, DateFormwat.MEDTIUM ;
out.println("<H1 ALIGHN=%"CENTERY":>" 4+ heading +
o iHI\n<HZ>Information on Session:</H2>\n"
+ "< TAELE BORDER=1 ALIGN=\"CENTER\":>Y\n<TR EGCOLOR="
+ "Z\'HFFADOOZ">Y\n <TH:>Info Type<THxValusin'
+ "<TEx%n <TD=IDWn <TD=" 4+ session.getId() +
"Wyn<TE>yn <TD>Create timelyn <TD:>"
+ new Date(seszion.getlreationTime(])] +
"\n<TE>Yn <TD>Time of Last Lccess\n <TD:>"
+ new Date(seszion.getlastiAccesszedTime()) +
"\ n<TE>Yn <TD>MNurber of Previous Accessesin <TD:="
+ accessCount + "Wn<TE='n <TDhxZession Time outyn <TD=" +
session.getMaxInactivelntervall)
+ "<TAELE=\n</BODV:></HTHML:>") ;
out.println( "< hody=T)
out.println( "</ html>"):

Vofinally |
out.close ()
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HttpSession interface — Example
| Sessionderviet.java x

@ E-8- Q%F&E e

210 B | &

65 session.getMaxInactivelnterval ()

=1 + "<TABLE>Wn</BODV></HTHL>"™) ;

67 Session.setittribute ("accesszCount ™, accesscount) ;
B3 OUL.pLInCInl T ooy ¢

69 out.println(™</ html="] :

70 Vo ofinally

71 out.closel)

72 h

73 - ¥ address | @] http:/flocalhost: 8084/ A0y 3] SessionServlet

HttpSession Interface Demo

Comeback
Information on Session:
Info Type Value
I 1581ERESFRTOFE24SBCR2ABBACAASA A4S
Create time Wed Jun 22 131959 ICT 2011
Tine of Last Access Wed Iun 22 131959 ICT 2011

Fumber of Preswious Accesses |1

sesston Tune out 1800
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HttpSession interface
« Distributed Session

— A session is available to be shared between web resources in a single web
application (e.g. a session cannot cross web application boundaries)

 Session Death is controlled in one of 3 ways
— Application Server Global Default

— Web Application Default (minutes)
* Anegative value or zero value causes the session to never expire

%) web.xml x i

Genetal Setvlets Filkers Fages
132 <gsession-config-

133 “<geg=zion-timeout:-
134 30

135 < fsession-timeout >
136 <fsession-config-

— Individual Session Setting using setMaxlInactivatelnterval() method
» Anegative value supplied as an argument causes the session to never expire

o Other Session APIs

— HttpSession.getServletContext() returns the SessionContext that the session
IS attached



HttpSession Interface — Example

Building the Web Application can allow user log in and log out on the system

address |8] hikp:fflocalhost: 30544 1Day 3 authentication, htrl Adddress | &) hitp: flocalhost: 30848 1D ay3/LoginSessServlet
Login Page Welcome, khanh
mign out

TTsername |khanh

Pazsword |jeeees

Welcome to the Session

Address ’Ej htkp: ! flocalhost: 3084 )/ 410ay3/LoginSessServlet

Click hegﬁ to refresh this page Chck here to Login
Inwalid usernatne or password
Ej htkp: [flocalhost: 5054 810 &y 3/LoginSess Seryvet

Address | ] hetp: fflocalhost:8054/410ay3/LoginSessServiet =55 | ] httpiflocahost:8084/A1Day3(LoginSessServiet

Welcome, khanh ‘elcome, khanh

&E&%ﬁ n out

Welcome to the Session Life Cycle Velcome to the Session Life Cycle

Click here to refresh this page Click here to Login ck here to refresh this page Click % to Login

&1 http:/flocalhost:8054/4Day3{LoginSessServlst? action=Lagaut tp:fflocalhost: 8054/AIDay 3/5uthentication. html
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HttpSession interface — Example

Address .’-E http: fflocalhost: 3084/A10ay 3/ LoginSess Servet

Chelk here to refresh this page Click here to Login

|@] authentication. html xl

@ E-E- QRS P

I

@ O

5
&
7

10
11
12
13
14
15
1a
17
15
13

<!'DOCTYPE HTML PUEBLIC "-//W3C//DTD HTML 4.01 Transitional//EN":

E <htrmls
- <head:=>

<titlerLogin</titcles

<meta http-equiv="Content-Type™ content="text/html; charsset=UTF-3">
</ head:
= <hody>
<hl>Login Page</hilx

= <form action="LoginSessServlet” method="FOST">
Uzername <input type="text” name="txtlzser™ walus="" /><br/>
Paszword <input type="passvord” name="txtPass"™ wvaluse="" /f><hbr/>

<input type=Tzubmit™ walue="Login®™ name="action®™ />
B </ form:
</hodys
</ html>
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E] LoginSessServlet.java ==

BR -5 QF T Pe o o0 &2
29 protected volid processRequest (HotpIervletRequest request, HttplervletResponse response)
30 [=] throwz ZervletException, IOException |
31 response.setContentType ("text,/ html charset=UTF-57] ;
32 FrintWriter out = response.getWriter():
33 TEY |
34 out.println("<html="):
35 out.println("<head="):
36 out.println("<titlexProcessing</title>"]) ;
37 out.printlni™</ head:>");
38 out.println("<khody=");
39
40 String action = request.getParameter (Maction'™) ;
41
42 if (action == null) {
43
44 } o elze if (action.ecquals|("Login™)) {
45 String user = request.getParameteri“txtUserﬁ];
4f String pass = request.getParawmeter ("txtPaszs"):
47 it (nu=er.erualsina=ssl . f
45 HttpSession session = reguest.getlession() :
44 if (session'=null) {
L0 session.invalidate() ;
51 |
52 Session = request.getiessionitrue) ;
53 session.sethAttribute ("USER™, user) :
g4 }oelse |
55 out.println("Invalid usernamme or password™);
56 return;
57 ¥
53 } else if (action.equals|("Logout™))
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58
59
a0
Bl
B2
a3
ad
a5
14
67
65
69
70
71
72
73
74
75
78
7
75
79
g0

HttpSession interface — Example

i
HttpSeszion =session = request.getiession()

} else 1if (action.edquals("Logout™])

seszion.invalidate () ;

response.sendRedirect ("Loginfesstervlet™)
return;

I
Htotplession session = reguest.getlession() !

Ftring user = [(3tring) sSession.getlittribuce ("TIER™) ;
if (user '= null) f{
out.println("<hizTelocome, "™ + user + "</ hZz"™):

out.printlni(”<a href='Loginfesaierviet?action=Logout' >3ign out</a>"] ;
out.println("<hl>Welcome to the ZIeszion Life Cyole<i/hlx™);

out.println("Click <a href='LoginZessSerwvlet'>here</a> to refresh thiiz page™):
out.println(™Click <a href='suthentication.html'>here</a> to Login®™);

out.println(”</body=");

out.printlni™</html=");
} finally {

out.close(]):
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HttpSession interface — Example

Address @ hkkp: fflocalhost: 8054, 6.10aw3 ) shapping. hrml

HttpSession Demo on Shopping Cart

Please, choose your favourite books: Address iEI hitkp: fflocalhost: 8054/, 4 1Day 3 CartSeryletychoBooks=Serlet&bt Action=Yiew+Cark
oendet @
Addto Cat | [ View Can Pl-ocessing
No. | Title Action
1 Servlet [
2 |EIB .
4 Totncat |[] Address :’E http:I,flncalhnst:ﬁ[lﬂ*‘r,l‘.ﬁ.JDavi-

L
Address :’Ej htkp: fflocalbost: 3054 8 10ay 3 CarkServlet *baction=Yiew20Cark 30844 1D ay3jshopping

Processing

No. | Title Action
1 =ervlet

No. | Title Action 2 EJB [
1 ETE  |[] : 5 |Tomcat

4
Choosze Mest _hoose et

Processing

- T =
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HttpSession interface — Example

@ shopping.html 2

BE-E- QT TEPLR

I

@ O

5 <!DOCTYPE HTML PUELIC "-//W3C//DTD HTHL 4.01 Transitional//EN":>

6 [£] <html>

7 [ <head>

g <titler3hopping</titler

9 <meta http-equiv="Content-Type™ content="text/html; charset=UTF-5">
10 </ head:>

11 [-] <hody>

12 <hlxHttp3ession Demo on Shopping Cart</hilr

13 [ <form action="Carterviec”s

14 Flease, choose wour favourite hooks:<hr/ >

15 [-] <zelect name="choBooks"»

1l <optionrS3ervlet</option>

17 <option>J3P</option>

13 <option>EJB</option>

13 <optionrNetheans</option:

20 <optionrTomoat</option:

21 <option>JBoss</option:

22 <option>Java</option:

23 <option>QOthers</option:

24 </fzelectr<hrs/ >

25 <input type="submit™ waluse="Ldd to Cart’ nawe="btliction®™ f»
26 <input type="submit™ waluse="View Cart®™ name="htlction™ />
27 </ form:>

23 </ hodyr

29 - </html>
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..... HttpSession interface — Example

& CartBean.java x|

o - & ‘Q@:S’I ro'rv U 6N &3
13 L * @author Trong 1anh

14

15 public class CartBean implements Serializable {
& private Vector contents;

11

18 public CartBean() {

Q,T contents = new Vector():

20 }

2l

& public Vector getContents() {

ZST return contents;

24 h

25

26 public void addBooks (String title) {

27 T contents.add(title) ;

28 }

29

30 public void deleteBooks (String title) {
31 T contents.remove (title) ;

32 }

33 ¥
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HttpSession interface

@l CartServlet java =

RE -5 ATFEFe @

51
32 (=]

@ N | &
protected wvoid processRegquest (HttplervletBequest redquest,

throws ServletException, IOException {

Sessions & Listeners
— Example

HttplervletEesponse response)

33
34
35
36
37
38
39
40
41
42
43
44
45
46
47
45
49
a0
3l
52
a3
a4
a5

response.setContentType ("text/ html:charset=UTF-5") ;

FrintWriter out = response.dgetWriter():

try |
out.printlni("<html>"):
out.println("<hezd>"):
out.println("<title>Processing</cicle=");
out.println("</head:>");
out.println({"<body=")
out.println("<hl>Processing</hl=");

String button = request.getParawmeter ("bticoction'™)

if (button.ecquals ("idd to Cart™))

Httplezszion sSession = request.getlessionitrue) ;

CartBean shop = [(CartBean) session.getittribute ("Z2HOFT) ;2
if (shop == null) 1
zhop = new CartBean():;

H

SJtring title = request.getParameter ("chobooks™);

shop.addEBooks (title) ;
session.setbhttribute ("SHOF™

shop] ;

response.sendRedirect ("shopping. html™)

} else if (button.ecguals ("View Cart™))] |
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P else if

Sessions & L.isteners
HttpSession interface — Example

(button.equals ("Wiew Cart™]] |

HtotpSession session = request.getﬁessinni];

if

[Zes=ion

if [(shop

'= null)

'= null) |

Vector v = shop.getContentsi():

Enummeration & = wv.elements ()

onut.
out.
ont.
out.
out.
onut.

out

println("<csbhle horder='1"'>"];
println("<thead=");
println(”"<tr>=");
println("<th>MNo.</th>");
printlni"<th:-Title</th="):
println(T<th>botiona/chx")

println(TeStrs"T) o

out.println("</thead:>");
out.printlni("<thody>=");
out.println("<form action='Cartiervlet!' =7);
int count = 0O;
while [(e.hasMoreElement=si()]] 1

count++;

SLtring tp = (3tring) e.nextElement () :

out.println(T<te=");

out.println{"<td>" + count + "</ odx");

out.println("<td>" + tmp + "< tdxT)

out.println("<td-<input type='checkbhox'
+ twp + 7' SeSodx"T)

out.println(™</cr=");

narme="'rmwv' wEalue='"
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HttpSession interface — Example

out.println("<tr="):
out.println("<td colspan='2'><a href='shopping. htwl' >Choose Next</ ax</ td=");

out.println("<tdr<input type='submit' wvalus='Remove' name='btiction' [x</td:>™);

Dut.printlnin{ftr>n];

out.println{™</form:=") ;
out.println{™</chody=");
out.println("</cakhle="];

h
}oelze ifibutton.ecquals ("HEemoweT) )

Httplession session = request.getlessioni):
if (session'=null) {

CartBean shop = (CartEBean)session.getlittribute ("SHOP™) ;

{

String[] books = request.getParameterValues ("rmw™) ;

if(books!=null) |

for(int i=0; i<books.length; i+4+) |
shop.deletebBooks (hooks[1])

if(shop'=null)

K
session.setitcribute ("IHOFY, shop) :

h
response.sendledirect ("Cartferviet bt iction=View Cart™if:

h
out.println ("< bhody=T)
out.println{"</html=")
} cateh [(Exception )
e.print3tackTrace () :
¥y finallwy ¢
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Session Management: General Principles

Each of these requests needs to carry a unique ID, which
Identifies the session to which it belongs.

The web application will allocate this unique ID on the
first request from the client.

The ID must be passed back to the client so that the
client can pass It back again with its next request. In
this way, the web application will know to which session
the request belongs. This implies that the client must need
to store the unique ID somewhere—and that’s where
session management mechanisms come in

The default mechanism for session management Is
cookie
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Sessions & Listeners

Session Management — Example

Address @ hI:I:|:|:,I',I'Iu:n:alhu:ust:EDE#,I'.ﬁ.JDaH;S,I'management.hI:mI Address :Ej http: [ flacalhost: 308481083 LaginServlet

Login Page

TTsermatme

FPaszsword

Address iE':I hitkp: filocalhost: 3034 8 10ay 3 PrintCookieServlef ; jsessionid=838859CDASEZASET 1 2ZE02ASD4EIEOEDS

bessiondD): 838858 CDASEZASES 1ZENZASDAESEOROS

Welcome, khanh
Click here to wew Coo%

ﬂj http:,l',l'I-:u:thu:ust:8084,!'#'.][).3ySIPrintCDDldeﬁervle[;]'sessiDnia=838859CD.ﬁ.9E2AEE91ZEDEASD‘}EQBDBDE

Cookie Information

Mame: ITSESSIONID

Walue: 335559 CDASEZARES1ZEQZASDAEIEORBOS
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Session Management — Example

E‘; !

Address iEI htkp: [Mlocalhost: 8084/ 41D ay 3 /LoginServlet

sesstonll): 838859 CDASEZASES 1 2ENZASDAESBOBOS

Invalid username or password

lick here to trvy m%

Ej http: flocalhost: 084t aDayvEilogin. htmlFuser=khanh  Pddress | @&] hitp:flocalhost:8054/8 Day Bilogin, htmlruser=khanh

Login Page

TTzername

Password

| Lagin || Reszet |

:Ej Done
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Session Management — Example

@] management.html x[

-J- SR FE LR (g2 0 H
i |...
5 <!DOCTYPE HTML PUBLIC "-//W3C//DTD HTML 4.01 Transitional//EN">
6 <html>
7 E <head>
8 <title>Login</title>
9 <meta http-equiv="Content-Type"” content="text/htwml; charset=UTF-8">
10| </ head>
11 5] <body>
12 <hl>Login Page</hl>
13 [=] <form action="LoginServlet"” method="POST">
14 Username <input type="text” name="txtlUser"” wvalue="" /><br/>
15 Password <input type="password"” name="txtPass" walue="" /><br/>
16 <input type="submit" walue="Login" />
17| </ form:>
18| </hody>
19 =~ </html>
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& Logingervlet.java = |

BR-T-ATHF & P

Session Management — Example

I

© O &

28
Z9
30
31
32
33
34
35
36
37
33
39
40
41
4z
43
44
45
45
47
45
49
a0
51
52
33
54
55
56
a7y

]

protected wvoid processReguest (HotpServletRequest request, HttpS3ervletResponse response)

throws ZervletException, ICException {

regponse . setContentType ("text/ html charset=UTF-5"] ;

Printlilriter out = rezsponse.getiiriter():

try i
out,.println("<html=>"):
out.println("<head>"):
out.princln(T<titlexProcessings/titlex"m)
out.println(”</head:>")
out.println("<hody>");

Itring user = redquest.getParameter ("Cxtlzer™):
String pass = request.getParameteri"txtPass"];

HttpZezzion session = request.getiezzion() !

out.println("Zezzionlbh: " + gession.getld()]):
if [(user.equals(pass)) |
ot pEin‘.‘]HE"ihliﬂi]Eﬂﬁi L S =70 S O J P S T
3Jtring url = response.encodeURL("FPrintCookiedervlet™) ;

Dut.println(ﬁClick zm Nref='" + ULl + "' ~here to view Cookie</ax™):

}oelse |
out.println("<hl>Invalid usernams oFf passwordc/ hl=") ;
Jtring url = response.encodeRedirectURLITlogin. htmlYuser=" + user):;
[0 P g 1 I O A = + ULl T L R AT U £ A W

b

out.println( </ body=");

out.println( "</ html=") ;
} finally |

out.close () ;
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Conclusion
Store
data/object
Tracking at server site
Session
Mechanism

Located

at client’s
system fie

Store
data/object at
client site

Located
at query
string

ocated on web page
and pass via form’s
parameter

Session object

Cookies

URL rewriting

Hidden form fields
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Request and Context Listeners

Listener Interface Name Applies to Function

ServletRequestListener Request objects Responds to the life and death of each
request.

ServletContextListener The context obhject Responds to the life and death of the

context for a web application.

ServletRequestAttributeListener Request objects Responds to any change to the set of at-
tributes attached to a request object.

ServletContextAttributeListener ~ The context object Responds to any change to the set of at-
tributes attached to the context object.

« There are two things that need to do to set up a listener in a web
application:
— Write a class that implements the appropriate listener interface.

— Register the class name in the web application deployment descriptor,
web.xml.

<listener>
<listener-class>className</listener-class>

</listener>
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Request Listeners

« ServiletRequestListener deals with the life cycle of each request
object

« A class implementing the ServletRequestListener interface has 2
methods

— requestInitialized(): is called the moment that any request in the web
container be comes newly available (or it is called at the beginning of any
request’s scope)

« This is at the beginning of a servlet’s service() method or earlier than that if filter
chain is involved

— requestDestroyed(): is called for each request that comes to an end — either
at the end of the servlet’s service() method or at the end of the doFilter()
method for the first filter in a chain

 Each of these ServletRequestListener methods accept a
ServletRequestEvent as a parameter. This event object has 2
methods

— getServletContext()

— getServletRequest()



Sessions & Listeners

Request Listeners

Web container

A
ServietA
| |
Begin Filter| Filter2 / Eeg"réce': ||
request N oGet () |
ent doFilter () {71 //... -] .
T oo A |
R - a do@et (0| =
\ End |/ |
request } ||
|
- I |
- [
SewlecB Begin |- . ' —
/ request N ~ L —
Se?’éci (; { Y “\\ \ ServletRequestListener
oGe S 5 |
}fjj H“u“ -~ p»requestInitialized() {}
H-\--H"'.\_ \ Jl'll
End dc:-dl?ret (0
request 1.

III.

N,

a;requestDestroyed(

0

Key

—* Progress of request

- Call to request listener
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Request Attribute Listeners

ServletRequestAttributeListener deals with the life cycle of the
attributes attached to request objects

A class 1mplementing the ServletRequestAttributeListener
Interface has 3 methods
— attributeAdded(): is called whenever a new attribute is added to any request
— attributeRemoved(): is called whenever an attribute is removed from a request
— attributeReplaced(): is called whenever an attribute is replaced

 Each of these ServletRequestAttributeListener methods accept a
ServletRequestAttributeEvent as a parameter. This event object has
2 methods

— getName(): returns name of attribute

— getValue(): returns old value of attribute

* The ServiletRequestAttributeEvent inherits from ServetRequestEvent
 The “grandparent” of The ServletRequestEvent IS

java.util.EventObject
— The getSource() method returns the object that is the source of the event
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How to Add Listener to Web Project

Steps Choose File Type
;. Choose File Type Project: |'§E:';' AIDay3 "
Cakegories: File Tvpes:
----- I Jawa Card 3 Platform A G 1P A~
..... I web EE] J5F Page
H-I0) Javaserver Faces 5] S?WIE':
----- ) Strutsz % "ter
----- I3 Skruts (T
D s ( S
----- Spring Framewor @] ®HTML
----- I3 Context and Dependency Inje _'h_h Cascading Stvle Sheet
..... I Java 5| JavaScript File 0
..... ) davaF: | JSOM File
..... lil 5w|ng GUI FDrms gt @ Tag H-EII'II:"E-'F
¢ 2 %8 Tag Library Descriptor =
| —
Description:
Creates a liskener class, Lifecycle events let "liskener” objects be notified when servlet contexts and
sessions are initialized or deskroved, as well as when attributes are added or removed from a context
= ﬁ?:* : o Session,

i
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How to Add Listener to Web Project

W New Web Application Listener

Steps= Mame and Location
1. Choose File Type Class Mame: [I\'IyRequestListener ||
2. Mame and Location

Project: |.|:'.JDa';.-'3 |

Locakion: |S|:|urn:e Packages W |

Package: I|sample.servlet W |

Created File: |2:'I,Laptrinh'l,Ser\-'Iel:'l,.ﬁ.JDa':.-'S'l,src'l,java'l,samplE'l,servlet'l,MyRequestListener.java |

Interfaces to implement: Description:
[] Context Listener Context liskener observes when servlet context is created
[ ] Context Attribute Liskener or is about to be shut down,

[ ] HTTP Session Listener

[ ] HITP Session Attribute Listener
Request Listener (JZEE 1.4)

[ ] Reguest Attribute Listener {JZEE 1.4}

f—

[ Cancel

oo
4
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ﬂ MyRequestlistener.java =

B-8- Q%I E e

L T o Y N % TR o

15
15
@
15
19
20
21
@
23
24
25
26

a7

Example

1

I

© O &

public class MyRegquestListener implements ZervletREecquestlListener |

public void regquestDestroyed (ZervletRequestEvent sre) |
aJvstem. oué.println("destroved in MyRedquest iz invoked!!11M7):
sre.getiervletBequest () .removellttribute ("EEQUEST™) ;

public void regquestInitialized (ServletBequestEvent sre)] |
Gystem. ot .println("context in MyEecquest is invoked!!PPir):
sre.getiervletRequest () .setAttrilbute ("REQUEZT™, MTADD™) ;

<weh-app wersion="Z.4" wmwlns="http://Jjava.sun.comn/<ml/ ns/JjZee™ wmlns:xsi="http

<listener:>
<description>Bequestlistener</descriptions
<listener-classs>sample. listener . MyRequestlistener </ listener-class:
</ listener>
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Example

Fpt University

| MyRequestattributelistener.java =

I} ATy E e Exx 00 &=

15 public class MyRegquestAttributelistener implements ServletFequestlittributelistener |

@ public void attributefidded(ZervletRequestittributeEvent =rae) |

17 Svstem. cudt.println(Tidd iz activated'™)

13 String name = srae.getlName ()

14 Jtring oldVWalue = srae.getValue ) .to3tringl()

20 SJtring newValue = srae.getlervletRequest () .getlittribute (nawe) .to3tring()

2l Svstem.cut.println("Name: " + name + " —-old: " + oldValue 4+ 7 —new: " 4+ newvalue) ;

22| = '

@- public void attributeBRemoved | ZervletBRequestittributeEvent srae) |

24 aystem. cut.println"Eemove iz activated™):

25 String name = srae.getllaans () !

26 SJtring oldVWalue = srae.getValue () .to3tringl() !

27 Jystem. cut.printlni"Name: " 4+ name + " —-old: " 4+ oldValue):;

25| - }

@ public void attributeReplaced | ServietRequestittributeEwvent srae) |

a0 gystem. cut.println("Eeplace is activated™):

31 String name = srae.getllaans () !

Ja String oldValue = srae.getValue () .to3tringl()

33 String newvalue = srae.getiervletRequest ()] .getlittribute (nawne) .to3tringi).;

34 Svstem. cut.println("Namwe: " 4+ name + " —old: " 4+ oldValue 4+ —new: " 4+ newValue)

35| - '

36 h -
26 <liztenerx
27 f£listener-classrsample. listener . MyContextittributelistener</ listener—-class>

25 </ listeners
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Example

@] RequestlistenerServiet.java =

RE-5 - AEFEFPeR S 0 H| &

28 protected wvoid processRequest (HotpiervletFequest request, HttplerwvletBEesponse response)
29 [-] throws ServletException, IOException {

20 response.setContentType [ "text/ hitml charset=UTF-37) :

21 PrintWriter out = response.getWriter():;

22 Lry 4

33 out.println("<html>");

34 out.println("<hesd:>");

a5 out.println("<titlerFequest</title>")

36 out.println(”</head:-"];

37 out.println("<hody>T];

38 out.println("<hl>Fequest Processing</hi=");

39

40 request.setlAttribute (TVLLTE®T, LTIDM)

41 request.,.setlAttribute ("TVALLTET, "MODIFIED™)

42 request.removelttribute (["VLLTE™) »

43

44 out.println("REQUESZT: " + request.getiAttribute ("BEQUEZT™) )

45 cut.println("Finished! '™

46

47 aut.println("</hody:-"); address ] http: flocalhost: 8054/8 08y 3/RequestListener Servist
4a out.println("</html=>"];

e e el Request Processing
5l i o

5z L ) EEQUEST: ADD Fiushed!!l
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Example

: Dutpuk
Apache Tomcat 6.0.26 = | ppache Tomcat 6.0.26 Log = | A1Dav3 (run) =

context in MyRecquest iz invoked!!!!

Eb Add is actiwvated Demowve is actiwated
Name: BEQUEST -old: ADD -new: ADD Name: mnethesns monitor.

L_J Add is actiwvated Demowe iz actiwvated

@ Name: netheans monjitor. regquest -old: uri: fAJDaName: netbheans monitor.
method: GET Bemowe is activated

QueryString: nall Name: netbeans_ monitor.
Parameters- destroyed in MyRegquest
i Pemowe i=z actiwvated

Header=:
Name: BREQUEST -old: aADD

Ldd is actiwated

Name: netbeans.monitor monbata -old: [MonitorDatal -new: [MonitorDatal

2dd i=s actiwated

Nawe: netbeans.monitor.response —old: org.netheans moduales web monitor. serwver ]
Add i=s actiwvated

MName: netheans monitor. filter -old: MonitorFilter (bdpplicationFilterConfiglname
Ldd is actiwated

Name: WALUE -old: ADD -new: ADD

Beplace is activated

MName: WALUE -old: ADD -new: MODIFIED

Pemowve is activated

Name: VWALUE -old: MODIFIED

Pemowe 1=z actiwated

Nawe: netheans.monitor.request -old: uri: SfAJDay3 PBequestlistenerferwvlet
wethod: GET

QueryString: ruall

Parameters:

Headers=s:

response -—old: org.netbheans module

filter -old: MonitorFilter{ipplica

monlata —-old: [MonitorDatal

i= inwvoked! ! 1!l
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Context Listener

| Fpt University

e Sessions have 02 listeners:

— ServletContextListener

 Receive notifications about changes to the servlet context of
the Web application

— contextlnitialized(): gets called before any servlet’s init() method or
any filter’s doFilter() method

— contextDestroyed(): gets called after the servlet’s or (filter’s
destroy() method

— Both of methods get passed a ServletContextEvent object that
provides the getServletContext() method

— ServiletContextAttributeListener

* Recieves a notification about any modifications made to the
attribute list on the servlet context of a web application

* Has the same trio of methods as
ServletRequestAttributeListener
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Example

5] MyConkextlistener java =

B-l- QTR re S e H| &
157 =
1la pubhlic class MyContextListener implements JervletContextListener |
@[- public void contextInitialired(ServietContextEvent sce)] |
15 SJystem. out.println("context in MyContext is invoked!!!17F);
19 sce.getlerviletContext (] .sethttribute ("CONTEZT™, "ADD™) :
20 = ¥
@[- public void contextDestroved (ServiletContextEvent sce) |
22 Swstemw. cut.printlnidestroyed in MyContext is inwvoked!!!D1If):
23 sce.getlervietContext (] .rewmovedttribuce (FCONTEXT™) »
24 = ¥
25 ¥
web.xml =
General Servlets Filters Pages References Security wML RN K ﬂ 'E_L. 5‘ DI:I ‘I'P
15 [l:l <listener>-
16 <listener-classrsample. listener.MyContextlListener<flistener-class:>
17 <flistener:-
15 [ <listener:>
19 <listener-class>sample. listener.MyContextittributelistener<flistener-class:-
20 <flistener:-
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Example

| MyContextattributelistener . java  x

It AR T R FreB dd o |6

15 public class MyContextAttributelListener implements ZServilietContextlAttributelistener
@] public void attributeddded|ServletContextittributeEvent scab) |

17 Svstem. out.println("idd iz activaced-"):;

15 Ftring nate = scab.getMNatwe ()

by String oldWValue = scab.getValue () .to3tring()::;

20 String newValue = scab.getlervlietContext () .gethittribute (hamwe) .toltringi();

21 System. cut.printlni("MNamwes: " + namwme + "-old: " + oldWValue + "-new: " 4+ newvalue] ;
22 = ¥

@ public void attributeRemoved (ServletContextittributeEvent scabh) |

24 Svstem. cut.printlni("Eemove 1z activated-"):

25 Ftring name = scab.getName () :

£y String oldWValue = zscab.getValue () .to3tring() ::

27 Svstem. out.println(Namwe: " 4+ namwe + "-old: " 4+ oldWalue):

28 - h

@] public void attributeReplaced(ZerviletContextittributeEwvent =scakb) |

a0 Svstem. cut.println("Replace iz activated-"):

3l String name = scab.getMNatne () ;

iy otring oldValue = scab.getWValue () .to3tring() 7 ;

33 String newValue = scab.getlervlietContext () .gethittribute (hamwe) .toltringi();

34 System. cut.printlni("MNamwes: " + namwme + "-old: " + oldWValue + "-new: " 4+ newvalue] ;
35 = ¥




ﬁﬂ d Fpt University

Sessions & Listeners
Example

E@ ContextlistenerSerylet java =

29
30
31
32
33
34
35
36
37
34
39
40
41
42
43
4.4
45
46
47
43
49
a0
3l
52
33
54

T

[-]

- QR &

B Fe%

! @ B | &

protected wvoid processRequest (HocplervletPRequest request, HttopiervletResponse response)

throws ZervletException, IDException

response.setContentType ("text/ html: charset=UTF-2") ;

PrintWriter out = response.getlriter() ;

Lry o
out

ourt.
out.
out.
ourt.
ourt.

Lprincln("<html>"):

println("<head:>"):
println("<titlesProcess</titlex");
println(™</head:>"]:

princln("<body:="):

println("<hlx>Context Listener Demo</hil=™):

JervletContext sc = getlervletContext (]
sc.setittribute ("VALLUE®™, FLDLDM) »
sc.setittribute ("VALUE™, "MODIFIED™) ;
Sc.removelttribute ("VALTE™) ;

out
out

Ot
Ot

Lprintln("CONTEXT: " + scogetlittribute ("CONTEZTT) ) :
Lprinctlon("Finished! 7)o
Lprintln ("< aody=-") o

.println ("< homl=");

Y} finally |

out

.close():



GGG e vovesiy Sessions & Listeners
Example

Address | ] http:/localhost: 8054/A1Day 3 ContextListenerServiet

Context Listener Demo

COMNTEXT: ADD Fuushedl!|

: Dutput
Apache Tomcat 6.0.26 = | ppache Tomcat 6.0.26 Log x| AJDay3 (run) =

ZZ2-06-F011 14:z4:00 org.apache. catalina. startup.HostConfig deployDhescriptor

INFO: Deploying configuration descriptor AJDayd. xml

context in MyContext is inwoked! !

Add is activated-

Name: COMNTEXT-old: ADD-new: ADD

ZZ2-06-2011 14:z4:01 org.apache.catalina. core. BtandardContext start

INFO: Container org.apache.catalina. core.ContainerBase. [Catalinal . [localhost] . [f2JDayvy3] has already been started

(PN EE=:

context in MyPRedquest is inwoked! !

Add is activated

Name: PEQUEST -old: ADRD -new: ADD

Add is activated

Name: netbheans monitor.regquest -old: uari: fAJDay3i/sContextlistenerfervliet
method: GET

Ouerystring: nuall

Parameters:

Headers:
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Session Listeners Declared in DD

« Have 02 listeners:

— HttpSessionListener

 Implements the changes to the list of active sessions in Web application

« sessionCreated() method: is called whenever a new session is provided
(can say that after the getSession() method)

« sessionDestroyed(): is called at the end of the sessions (within the call
invalidate() or session time out but before the session become invalid)

« Both of methods get passed a HttpSessionEvent object that provides the
getSession() method

— HttpSessionAttributeListener

* |s called whenever some changes are made to the attribute list on the
servlet session of a Web application

* |Is used to notify when an attribute has been added, removed or
replaced by another attribute

« Has the same trio of methods as ServletRequestAttributeListener that
are passed the HttpSessionBindingEvent (is inherited from
HttpSessionEvent)
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Session Listeners Not Declared in DD
Have 02 listeners:

— HttpSessionBindingListener
* Notifies the object when it is being bound to or unbound from a session

 This notification can be the result of a forced unbinding of an attribute
from a session by the programmer, invalidation of the session or due to
timing out of session

« This implementation do not require any configuration within the
deployment descriptor of the Web application

* Notes: The object data types not implemented in BindingListener don’t
fire any events!

Methods Descriptions
- public void valueBound(HttpSessionBindingEvent se);
valueBound - Notifies the object in being bound to a session and is

responsible for identification of the session

- public void valueUnbound(HttpSessionBindingEvent se);
valueUnbound | - Notifies the object on being unbound from a session and is
responsible for identification of the session




15 wonesy OESSIONS & LISTENEYS
Session Listeners Not Declared in DD - Exampl_e

5] SessionAttrObjeck.java =

& [~ QRS 7 o @ O &

15 public class SessionAttrObject implements HttpSessionEBindinglListener |

%

16 private 3tring data;

17 [-] public SessionAttrO0bject (3tring values) {

15 this.data = wvalue;

19| - ¥

20 [-] public 3tring getDatarl) 1

21 return data;

22 = ¥

@[ public String toString() |

24 return data;

25 = ¥

26 [-] public void setData(3tring data) 1

27 this.data = data:;

25 = ¥

@ public void valueBound|HttpSessionBEindingEvent ewvent)] |
a0 Jvstem. cut.printlni(™valuebBound() " + getDhatal)):

31 = ¥

@ public void valuelUnhound (HttpSessionEindingEvent ewvent) |
33 Jvstem. cut.println(™valuelnbound " + getDhatal)):

34 = ¥

35 ¥



}intumvewny

| SessionBindingServlet.java =

[ G~

40
41
42
43
44
45
45
47
45
49
a0
5l
52
53
54
55
a6
a7

ABdE

/ SEssIons & Listeners
Session Listeners Not Declared in DD - Example

e n =

I

© O &

out.println("<hl>Ses=zion Binding Demo</hl>");

Sessionittrdbiject badbijl
Seszionittrdbiject babhijd

new Zessionittrdbiject ("khanh™):

new LessiondAttrlbject (Tkisu'™) ;

HttpZession session = request.getlession() !

Seszion.setittribute ("EQUND™, hOokhil) !
Session.setittribute ("EQUNDL1™, hokhiz2):
Seszion.setittribute ("HNONEBEOQURND™, FLICL™) »
Session.setittribute ("EQUND™, hokhiz2) !
Seszion.setittribute ("EOUND™, null) ;
Session.removelttribute ("EQUNDZ ™) »
Session.removelttribute ("HNONEBEOUND ™) »
out.printlni("Finished! ! 1my;

+ finally

out.printlni(”</hody=") ; ﬂ wvaluseEBound( )
out.println(™</html>"); -;% g 111eE I:I1.:L'I:'.|.lﬂ.|: :I
wvaluseEBound( )
waluelnbound
wvwaluelnbouand

waluelnbound

Ehanh
Eien
Eien
Ehanh
Eien

Eien

o |
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Session Listeners Not Declared in DD

» Have 02 listeners (cont)

— HttpSesssionActivationListener (receives events when
a value object Is transported across JVMs).
« Stateful session (activated and passivated)

* Is implemented when a container migrates the session
between VM or persists sessions and is not required any
configuration within the deployment descriptor

Methods Descriptions
- public void sessionDidActivate(HttpSessionEvent se);
sessionDidActivate - Provides notification that the session has just been
activated.

- public void sessionWillPassivate(HttpSessionEvent se);
sessionWillPassivate - Provide notification that the session is about to be
passivated.




G35 s Error Handling in Servlet

Reporting Error

« There are many situations occur an error
— Arequested page may be moved from one location to another.
— The address may be wrongly typed.

— The requested page may be forbidden, may be temporarily deleted or correct
HTTP version might not have found.

— There are other situations where an error may generated.
* Error during the execution of a web application are reported

Methods

Descriptions

sendError

- public void sendError (int sc) throws IOEXxception

- Checks for the status code and sends to the user the specified
response message

- After sending the error message the buffer is cleared

- response.sendError(response.SC_NOT_FOUND);

setStatus

- public void HttpServletResponse.setStatus (int sc)

- This code is specified earlier so that on receiving the setStatus()
method, the error message is throw. Or redirected to another
default Web page

- response.setStatus(response.SC_NOT_MODIFIED);




G35 s Error Handling in Servlet
Reporting Error

||f__E] DisplavEerrServlét.java ;i

BE-H- AT PRIFPER g 0N &

13 { * @author Trong Ehanh

19 w

20 public claszz DisplayErrorServlet extends Hotpierwvlet |

z1l

2 i

25 protected volid processRegquest (HotpiervletRequest request, HotpierwvletResponse response)
30 [=] throws ServletException, ICException {

3l response.setContentType [ "text/html; charset=UTF-3"] ;!

32 PrintWriter out = response.getWriter():

33 LEY |

34 FequestDispatcher rd = request.getRegquestDispatcher (7 Ehanh'™) ;

35 rd.fnrwardi; response) ;

a6 I finallgr i @ Apache Tomcat/6.0.26 - Error report - Microsoft Internet Explorer
3? S chSE |::| : File  Edit Wiew Favorites Tools Help ;

38 3 S </ |ﬂ \g h /.'\JSearch L‘j\? IFEEilEs EE
39 o } Address ghlhttp:,l',l'localhost:8084,I'AJDay3,I'DisplayErr0rServlet

40
41 |HttpSE:|:let wmethod=s. Click on the + =zign on the left to €

:i ; BT Status repart

{83Day3jkhanh
The reguested resource (fAI0ay3ikhanh is not available,

Anache Tomcat /6.0.26

g"| Done



G35 s Error Handling in Servlet

Reporting Error

Addition the following contents to web.xml file

— In web.xml, choose Page tab, choose Error Pages, click Add

Welcome &2 @,web.}cml* ﬁ|

General Servlets

Filters References

Security

XML

Welcome Files

Error Pages

Error Page Location

[Casa 1 e

Erraor Code

Remove

-
7 Add Error Page

.

|

Error Page Location:
Error Code:

Exception Type:

Errnr Pages

Type or Browser the well e |

I Type error cdde

| oK

I Cancel ]

Error Page Location

|FileMotFound. html

(add.. |

Edit. .. ][ Remove ]

Error Code

404

Error Pages -

File Edit Miew Favaorites  Tools  Help

-

Address

\_/I \ﬂ @ h }_\J Search “3#\

_F

| .1:

3

¢ Favarites ‘Q:I

@ htkp: fflocalbiost: 8054/ A10aw 3 DisplayErrorSerylet

L

Gu:u

Links **

@ The page cannot be found

The page vou are looking for might have been remowved, had its
narme changed, or is temnporarily unavailable.

Flease try the following:

sure that it is spelled correctly.

to the information vou want,

s Click the @ Back button to try anaother link,
Click @ Search to look for information on the Internet.

HTTP 404 - File not found
Internet Explorer

If vou typed the page address in the Address bar, make

Cpen the localhost: G084 home page, and then look for links

Y

(£

@hl Done

ﬁ Internek




G35 s Error Handling in Servlet
Reporting Error

Internet Options

General | Security | Privacy | Content | Connections P'ru:ugrams| Advanced

Settings:

[] Matify when downloads complete

| Show friendly HTTF emor meszages
Show friendly URLs

Show Go button in Address bar
rderline links

(&) Always

) Hover

) Mever

[] Usze inline AutoComplete

Ilze zmooth scrolling
&] HTTP 1.1 settings

Uze HTTP 1.1

[] Use HTTP 1.1 through prosy connections
<

[] Force offscreen compositing even under Terminal Server [regu

Ilze Paszive FTP [for firewall and DSL modem compatibility]

b d

| >

[ Bestore Defaultz ]

[ Ok H Cancel ]

= Error - Microsoft Internet Explorer ;

File Edit ‘Wiew Favorites Tools  Help

H__J" J \ﬂ @ _:‘] f_j Search “-E':E

Address :Ej htkp: [ flocalhost: 80584 6 10ay 3 DisplayErrorServlet

Error File to Delete

E] Crone

.

Uncheck the option “Show friendly HTTP error messages” from Tools/
“Internet Options” to set up the browser would be presented the user

defined message



G35~ Error Handling in Servlet
Reporting Error — Example

obring action = reguest.getParameter ("action'™)
if(action==null) {
response.sendError (HotpdervletResponse. 5C INTERNAL SERVER ERROE, "Resource not found™);

X]

2 Apache Tomcat/6.0.26 - Error report - Microsoft Internet Explorer, :

=]

File Edit Wiew Favoribes  Tools  Help ﬂ.
i — A r — »
I| 1 r -I - o i ‘ '-,-T"v L -
D= - Q- X Bl @ P Yoroones @ (2- o @
Address | ] hktp: flocalhost: 8084/ Day 3/ DisplayErrarServiet ' Go  Links *®

HTTP Status 500 - Resource Not Found!!!!

AT Status report

|ekt: 0 ]s Resource Mot Found!!]

The server encountered an internal error (Resource Mot Found!!11) that prevented it
from fulfiling this request,

ache Tomcat,/6.0.26

" \j Local intranet




G35~ Error Handling in Servlet
Reporting Error — Example

5] DisplayErrorServiet.java =

R-E- Q%5 F R et 2 @0 | &S

258 -

29 rrotected wvoid processRBRequest (Http3ervletRequest redquest, Http3erwvletResponse response)
30 [ throws ServletException, IOException

3l response.setContentType ("text/ html charset=UTF-2™) ;

32 PrintWriter out = response.getWriter|():

33 try {

34 Jtring action = request.getParameter (Maction™):

35 if (action==null) {

36 response.setitatus (HetpServletResponse. 5C TEMPORARY REDTREECT) ;

a7 response.setHeader ("Location™, get3ervletContext (] .getRealFath(™/ /"] +
38 flogin.html™) ;

39 h

40 Vo finally |

Address @ 2\ Laptrink Servlett & 10ay 3 buildbwebh login, hkml

Login Page

Tzermatme

Pazssword

| Lagin | | Reset |




95wy EFFor Handling in Servlet
| LLogging Error

@] DisplayvErrorServlet.java =

BE-B- ST FRFER Gz 08 | & -
26
27
25
Z9 protected wvolid processRegquest (Hotp3ervletEequest request, HttplervletResponse response)
30 [ throws ZervletException, IOException |
31 response.setContentType ("text/ hitml  charset=0UTF-57)
32 PrintlWriter out = response.getllciter():
33 Lry o
34 int a = Integer.parselnt(Ta™);
35 out.printlni(= = " + al;:
36 } catch (HumberFormatException e) { Address | @] hktp:/flocalhost: 8054/AI0ay 3 DisplavErrarserviet
L) e.printStackTrace () ;
33 Vo finally |
39 out.closel) ;
an ¥
41 = h
Ou!:put ]

' | Apache Tomcat 6.0.26 x | pApache Tomcat 6.0.26 Log x | A)Day3 (run) x

Add 15 activated - '

| Name: netbeans.monitor. filter -old: MonitorFilter (iApplicationFilterConfig[nane=HTTPMonitorFilter, filt:s
java. lang. NimberFormatException: For input string: "a"

at jawva. lang. NumberFormatException. forInputString (NunberFormatException. java:48)

at java.lang. Integer.parselnt (Integer. java:449)

@ E <

at java.lang. Integer.parselnt (Integer. java:499)

at sample.servlet . DisplayErrorServlet. processRequest (DisplayErrorServlet. java:34)

at sample.servlet DisplayErrorServlet. doGet (DisplayErrorSerwvlet. java:S53)

at javax.servlet _http_ HttpSerwvlet.service (HotpServlet. java:6l17)

/RO KO SR P, SEAVURE, SR | MRl DECEEIR TR G Uhal AR AOREa T B ¢ | SRR A PSS, (ORI SOPSOERes _ & 1 X



G35 - Error Handling in Servlet
LLogging Error

 Servlet can store the actions and errors through the log() method
of the GenericServlet class.

« The log() method also assists in debugging and can viewed record
In a server

e Syntax: public void log (String msg [, Throwable t])
« EX:

log("Servlet is not found ");
response. sendError(response SC_INTERNAL_SERVER_ERROR, "The requested
page [+ page + "] not found.");

« Alog file locate at

— C:\Documents and Settings\usernames\.netbeans\6.9\
apache-tomcat-6.0.26_base\logs\localhost.yyyy-mm-dd.log

— C:\Users\usernames\.netbeans\netbeans\6.9\apache-tomcat-6.0.26_base
\logs\localhost.yyyy-mm-dd.log



G35 s Error Handling in Servlet
Logging Error

@] DisplayErrar3ervlet, java x|

BRE-H-QTFE e/ g 08| &
26 * GLhrows SerletExcEptlnn if & servlet—-Speciiic EEror OCCUrsS
27 * @throws IQJException if an I/Q error ocours
28 )
29 protected woid processReguest (HotplServlietRequest request, HttplerwvletResponse response)
30 -] throws SerwvletException, IOException |
31 response.setContentType ("text/ html charset=TUTF-8'") ;
Ja FrintWriter out = response.getllciter():
33 try |
34 int a = Integer.parselnt("a™):
35 out.println(s = " 4+ a):
36 P catch (MumberFormatException e
37 log("Loi trang Display Error®™, e.getCause())
3a Yo finally |
39 out.close (]!
40 h
'Dﬂi d I:_ - —_— — = c:\Documents and Settingz\Trong KhanhY_netbeans\6_9\apache-tomcat-6.0.26_baze‘logsi®
e Hame Ext | Size [LDate Altr
Apache Tomcat 6.0.26 x | Apache Tomcat 6.0.26Log = | 41Day3 (run)4i [..] <DIR> 2270672011 12:14--—--
2Z-06-2011 15:08:36 org.apache. catalina.core. ipplicationlCo rj catalina.2011-06-22 log 16.741 22/06/2011 15:08-a--
SEVERE: Displa ErraneElet Loi trang Displa I:.I;rrcnr rj manager. 2011-06-22 log 23.300 22/06/2011 15:08-a--
| ' g ARy %] host-manager. 2011-06-22 log 0 22/06/2011 12:14-a--
= F:j Iucalhust 2I]11 -06-22 log 15 035 22!!]5!2!]11 12:14-a--

: Lister - [c:\Documents and Settings¥Trong Khanhk. netbeans\6. 9%apache-tomecat-6.0.26_baseMopgsilocalhost. 2011-06-22. log]

File Edit ©Options Help

22-86-2811 15:08:36 org.apache.catalina.core . fipplicationContext log
SEVERE: DisplayErrorServlet: Loi trang Display Error



Summary

e Sessions and Listeners
* Techniques: Error Handling in Servlets

Q&A



&l Next Lecture
« Security Mechanisms

— Authentication

— Authorization

— Data Integrity

— Confidentiality

« Authentication of Security Mechanisms
— Basic
— Form
— Digest
— CLIENT-CERT Authentication
— HTTP Client Authentication
— JDBC Realms

« Describe the Deployment Descriptor Declarations



