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Uvodni slovo

PAD 2021 je osmnactym pokracovanim ceskoslovenského doktorského seminare, ptivodné
zaméieného na prezentovani novych myslenek v oboru architektur a diagnostiky pocitact.
Osmnacty PAD 2021 se mél plivodné jmenovat PAD 2020 a mél se poradat pod zastitou Fakulty
mechatroniky a Technické univerzity v Liberci. Konal by se v obci Bedfichov. V samotném srdci
Jizerskych hor.

V roce 2020 zasahla cely svét pandemie koronaviru a seminar byl pfesunut na rok 2021. I v roce
2021 jsme ho po zralé uvaze zrusili jako prezen¢ni udalost a usporadali jej formou online
seminaie. Seminar se konal 12. 1. 2022, zucastnili se jej, jak tomu tradi¢né byva, doktorandi a
Skolitelé z Ceské a Slovenské republiky. Predneslo se sedm prispévki a ke kazdému probéhla
diskuse s oponentem, tak jak by tomu bylo, kdybychom se sesli v chaté na Bedrichové.

Osmnacty PAD byl vSak jiny v tom, Ze po samotném seminari nenasledovaly vzruSené neformalni
diskuse pii obédé, spolecny vyletech nebo seznamovani se vecer nad sklenkou néc¢eho dobrého.
Doktorandiim chybély neformalni zpétné vazby oprosténé od konferencnich svazanosti, rady od
Skoliteli, pripominky kolegfi. Skolitelé, kdysi ddvno ¢ nedavno v roli studentl se po roce
nepotkali a nesdélili si novinky z profesniho nebo i soukromého Zivota. Je to skoda, zamrzi to, ale
neda se s tim nic délat. Doufam, Ze v dalSich letech bude tradice PAD obnovena. V ¢asech, které
budou o néco priznivéjsi.

Na tomto misté bych chtél podékovat sponzorim - Fakulté mechatroniky, informatiky a
mezioborovych studii a firmé CEZ, bez jejichZ podpory by se akce nekonala.

Martin Rozkovec

Vazené kolegyné, vaZeni kolegové, mam rad Jizerské hory, zejména za podzimnich mlh a prvnich
mrazikil a tésil jsem se, Ze v ramci social-eventu se budeme moci o toto kouzlo podélit. Bohuzel,
epidemicka situace, resp. nasledné vyvolana omezeni zabranila potfadani "fadného" PADu v roce
2020, a na rozdil od olympijskych her jsme neuspéli ani v roce 2021. Chapu Ze se sedmi prispévky
nedava smysl poradat tradi¢ni prezencni workshop, se sekcemi, s vloZnym a trmacet se aZ na sever
Cech a proto jsem vdécny i za letoSni velmi komorni formu. A tak mi nezbyva nez podékovat
studentim za zaslané prispévky, jejich skolitelim za spolehlivé vedeni i oponentim za
vypracovani posudku. A v neposledni radé dékuji Martinovi Rozkovcovi za usporadani celé akce -
mohlo by se zdat, Ze pildenni akce se zvlddne hravé, ale jsem presvédcen, Ze usporadani
"normalniho" PADu by spotiebovalo méné Casu i sil. Ale vétim, Ze jste si Setrili sily na dalsi roc¢niky.

Zdenék Pliva
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Abstract—Security of cryptographic algorithms
should be studied not only in the context of their
resistance to classic cryptanalysis, but also in the
context of resistance of their implementation against
hardware attacks such as side-channel analysis and
fault injection. Future thesis would aim at the
combination of the two and how to make it worth
the added complexity. As new encryption algorithms
are emerging from NIST contests, it is important
to investigate how do they stand against combined
attacks.

Keywords—side-channel analysis, fault injection,
combined attacks

I. INTRODUCTION

Attacks that target hardware running a crypto-
graphic algorithm challenge conditional security
of said algorithm. These attacks exploit algo-
rithm’s implementation in combination with phys-
ical properties of a device.

This paper describes noninvasive attacks, which
do not require depackaging of a device. Attack of
this kind might be passive, meaning that adversary
is observing physical behavior of the device during
execution of an algorithm. Or, attack is active
and adversary is able to influence function of the
device.

The above-mentioned attacks are often consid-
ered separately, and countermeasures are devised
as such. However, it is possible to design an attack
that combines both passive and active approaches.

Combined attacks are the main topic of this
paper, which is organised as follows: section II
describes what are passive and active attacks,

and how are these combined, section III outlines
currently open problems in the field of combined
attacks, section IV states the goal of the future
thesis and the way to approach it, section V
presents results that were achieved so far, and
section VI concludes the paper.

II. BACKGROUND
A. Passive attacks

Passive attacks rely on analysis of a device’s
side-channel like it’s power consumption in order
to retrieve secret information such as keys used in
encryption. Analysis tools vary from calculating
difference between two traces of collected data [1]
to using machine learning techniques [2].

While a lot of passive attacks require that ad-
versary has the device under attack in their hands,
some of newer research allows them to collect
EM traces while being several meters away from
the device [3], or even conduct power analysis
remotely in a software-based attack [4].

Variety of countermeasures to side-channel
analysis exist, such as masking, which alters sen-
sitive data as it goes through the algorithm in
order to mask their presence in the side-channel,
or hiding, where calculations are hidden in time
or in noise.

B. Active attacks

In the active attack scenario, adversary aims
to introduce an error in algorithm’s calculation
by manipulating with the device, for example
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by disturbing a clock signal, or by manipulating
a voltage supply. This creates a faulty output,
which is then analyzed in order to extract secret
data, such as private keys in RSA [5]. The goal
of active attack is to affect the largest part of the
output with fault as small as possible.

To counter fault injection, various error de-
tections are implemented such as error detection
codes, or double execution of the algorithm (in
case of ciphers it might be double encryption or
encryption-decryption).

Although both active and passive attacks are
essentially side-channel analysis based attacks, to
differentiate them in this paper term “side-channel
analysis” is used only for passive attacks, while
term “fault injection” or “fault analysis” is used
for active attacks.

C. Combined passive and active attacks

Combined attacks require utilizing both passive
and active techniques, which creates a new type of
attack. While being more complex in realization,
combined approach might be more effective than
any of the attack separately.

There are two main types of combined attacks.

1) Side-channel analysis supported by fault in-
Jjection: this type of attack uses fault injection as
a tool to obtain traces, that could be more easily
analysed.

With fault injection such attack could disarm
countermeasure such as masking by simply skip-
ping over random number generation [6], or by
transforming valid input into faulty (and leaky)
input after it had passed a validity check [7].

2) Fault analysis supported by side-channel
analysis: this strategy uses side-channel as a
source of additional information to fault analysis.

By observing side-channel adversary might ob-
tain fault propagation pattern and determine im-
portant parameters such as fault mask or fault
location [8], which greatly reduce key’s search-
space. Some implementations might stop the cal-
culation if fault was detected, so side-channel
analysis might give the information that device
had not [9].

III. OPEN PROBLEMS

In the future work, the following subset of open
problems would be explored.

A. New combinations of attacks

As fault injection already proved to be useful
as a tool for overcoming various protections [6],
[7], there is a potential for other ways of utilising
faults in a side-channel context.

As for side-channel assisted fault analysis, it
might be beneficial to utilize machine-learning
techniques [2].

B. New encryption algorithms emerging

Two important contests for new cryptographic
algorithms are currently running: for lightweight
cryptography and for post-quantum cryptography.
These algorithms should be closely studied in
all lights, including hardware attacks and com-
bined attacks specifically. While there is some
research around combined attacks for lightweight
algorithms [8], and both passive [10] and active
[11] attacks against post-quantum cryptography,
PQC and LWC algorithms are still new and require
thorough investigation.

C. Attack practicality

Practical aspects of combined attacks are impor-
tant as well, such as complexity of target devices
and complexity of attacks that comes with it.

Since combination of attacks is inherently more
complex than attacks on their own, the gain from
it must be at least in balance with losses, and,
ideally, should outweigh them.

IV. GoAL

The goal of the dissertation is to devise novel
attacks against various algorithms, including post-
quantum and lightweight ones.

First steps to achieve this goal would be the
following. To get a close acquaintance with the
studied algorithms, first it would be necessary
to examine state-of-the-art side-channel analysis
attacks and fault injection attacks against these
algorithms.

From that point a straight-forward approach
seems to be to attempt to add side-channel analysis
to already known fault injection attacks.

Since physical fault injection might be unpre-
dictable in terms of resulting side-channel traces
due to additional noise created by the fault, it
might prove useful to use software simulation of
the fault which makes the overall setup simpler.
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V. ACHIEVED RESULTS

As a pilot, fault injection attack against AES
state[12] was taken to be combined with side-
channel analysis. The idea is very similar to the
idea of extracting fault propagation pattern from
side-channel presented in [8].

A. Preliminaries

1) AES: the advanced Encryption Standard is
a block cipher with block size of 128 bits and
key sizes of 128, 192, 256 bits. Internally AES
performs 10, 12 or 14 rounds respectively to
key sizes. Round transforms internal state, which
is presented by 4x4 matrix, with each element
containing one byte (8 bits). Each round, except
the last one, contains four operations:

1) SubBytes performs a non-liner transforma-
tion SubByte on each byte,

2) ShiftRows shifts each row to the left by
roworder — 1, so first row is not shifted,

3) MixColumns multiplies state matrix modulo
irreducible polynomial z® + 2# + 23 + 2 4+ 1
by matrix of coefficients,

4) AddRoundKey applies round key to state
with xor operation.

Last round does not contain MixColumns op-
eration. Each round key is created from previous
round key, first round key is created from initial
key. Before first round, initial key is xored with
plaintext block.

2) DFA on AES: The above-mentioned fault
injection attack against AES targets MixColumns
operation. If one byte fault is injected before two
latest MixColumns operations, it is then spread
across entire column in a linear manner. Fault is
visible in ciphertext due to how column values are
spread after ShiftRows.

To obtain last round key byte K from correct
ciphertext byte C' and faulty ciphertext byte C’,
the following equation should be solved

F=SYKaoeC) oS ' (Kacl)

where F' is the fault that appears after last
MixColumns and S~! is inverse SubByte. There
would be four of these equations for each faulty
ciphertext byte.
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Figure 1. The effect of fault included before penultimate

MixColumns[12]
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Indices should be added appropriately, with
respect that fault values are related between four
bytes of ciphertext because of MixColumn’s lin-
earity. For fault f, injected in the (1,1) byte of
the state before last MixColumns, the coefficients
would be 2f,3f,1f,1f in order of faulty bytes in
the resulting ciphertext.

Improved attack targets the penultimate Mix-
Columns. ShiftRows would transfer the affected
column’s bytes each to a different column, so after
the last MixColumns every byte of ciphertext is
affected. Figure 1 shows how are faults spread in
this situation.

B. Proposed attack idea

The precise position of fault in a column affects
fault coefficients in the above equation. Since this
location could not be deduced from ciphertexts
only, in order to find a correct key one needs to
solve a system of four equations four times for
each possible coefficient group.

The idea of proposed attack is to locate where
the fault occurred through side-channel. This
could be achieved by analysis of difference be-
tween two side-channel traces, which are collected
during normal execution of AES and during faulty
execution. From the differential trace one can
deduce which column was affected by the fault
in the penultimate MixColumns, which reduces
fault analysis complexity four times. The attack
assumes unprotected implementation of AES and
that every operation processes bytes in their order
in memory.

Fault can be detected first by a higher difference
in the affected column in MixColumns, and then
by a pattern of fault spread by ShiftRows in
operations, that process each byte of the state
sequentially such as AddRoundKey and SubBytes.
Figure 2 shows expected difference pattern.

Proposed idea is similar to the attack presented
in [8] because it utilizes side-channel as a source
of information on fault propagation pattern. The
difference is that in the PRESENT cipher fault
propagation pattern is directly influenced by fault
value as cipher uses bit permutations, and AES
operates on bytes, thus the precise value of the
fault can not be deduced from fault propagation
pattern only.
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Figure 2. Fault occurrence in the state as bytes in it are
processed by operations after ShiftRows.
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Figure 3. FPGA voltage-drop pulse setup

C. Experiment setup

The aim of the experiment is to determine,
whether such faults could be detected through
side-channel.

We used ATmega8 as a target device with AES-
128, which has both key and plaintext hardcoded.
Besides debugging inputs, it receives only reset
signal, and outputs ciphertext on UART interface.

Faults were injected through voltage drop,
which was controlled through a transistor and
FPGA. On the command from PC, FPGA sends a
pulse to the processor, see the scheme in figure 3.

Power side-channel was then measured with an
oscilloscope.
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Figure 5. Last AddRoundKey with with differential traces for
each column.

D. Experimental results

In order to prove that fault detection is possible,
fault was induced before the last MixColumns,
so the fault spread pattern is also visible in ci-
phertext. For each fault spread pattern and also
for a normal run ten traces of power consumption
were collected, a mean trace of every group was
calculated to minimize noise. Fault value was the
same inside every group, which is proven by the
same faulty ciphertext. Difference with non-faulty
mean trace was calculated for traces with each
fault pattern. Resulting difference traces were then
filtered with a low pass filter in order to further
reduce noise.

Last rounds of AES-128 with differential traces for each column.

In figure 4 the non-faulty mean trace is juxta-
posed with all four difference traces, so it is easier
to locate where each operation is. The difference
columns is clearly visible in the last MixColumns.

In figure 5 one can see similar fault spread
pattern as in ciphertext (see figure 2).

In the operations before last MixColumns, sin-
gle byte fault is also visible.

E. Experiment conclusion

In a pilot study it was found that for unprotected
AES it is possible to detect fault location. This
could lower the complexity of DFA, even though
not to a large amount. In the future following
topics would be researched:

o possibility of extracting information about
fault value,

o further improvements to DFA attack with
side-channel knowledge,

« whether there is possibility of mounting the
same attack against protected implementa-
tions.

VI. CONCLUSION

Combined passive and active attacks have a po-
tential to be a bigger threat than single attacks on
their own. The thesis goal is to study possibilities
and feasibility of combined attacks for encryption
algorithms.
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Abstrakt—Tento prispevok sa zaobera navrhom cislicového
obvodu pre hladanie bodu maximilneho vykonu MPPT (angl.
Maximum Power Point Tracking) zberaca energie, a nasledne
najmé analyzou jeho vlastnej spotreby energie. VySetrovanie
parametrov je vykonavané na najpouzivanejSom priamom MPPT
algoritme ’Narus a pozoruj”. Tento cCislicovy obvod bol na medzi-
registrovej irovni RTL (angl. Register Transfer Level) navrhnuty
pomocou opisného jazyka Verilog. Nasledna syntéza a proces
rozmiestnenia a prepojenia P&R (angl. Place and Route) boli
realizované v 130 nm CMOS technologii. V zavere prispevku sd
zhrnuté vysledky tykajice sa spotreby energie MPPT kontroléra
a taktiez stanovené ramcové ciele dizertacnej prace.

Klii¢ové slovi—Zberade energie, Hl'adanie bodu maximalneho
vykonu, Naru$ a pozoruj, MPPT algoritmy

I. Uvop

Neustaly vyvoj a vyskum polovodi¢ovych materidlov a
technoldgii vyroby integrovanych obvodov vedie k zlepSova-
niu vlastnosti a zmensovaniu rozmerov tranzistora, a zaroven
k vicsej integrdcii elektronickych systémov na cip. Spolu
so zmenSovanim tranzistorov klesd aj hodnota napéjacieho
napitia, ¢o otvdra nové moznosti pre ndvrh a vyuZitie nizko-
prikonovych elektronickych systémov napdjanych z batérie,
kde prdve spotreba energie sa stdva kItiCovym parametrom.
Takymito systémami si vo vSeobecnosti elektronické obvody,
ktoré nemaji mozZnost’ byt pripojené k stilemu zdroju elek-
trickej energie. Do tejto kategdrie spada napriklad progresivna
oblast’ internetu veci — IoT (angl. Internet of Things) [1], kde
najCastejSim zdrojom energie byvajui prave batérie. Moderné
techniky ndvrhu nizko-prikonovej elektroniky otvéarajui priamu
cestu k implementicii tzv. zberaov energie (angl. Energy Har-
vesters) z okolia, ktoré vedia prediZit’ Zivotnost’ batérii alebo v
istych pripadoch tieto batérie Gplne nahradit. Zberace energie
sa tak Coraz CastejSie stavaju sucastou roznych elektronickych
obvodov, najmi senzorovych systémov [2].

II. MOTIVACIA

Ulohou zberatov energie je konvertovat' formu energie
dostupni v okoli (napr. slnecnd, tepelni alebo mechanickii) na
elektricku energiu. Ich elementarny zaklad je tvoreny meni¢om
energie a naslednym meni¢om napitia. Obvod pozostivajici
len zo spomenutych dvoch casti zvycCajne nie je schopny

efektivne fungovat z dovodu fluktudcie vstupnych podmienok.
Na to, aby bol zabezpeCeny maximdlny prenos energie zo
vstupu zberaca na jeho vystup, je nevyhnutné pripojit pridavny
riadiaci Cislicovy obvod tzv. MPPT kontrolér. Jeho implemen-
taciu vo v§eobecnom zberaci energie moZeme vidiet' na Obr. 1.

- S +
Menic Ly gy
energie Vl DC-DC menic| _ Zataz

MPPT Zasobnik

kontrolér energie

T

Obrédzok 1. VSeobecnd blokova schéma zberaca energie.

Schopnost’ ladit’ zbera€ energie na maximdlny prenos ener-
gie umoziiuji bud’ nepriame alebo priame riadiace met6dy,
ktoré sa od seba liSia zloZitostou, rychlostou a presnostou.
Tieto parametre najcastejSie negativne ovplyvituji velkost
vyuzitej plochy na ¢ipe a najmé vlastni spotrebu elektrickej
energie.

Menice energie akymi su napriklad termoelektrické ge-
nerdtory a hlavne soldrne Clanky generuju dostatok energie
a spotreba samotného MPPT kontroléra nie je v takychto
pripadoch kritickym parametrom, a preto je tu velky priestor
pre robustnost’ algoritmov. Pri inych typoch menicov, akymi
su piezoelektrické alebo RF [3] menice, mdZe pri zloZitych al-
goritmoch neoptimalizovanych na spotrebu ddjst k stavu, kedy
je hodnota potrebného vykonu blizka alebo prevysuje hodnotu
dodavaného vykonu meni¢om energie. Netreba zabudat’ ani na
fakt, Ze zberal energie nie je tvoreny iba meniCom napitia a
MPPT kontrolérom, ale pozostdva este z dalSich nevyhnutnych
blokov, ktoré maju tieZ istd spotrebu energie.

Spomenuté neziadice vlastnosti vyrazne ovplyviiuji cel-
kovi konverznd ucinnost’ zberaCa energie, a preto je nevy-
hnutné pri samotnom ndvrhu ndjst kompromis medzi typmi
ladiacich metdéd urcenych ich zloZitostou a rychlostou.
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III. HrADANIE BODU MAXIMALNEHO VYKONU

Hladanie bodu, v ktorom je zberal energie naladeny na
maximdlny prenos energie zo vstupu na jeho vystup, zabez-
pecuje synchrénny Eislicovy obvod — MPPT kontrolér. Ide o
proces, v ktorom MPPT kontrolér na zdklade Specifikovaného
algoritmu vyhodnoti vstupné déta ziskané na menici energie
a nasledne vygeneruje vhodny riadiaci signdl (PWM/PFM),
ktorym je ovladany napriklad vykonovy tranzistor v DC-DC
menici regulujici jeho vystupné napitie [4], [5], [6].

Pre nas navrh a analyzu spotreby elektrickej energie ¢islico-
vého obvodu sme si zvolili ako zdroj energie slne¢nu energiu
a vybrali najcastejSie vyuzivani priamu metédu hladania bodu
maximélneho vykonu “Naru$ a pozoruj”[7], [8]. Podstatou
tohto algoritmu je riadenie prenosu energie zberaCom energie
7o vstupu na jeho vystup na zdklade informacie o vstupnom
vykone. To znamend, Ze je potrebné merat’ veli¢iny ako su
napitie a prdd na menici energie. Pre tento typ algoritmu nie su
podstatné hodnoty vstupnych veli¢in s absoliitnou presnostou,
pretoze algoritmus vyhodnocuje velkost' zmeny tychto veli¢in
v aktudlnom kroku voc¢i predoSlym krokom merania. Tento
fakt je pre analégového ndvrhdra dolezity, pretoZe moZze viest
napriklad k ndvrhu menej zloZitych analégovo-¢islicovych
prevodnikov, €o tieZ pozitivne ovplyviluje celkovd dcinnost’
zberaCa energie.

Samotny algoritmus si na svojom zaciatku nacita hodnoty
vstupného napidtia a pridu, a vyndsobenim tychto dvoch
veli¢in ziska informdiciu o vstupnom vykone v aktudlnom
kroku. V nasledujiicej faze algoritmu dochddza k zistovaniu
velkosti zmien vykonu a napidtia na vstupe. Ak je zmena
vykonu nulovd, zbera¢ energie je naladeny na maximélny
prenos energie. V opa¢nom pripade je nutné vykonat’ aj vy-
hodnotenie podmienky pre velkost zmeny vstupného napitia.
Vyhodnotené podmienky urcia relativnu poziciu vykonového
bodu na vykonovej krivke soldrneho ¢ldnku a smer posunu
tohto bodu k bodu maximélneho vykonu (MPP). Pre lepSiu
predstavu posunu vykonového bodu po krivke k MPP je tento
proces naznaceny na Obr. 2.
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Obrdzok 2. Smer procesu hladania MPP metédou “Naru§ a pozoruj”.

Postupnost’ krokov, vyhodnotenie podmienok a spdsob re-
guldcie algoritmom “Naru§ a pozoruj’je popisané pomocou

vyvojového diagramu zobrazeného na Obr. 3.
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AP = P[n] - P[n-1]
AV =V[n] - V[n-1]
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Obréazok 3. Vyvojovy diagram algoritmu ,,Naru§ a pozoruj*.

IV. ANALYZA SPOTREBY MPPT KONTROLERA

MPPT kontrolér je sekvenény synchrénny cislicovy ob-
vod, ktory k svojej funkcii potrebuje hodinovy signal. Jeho
spotreba nie je zanedbatelnd najmé pri zberacoch energie s
nizkou hustotou zberanej energie, a preto je nevyhnutné obvod
optimalizovat’ vzhladom na spotrebu. T4 sa pri &islicovych
obvodoch sklad4d zo statickej a dynamickej zlozky ako to
vyjadruje aj vztah (1).

P=P;+Fy )

Velkost’ statickej spotreby P je najviac ovplyviiovand poftom
hradiel, multiplexorov a prekldpacich obvodov, z ktorych sa
dany obvod skladd. V Standardnych podmienkach, akymi sd
typicky podmienky vyrobného procesu TT a izbova teplota

.....

dynamicka spotreba Py. T4 je dand nasledujicim vztahom:

2

kde C}, je zatazova kapacita, V je napdjacie napitic a fg
reprezentuje pracovnu frekvenciu hodinového signalu. Tieto
parametre si vo velkej vicSine pripadov statické, ktoré nie
je mozné dynamicky menit. Koeficient o vyjadruje pravdepo-
dobnost’ zmeny logického stavu daného uzla z Log I do Log 0
alebo opacne. V pripade samotného CMOS invertora, zloZe-
ného z PMOS a NMOS tranzistora, invertujiceho vstupny

Py =aCLV? fu,
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hodinovy signdl, je tito pravdepodobnost 0,5 [9], ale inak
je vidy funkciou systému.

Pri CMOS logickych obvodoch dominuje z hladiska spo-
treby fakt, Ze aspoi jeden typ tranzistora je vzdy zatvoreny, ¢o
demonstruje aj invertor na Obr. 4. Privedenim Log I na vstup
dochddza k zatvoreniu PMOS tranzistora a zaroven k otvore-
niu NMOS tranzistora, cez ktory sa na vystup dostane najnizsi
potencidl, teda Log 0. V opacnom pripade vstupnej hodnoty
bude na vystupe hodnota Log I privedend cez otvoreny PMOS
tranzistor. V ani jednom z pripadov nie si vodivo prepojené
najvyssi a najniZ$i potencidl, takze spotreba je tvorend iba
statickou zloZkou, ktord je velmi blizka nule. Kriticky je v8ak

Voo

PMOS

TYI

+—oV,

NMOS

1FT

VGnD

Obrazok 4. CMOS invertor na tranzistorovej drovni.

prechodovy stav prevodovej charakteristiky CMOS invertora,
kedy v jednom momente si oba typy tranzistorov otvorené
a je vytvoreny vodivy kandl medzi napdjanim Vpp a zemou
GN D [10]. Spotreba invertora je v tomto prechodovom stave
najvyssia a nim kratkodobo tecie skratovy prid, ¢o je mozné
vidiet’ aj na obr. 5.

= I-V krivka
Prevodova

charakteristika

Vi [V]

Obrazok 5. Prevodové a I-V charakteristika logického invertora.

Z I-V krivky na obr. 5 vyplyva, Ze pre zniZenie dyna-
mickej spotreby P, je potrebné zamedzit nadmernému a
hlavne zbytocnému prepinaniu logickych trovni. V pripade
sekvencnych obvodov obsahujuicich prekldpacie obvody, je ne-
vyhnutné prijat’ opatrenia na zamedzenie nadbytocnej aktivity.
Vo vSeobecnosti je to vykondvané riadiacim signdlom, ktory
brani pristupu hodinového signédlu do prekldpacieho obvodu.
NajdominantnejSou technikou pre riadenie distribiicie hodino-

vého signdlu do preklapacieho obvodu je tzv. hradlovanie ho-
dinového signdlu (angl. Clock Gating)[11]. Princip zapojenia
hradlovania hodinového signdlu mdZeme vidiet' na Obr 6. Tato
technika zamedzuje nadbytoénym a nechcenym hodinovym
pulzom (zdpisom) do registrovej banky, kedy nedochadza k
Ziadnej zmene vstupnych dat.

D-latch

D Q

Riadiaci signal

Vstupné CLK
——O)

EN ) Riadené CLK

Obrazok 6. Hradlovd schéma obvodu riadenia hodin.

V. DOSIAHNUTE VYSLEDKY SIMULACII

Digitalny obvod MPPT kontroléra bol navrhnuty na vyssej
urovni abstrakcie (RTL drovni) pomocou opisného jazyka
Verilog. Bol syntetizovany do 130 nm CMOS technolégie a
presiel aj procesom P&R s pouZitim ndstroja Cadence. Casové
kritéria syntézy su uvedené v tabulke I:

Tabulka I
PARAMETRE SYNTEZY.
Parameter Hodnota
Peri6da hodin [ns] 5
Doba ndbeznej hrany [ps] 250
Doba dobeznej hrany [ps] 250
Neistota hodin (Jitter) [ps] 70

Navrhnuty digitdlny obvod zaloZzeny na zdkladnom P&O
algoritme pozostdva zo 750 Standardnych buniek, ktoré za-
beraji plochu &ipu 10 964 um?. Kompletny dizajn obvodu
bol nasledne importovany do analégového prostredia z do-
vodu dosiahnutia ¢o najpresnejSich vysledkov simuldcie. V
ramci zniZovania celkovej spotreby je najdominantnej$im pa-
rametrom napdjacie napitie Vpp, pretoZe s nim sa spotreba
digitdlneho obvodu meni kvadraticky, ¢o vyplyva aj zo vztahu
(2). Preto sme sa aj primarne zamerali na tento parameter a
celkovi priemernd spotrebu sme vySetrovali pri napajacom
napati Vpp = 0,4 V v réznych okrajovych podmienkach
vyrobného procesu a pri zmendch okolitej teploty. Kedze
obvod bol pri Vpp = 0,4 V plne funkény vo vSetkych
vysetrovanych pripadoch, tak pri napdjani Vpp = 1,2 V sme
spotrebu vySetrovali pri réznych teplotach, ale iba v typickom
vyrobnom procese. Vysledky dosiahnuté v rdmci simuldcii sd
uvedené v tabulke II.

VI. ZAVER

V tomto prispevku bol predstaveny &islicovy obvod MPPT
kontroléra, ktory je ddleZitou sicastou zberacov energie. Pri
tomto obvode sme vykonali analyzu jeho vlastnej spotreby
energie. VSeobecnou analyzou digitdlnych obvodov sme do-
speli k niekol’kym spdsobom ako minimalizovat' spotrebu
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Tabulka II
SPOTREBA ENERGIE MPPT KONTROLERA V OKRAJOVYCH PODMIENKACH
VYROBNEHO PROCESU A PRI ROZNYCH TEPLOTACH.

P [WW/MHz] Vop =12V Vop = 04 V
Proces SS| TT | EF | SS TT FF

T = 20 °C ~ 2672 | - | 004 | 0,054 | 0,126
T=27°C [ 7406 | - [ 0053 | 0,173 | 0,712
T=285°C - 35856 | - | 0,194 | 1,097 | 4,256

elektrickej energie obvodu. Ukézalo sa, Ze zniZenie hodnoty
napdjacieho napitia Vpp je najefektivnejSim spdsobom zniZo-
vania spotreby spomedzi vysSie spomenutych technik. Celkova
spotreba obvodu (Ps + P;) bola simulovand vo vSetkych
procesnych a teplotnych podmienkach pri Vpp = 0,4 V a
Vpp = 1,2 V. Vysledné priebehy simulacii je mozné vidiet
na Obr. 7 a Obr. 8. Znizenim hodnoty napdjania Vpp na

40

P [uW/MHz]
3

@
i

Obrézok 7. Spotreba energie v zdvislosti od velkosti napdjacieho napitia.
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Obrazok 8. Spotreba energie v zavislosti od okolitej teploty.

0,4 V v typickych procesnych a teplotnych podmienkach sme
sa dostali so spotrebou na hodnotu P,y = 0,173 pW/MHz,
¢o je takmer 43-ndsobné zniZenie spotreby v porovnani s
pripadom napdjania Vpp = 1,2 V.

Hlavnym zdmerom dizerta¢nej prace je rozvoj metdd hlada-
nia maximdlneho vykonu zberaov energie. VysSie spominané
vySetrovanie spotreby c¢islicovych obvodov a osvojenie si
redukénych technik spotreby si neodmyslitelnou sdcastou
tohto zdmeru prace.

Dalsie kroky budi viest k samotnému vyvoju ladiacich
metéd a optimalizdcii s ddrazom na spotrebu, rychlost’ a
presnost. V sucasnosti je zbera¢ energie Casto navrhovany
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tak, aby bol schopny konvertovat’ energiu z viacerych zdrojov
(druhov) energie. A prave tu, v oblasti riadenia/prepinania
medzi jednotlivymi algoritmami v zdvislosti od typu menica
energie v zberaci alebo od fluktudcie vstupnych podmienok,
vidime velky priestor pre zlepSovanie.

V ramci mojej doterajSej doktorandskej prace a vyskumu
vznikli 2 publikicie, na ktorych som prvoautorom (oba prispe-
vky boli publikované na medzindrodnej IEEE konferencii
Applied Electronics v rokoch 2020 a 2021, ktor4 je indexovana
v databdze Scopus).
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Abstrakt—Tento prispevok sa zaobera navrhom komunikac-
ného systému pre ladiacu logiku, ktora slizi na ladenie pa-
rametrov plne diferencialneho rozdielového zosiliiovac¢a (FDDA
z angl. Fully Differential Difference Amplifier). Komunikac¢ny
systém bol otestovany pomocou Field programmable gate array
(FPGA) vyvojovej dosky, kde bola implementovana samotna la-
diaca logika, d’alej mikrokontréler (MCU) sliZiaci ako prevodnik
komunikacie medzi pocitacom a ladiacou logikou. Komunikacny
prenos bol odchytavany pomocou logického analyzatora. Ko-
munika¢ny systém bude implementovany na testovaciu dosku
spolu s ladenym obvodom na cipe. Taktiez bolo navrhnuté
uZivatelské rozhranie, ktoré je ovladané pomocou pocditaca a
vyrazne zjednodusi a zefektivni ladenie parametrov pri merani
obvodov na spominanom cipe. V zavere prispevku si stanovené
ciele dizertacnej prace.

Klii¢ové slovdi—komunikaény systém, uZivatelské rozhranie,
ladiaca logika

I. Uvop

Pri vyvoji progresivnej elektroniky integrovanej na ¢ipe sa
na zmenS$ovanie rozmerov vysledného Cipu. TaktieZ sa takéto
elektronické systémy stdvaju sti€astou prenosnych zariadeni,
kde sa kladie hlavny doraz na spotrebu energie [1]. AvSak
pocas vyrobného procesu mdze ddjst k odchylkam jednot-
livych parametrov obvodov ¢o mdZe negativne ovplyvnit a
degradovat’ funkénost’ celého integrovaného elektronického
systému. Aby bola dosiahnutd poZadovana funkcia systému,
zvyc€ajne je nevyhnutnd kalibracia vybranych parametrov [2].
Jednou z moznosti je pouZit trimovaciu metddu, pri ktorej sa
za pomoci prepdlenia tavnej poistky doladia parametre sys-
tému. Takéto metddy su vSak pre ladiaci systém deStruktivne
a nedaju sa vrétit’ spit [3]. DalSou metédou ladenia parametrov
obvodov na Cipe je pouzitie riadiacej logiky, ktord pripdja
banku kondenzétorov alebo rezistorov a tymto spdsobom ladi
vybrané parametre obvodu. Vyhodou takéhoto rieSenia je
nedestruktivnost’ a opakovatelnost’ ladiaceho procesu. DalSou
vyhodou takéhoto rieSenia je moZnost ladenia parametrov
pomocou pocitaé o moze zabezpeCit moznost vytvorenia
automatizovaného meracieho pracoviska pre dany elektronicky
systém implementovany s ladiacou logikou.
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II. MOTIVACIA

Vyvoj integrovaného obvodu (angl. Integrated Circuit, 10)
je zlozity proces, ktory si vyZaduje nemédlo znalosti a skuse-
nosti nielen z oblasti elektroniky, ale aj technoldgie vyroby,
aby bol dotiahnuty do tspesného konca. Tento proces by sme
mohli rozdelit’ do troch disciplin:

° Névrh
e Vyroba
o Testovanie

Cely proces zrodu IO zadina pri jeho navrhu. Ulohou
néavrhdrov je zvolenie vhodnej topoldgie, podla vopred dohod-
nutych poZziadaviek od zdkaznika a pretavenie jej do funkcnej
schémy. Funkénost’” navrhnutého IO sa verifikuje pomocou
numerickych simuldcii.

Vyrobnd ¢innost sa tyka predovSetkym transformacie navrh-
nutého 10 do fyzickej podoby za pomoci vyrobného procesu.
Spravne zvoleny vyrobny proces zadvisi od mnoZstva faktorov
vratane vyrobnych ndkladov, dostupnosti technoldégie ako aj
skisenosti so zvolenou technolégiou. Pozndime mnoho pouzi-
vanych vyrobnych procesov, ale dominantnou technolégiou uz
niekol’ko desatroci je technolégia CMOS (angl. Complemen-
tary Metal Oxide Semiconductor)[4].

Poslednou ¢astou, ktorti IO musi podstipit na svojej vyrob-
nej ceste je testovanie. AZ v tejto Casti procesu sa ukaze, Ci
navrhnuty 1O skuto&ne spliia potrebné poziadavky. Je zrejmé,
Ze v celom procese vyvoja IO je nevyhnutnd interakcia medzi
ndvrhiarmi, vyrobnou technoldgiou a testovacimi inZiniermi.
Mohlo by sa zdat, Ze pri dokonalom ndvrhu a dobre zvlddnu-
tom vyrobnom procese je testovanie 10 zbytoéné. Pravda je
vsak takd, Ze i najmensSia chyba pri ndvrhu alebo nedokonalost’
vo vyrobe modZe spOsobit disfunkénost’ celého obvodu. A
prave preto je nevyhnutné navrhnuty 10 podrobit’ dokladnému
otestovaniu a overeniu jeho funk¢nosti. [5].

Hlavnou motivédciou pri ndvrhu komunika¢ného systému
pre ladiacu logiku na Cipe ako aj pri vyvoji grafického uzi-
vatel'ského rozhrania bolo zjednoduSenie ovlddania ladiacich
digitdlnych obvodov na cipe, ¢o vyrazne zjednodusSi proces
testovania a merania prototypovych IO.
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III. IMPLEMENTACIA KOMUNIKACNEHO SYSTEMU

Navrhnuty komunikaény systém bol pouzity pre komunika-
ciu s digitdlnou logikou na Cipe, ktord bola navrhnuté na lade-
nie parametrov plne diferencidlneho rozdielového zosilfiovaca.
Logika iintegrovand na Cipe zabezpecuje kalibraciu jednotli-
vych parametrov zosiliiovac¢a. Pomocou digitdlnych registrov
je mozné ladit’ jednotlivé parametre pouZitim implementova-
ného komunikac¢ného protokolu. Digitilne registre je mozné
ladit’ bud’ pasivne za pomoci tlacidiel alebo rotaénych enkdde-
rov, ktoré by boli implementované na testovacej doske. Lepsi a
efektivnejsi spdsob kontroly ladiacich registrov, ktorému sme
sa venovali aj my, je pouZitie pocitaca s navrhnutym grafickym
prostredim. Blokovi schému riadiaceho systému je mozné
vidiet' na Obr.1. Ako prevodnik komunikécie medzi pocitacom
a ladiacou logikou na ¢ipe sme pouZili mikrokontréler.

estovacia doska

[ = 1

Analégovy obvod

I

Ladiaca digitalna
logika

Mikrokontrolér

Pogitaé

Y

Obrazok 1. Blokovd schéma riaidaceho systému

IV. GRAFICKE ROZHRANIE (GUI)

Pre jednoduchsiu ovladatelnost vietkych 42 ladiacich regis-
trov v digitdlnej ladiacej logike na Cipe sme navrhli grafické
uZivatel'ské rozhranie zobrazené na Obr.2 pomocou programo-
vacieho jazyku Python pouzitim Thinter kniZnice. Grafické
rozhranie je rozdelené do troch panelov:

o Komunika¢ny panel

o Panel s registrami

o Akény panel

A. Komunikacny panel

Datovi komunikédciu medzi pocitacom a prevodnikom sme
zabezpecili pomocou Standardného komunika¢ného protokolu
Universal Asynchronous Receiver-Transmitter (UART) [6].
Pre spravne nadviazanie komunikdcie je nevyhnutné nastavit
potrebné komunikaéné parametre, ktoré tento komunikacny
protokol vyzaduje. Ide o tieto parametre: komunikaény port,
rychlost’ komunikacie (Baud rate), datova Sirka slova,
parita a pocet stop bitov. Vsetky tieto parametre si vieme
navolit pomocou rozbalovacieho zoznamu (angl. combo box).
Po spriavne nakonfigurovani komunikédcie s poZadovanym
zariadenim a kliknuti na modré tlacidlo pripojit' (Connect)
je komunikdcia spustend. Pomocou tlacidla odpojit’ (Diccon-
nect) komunikéciu prerusime. Farba pozadia v komunika¢nom
paneli zndzoriiuje stav komunikdcie. Po pripojeni je farba
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Obrazok 2. Grafické rozhranie

pozadia komunikacného panelu zelena (Obr. 3) a po odpojeni
komunikécie je farba pozadia komunika¢ného panelu Cervend
(Obr. 4).

Parity Stop
] [None V][4

Baud Data
] [9600 V] [8 V] m

Port
QI’ [coma

Obrézok 3. Pripojend komunikdcia

Parity Stop
\/l ‘ None

bl sl P

Baud
| [9600

Obréazok 4. Odpojend komunikdcia

B. Panel s registrami

Ladit’ parametre a kontrolovat’ hodnoty v registroch ladi-
acej digitdlnej logiky vieme pomocou Panelu s registrami
(Obr. 5). Tento panel je rozdeleny do troch stipcov. Prvy stipec
pod nizvom Register znizorfiuje nazov ladeného parametra.
Druhy stipec pod ndzvom Value zndzorfiuje aktualnu hodnotu
prislusného registra. Hodnoty v registroch sa neaktualizuju
automaticky. Pre aktualizdciu hodnét v jednotlivych ladiacich
registroch je potrebné vycitat’ hodnoty z registrov ladiacej
logiky na Cipe. Treti stipec nazvany Set value znizoriiuje
hodnotu, ktord chceme zapisat' do prislusného registra. V
hornej casti panela na nachddza niazov (FDDA1) urcujici
ktory typ FDDA obvodu ladime. KedZe na testovanom Cipe
sa nachadzaji 3 verzie obvodu FDDA, vieme bud kazdému
FDDA Iladit’ parametre samostane alebo vSetkym trom FDDA
naraz jednou konfiguriciou. Takito moznost si navolime pod
komunika¢nym panelom oznacenim Single FDDA pre ladenie
jednotlivych FDDA samostatne alebo All FDDAs pre ladenie
parametrov vSetkych FDDA suicasne.

C. Action panel

Zapis a vycitavanie dat z ladiacich registrov je zabezpecené
pomocou tzv. Akéného panelu (Obr. 6). V hornej Casti tohto
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Obrazok 5. Panel s registrami

panelu sa nachddzaji dve moZnosti konfigurcie zdpisu a
Citania dat. Ak pouZijeme moznost Address mode, vieme za-
pisovat alebo vycitavat’ data z jednotlivych ladiacich registrov
samostane. Pri pouZiti moZnosti Full mode vieme zapisovat
alebo vycitavat’ ddta sucasne zo vSetkych ladiacich registrov.
V akénom paneli si taktieZ vieme nastavit, ktory FDDA obvod
chceme konfigurovat. Po nastaveni poZadovanej konfiguracie
sa po stlaceni tlacidla Write dita zapiSu do registrov. Pre
vycitavanie dat je potrebné kliknuit' na tlacidlo Read.

Action panel

@® Address mode (O Full mode

FDDA

R -

Register
R_TUNE_1

Read

Obrazok 6. Ak¢ny panel

V. VERIFIKACIA KOMUNIKACNEHO SYSTEMU

Experimentdlnu  verifikdciu  komunikacného systému
sme realizovali pomocou vyvojovych dosiek BASYS3 a
STM32F429 DISCOVERY. Blokovd schéma zapojeného
systému je zndzornend na Obr. 7. Déatovy tok medzi MCU
a FPGA sme zachytdvali pomocou 8-kandlového logického
analyzatora so vzorkovacou frekvenciou 24 MHz. Ladiaca
logika je citlivd na ndbeZnd hranu hodinového signdlu a

inicializovand na pociato¢nd hodnotu po synchrénnom resete,
ktory je aktivny v logickej nule.

0
Digital
Analyzer D1

5

STM32f429
discovery

Computer BASYS3

RST T

LK
DATA_IN
DATA_OUT

DATA_OUT
DATA_IN

/

D+ USB_DP
D- USB_DM

Obréazok 7. Blokova schéma verifikovaného systému

Zachytend komunikdcia pocas posielania ddt do ladiacej
logiky na Cipe je zobrazend na Obr. 8. V prvom riadku oznace-
nom ako RST je zobrazeny priebeh synchrénneho resetu, ktory
sa nachddza v logickej jednotke. V druhom riadku oznacenom
ako CLK mdZeme pozorovat priebeh hodinového signalu,
ktory je distribuovany do vsetkych synchrénnych casti ladi-
acich obvodov tohto integrovaného systému. V tretom riadku
oznacenom ako DATA_IN je zobrazeny priebeh dit zapisova-
nych do registrov ladiaceho systému, ktory nesie informdciu
do ktorého registra sa hodnota zapiSe ako aj velkost’ samotnej
hodnoty. Vo Stvrtom riadku oznacenom ako DATA_OUT je
zobrazeny cely priebeh v logickej nule, nakol’ko zépis a &itanie
dat nie je mozné realizovat stcasne.

Obrazok 8. Priklad dat posielanych do ladiacej logiky

Zachytena komunikécia pri posielani dat do ladiacej digi-
tédlnej Casti na Cipe je zobrazend na Obr. 9. Ako si mdZeme
v§imnut, signdly RST a CLK majui rovnaky priebeh ako pri
posielani dat do Cipu. V riadku oznacenom ako DATA_IN
si mdzeme vSimnut poslané dita do ladiacich registrov,
ktoré nest prikaz na vycitanie diat z daného registra a hod-
notu vycitavaného registra. V Stvrtom riadku oznacenom ako
DATA_OUT si moZzeme vSimnut' data vycitavané zo zvole-
ného registra. Vyc¢itane ddta sa zobrazia v paneli s registrami.

VI. ZAVER

V rdmci dizertacnej prace sme sa v prvom roku zaoberali
ndvrhom a praktickou realizdciou kontrolného systému pre
ladiaci digitdlny systém implementovany na cipe. Pre zjed-
nodusenie konfigurdcie a samotnej price s ladiacim systémom
sme navrhli grafické rozhranie. Vopred navrhnuty ladiaci sys-
tém sme implementovali do FPGA BASYS3 vyvojovej dosky,
ktord ndm posliZzila ako ndhrada za Cip. Ako prevodnik ko-
munikdcie medzi pocitatom a BASYS3 sme pouZili vyvojovi
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Obrazok 9. Data prijaté z ladiacej logiky na Cipe

dosku STM32F4 Discovery, pricom sme pouZili na komu-
nikdciu medzi ladiacou logikou a pocitatom komunikacny
protokol postaveny na metéde Bit Banging. Fotka zapojenia
pri praktickej verifikdcii ladiaceho systému je zobrazend na
Obr. 10. Podla ziskanych vysledkov mdZeme povedat, Ze
navrhnuty komunikacny systém pre ladiacu logiku na cipe
funguje sprdvne a bude pouZity pri testovani analégovych
integrovanych obvodov vyvijanych na Ustave elektroniky a
fotoniky. PoCas prace na komunika¢nom systéme sme navrhli
testovaciu dosku, na ktorej bol nd§ komunikany systém
implementovany Obr. 11. Blokovi schému komunikaéného
systému implementovaného na testovacej doske moZeme vi-
diet na Obr. 12. Ako prevodnik USB na UART sme pouzili
FT234XD. Pre galvanické oddelenie Cipu s digitidlnou ladiacou
elektronikou a mikrokontrélera sme pouZili optoclen.

Obrazok 10. Zapojenie verifikovaného systému

VII. CIELE DIZERTACNEJ PRACE

Hlavnym zdmerom mojej dizertacnej prace je rozvijat exis-
tujice a vyvijat nové metddy merania a verifikdcie proto-
typovych ASIC z hladiska zlepSenia efektivnosti merania
navrhnutych c¢ipov. Chceme sa zamerat’ prevazne na navrh
metdd merania vybranych parametrov analégovych 10 s ultra
nizkou hodnotou napdjacieho napitia (pod 1 V), kde vznikla
aktudlna potreba vyvoja metdd na overovanie vyrdbanych
prototypov. Nasledujicou diel¢ou tlohou mojej dizertacnej
prace je navrhnit’ vhodny spdsob merania prudd na vystupe
DC-DC menica na baze flyback topoldgie. Pre tito dlohu bude
dolezita analyza dostupnych priamych i nepriamych met6d
merania prddu, a ndslednd volba optimdlnej met6dy. Jednou
z nepriamych met6d, ktorou sa aktudlne zaoberdme je urcenie

14

4
a
=
e
o
w
a
=
@
z
=

O TESTBOARD:| |

R

Obrazok 11. Navrhnuta testovacia doska
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Obrazok 12. Blokova schéma kontrolného systému implementovaného na
testovacej doske

hodnoty odoberaného pridu z konvertora podla strmosti vy-
stupného napétového priebehu. Hodnotou vystupneho pridu
bude riadeny ovldda¢ samotného napidtového menica.
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Abstrakt—Tato praca sa vo svojej podstate zaobera techni-
kou digitalnej autokalibracie analégového integrovaného obvodu
(I0), konkrétne napitovej referencie. Clinok opisuje vSeobecny
zmysel a Gcel kalibrovania 10, na zaklade ktorého poukazuje na
potencial prave digitalnej kalibracie. Predstavuje aplikovatelny
koncept digitalne autokalibrovanej napitovej referencie s hod-
notou vystupného napitia 96 mV, ktorej presnost’ zavisi najmé
od fluktuicie parametrov jednotlivych tranzistorov, ktora je
sposobena rozptylom vyrobného procesu. V ramci predstaveného
konceptu je v praci uvedeny konkrétny princip autokalibrovania,
ktorého ticelom je potlacit’ vplyv okrajovych podmienok techno-
logie.

Klii¢ové slovdi—digitalna autokalibricia, fluktudcia paramet-

rov, analyza okrajovych podmienok, napitova referencia, nizko-
napitové obvody

I. Uvop

Na zdklade zvySovania Standardu technologickych moznosti
dnesnej doby sa pre dalsi vyvoj a vyrobu IO determinovali
dve zdkladné poZiadavky: zvySovanie vypoctového vykonu a
zniZovanie spotreby energie. Vdaka pokroku technologického
procesu vyroby je mozné tieto poZiadavky spliiat stcasne.
IO sd vyrdbané so stidle vySSou mierou hustoty integricie a
komplexnosti, ¢o je zatial’ v silade s Moorovym zdkonom [1].
Najmensia doteraz pouZivana dizka hradla tranzistora (5 nm)
poskytuje priamy dokaz tohto pokroku [2].

Technologicky proces vyroby vSak nie je idedlny a do
IO vnésa isté percento nepresnosti. To sa prejavi fluktudciou
parametrov obvodovych elementov a modZe spdsobit’ zmenu
pozadovanych parametrov 10. Medzi fluktuované parametre
obvodovych elementov patria napriklad hribka hradlového
oxidu, koncentricia dopacie polovodic¢a, geometria obvodo-
vych elementov alebo hriibka izolacnej vrstvy. Dosledkom
tohto vplyvu moZu byt aj parazitné vlastnosti vodivych pre-
pojeni: paratizny odpor a parazitna kapacita.

Spominand minimdlna dizka hradla tranzistora sa sa-
mozrejme tyka vyuZitia v digitdlnych I0. Vyluéne digitdlne 10
(bez analégovych Casti) vo vSeobecnosti nie su tak citlivé na
fluktudciu parametrov spdsobent technologickym procesom.
Tato skutoCnost’ je zapri¢inend najméd povahou digitdlnych
IO, ktord spociva v definovanych udrovniach logickej nuly
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a logickej jednotky. KedZe definicia jednotlivych logickych
urovni zahfiia cely interval spojitych napitovych hodnot, tieto
obvody dokdZu pracovat velmi spolahlivo aj pri nizkych
hodnotidch napdjacieho napitia, pricom byvaji vyrdbané s
velmi vysokou robustnostou.

Na druhej strane, analégové a zmieSané 10 si extrémne
citlivé ako na nizke hodnoty napdjacieho napitia, tak aj na
fluktudciu parametrov spdsobend vyrobnym procesom. Exis-
tuji motodiky pre ndvrh analégovych IO umoZiiujice ich
nizkonapitovy ndvrh prostrednictvom umiestnenia reZimu ¢in-
nosti tranzistorov do tzv. slabej inverzie. Medzi tieto pristupy
k ndvrhu patri tzv. g,,/Ip metodika a metodika riadenia
tranzistora substrdtovou elektrodou (z angl. - bulk-driven).
Metodika g,,/Ip poukazuje na hodnotu pomeru prenosovej
vodivosti g, a pridu tecliiceho cez tranzistor Ip, ktory je
smerodajnym udajom pre stanovenie operacného bodu tran-
zistora. Riadenie tranzistora substrdtovou elektrédou priamo
ovplyviiuje prahové napitie V7 p, Co umoziiuje jeho zniZenie
a zdrovenl zvySenie napitového rozsahu uZito¢ného signdlu.
Nevyhodou tejto metodiky je zniZenie prenosovej vodivosti,
ktord predstavuje priblizne len 10% pdvodnej hodnoty g,,.
Pre potlacenie vplyvu vyrobného procesu byvaji pouZivané
sofistikované techniky ukladania obvodovych elementov na
¢ip, tzv. layout.

II. MOTIVACIA

Technika layout-u byva v tomto zmysle klIi¢ovym ¢initelom
aby anal6govy IO mohol byt ¢o najviac odolny voci neziadu-
cim dosledkom vyrobného procesu. Vplyv tychto technik vSak
nachddza svoje hranice po ukonceni vyrobného procesu. Z
tohto dovodu je vhodné tito problematiku riesit doplnkovymi
kalibracnymi obvodmi, ktoré sa v rdmci moZnosti s tymito
dosledkami vysporiadaji a konkrétne degradované parametre
do znacnej miery vykompenzuji. Primarnymi poZiadavkami
na kalibracné obvody su ich vysoka odolnost’ voci fluktudcii
parametrov 10 spdsobenej vyrobnym procesom, nezatazovanie
samotného kalibrovaného analégového 10, ¢o najnizsia moZna
spotreba a mala plocha na ¢ipe. Vhodnym pristupom k navrhu
kalibraénych obvodov je prisposobenie ich vSeobecného teo-
retického konceptu na konkrétnu aplikdciu, ¢o znamena vyu-
zitie rdznych technik a metodik ndvrhu (konvenénych alebo
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nekonvenénych). Na zdklade vysSSie uvedenych poziadaviek
na kalibra¢né obvody je oproti ostatnym technikdm [3] prdve
digitdlna kalibrécia t4, ktord ndvrharom otvdra brany pre nové
moZnosti. Prave na zdklade digitdlnej povahy takéhoto obvodu
tento nezatazuje hlavny anal6govy IO, je extrémne spolahlivy,
rychly, no najmi vysoko odolny voci spominanému rozptylu
technologickych parametrov. Pravdou je, Ze potrebuje svoje
miesto na ¢ipe, no v relativnom ponimani s prihliadnutim na
jeho univerzédlnost’ je tdto nevyhoda zanedbatelna.

V sekcii III je uvedeny teoreticky princip digitdlnej kalib-
ricie. Sekcia IV predstavuje koncept ndvrhu digitdlne autoka-
librovanej napétovej referencie s napdjacim napiatim 1 V a s
vystupnym napitim 96 mV, ktorej autokalibracny algoritmus
pomaha potlacit’ vplyv okrajovych podmienok technolégie.

III. PRINCIP DIGITALNEJ KALIBRACIE

Podstatou digitdlnej kalibricie je obvod, ktory dokaZe sni-
mat’ a kompenzovat’ vybrany degradovany parameter anal6go-
vého 10. Na Obr. 1 je uvedeny blokovy diagram analégového
10 s implementovanym digitdlnym kalibraénym podobvodom.
Kalibrovany obvod je ku kalibracnému podobvodu pripojeny
prostrednictvom snimacieho portu Pg a kompenzacného portu
Pc. Dolezitym aspektom tohto zapojenia je, Ze oba porty
musia byt schopné operovat s kalibrovanym parametrom bez
vplyvu na funkény chod kalibrovaného obvodu. Tieto porty je
je mozné. Z tohto dovodu je potrebné uz pri navrhu uvazovat
nad tym, ¢i bude anal6govy 10 digitdlne kalibrovany a jeho
ndvrh prisposobit’ tomuto tcelu.

Kalibraény podobvod

Kalibrovany obvod Kentrolnylblok

Xs = Xip £ Xerr Ps ‘ll

s

analégovy
In O 10

kontrolna
logika

> Out
C

f 2
DAP |«
Xc = % Xerr

pocitadlo [«—

A

Kompenzacény blok

Obréazok 1. Blokovy diagram anal6gového 10 s implementovanym digitdlnym
kalibracnym podobvodom.

Kalibra¢ny podobvod pozostdva z kontrolného a kompenza-
¢ného bloku. Kontrolny blok snima aktudlnu zmenu kompen-
zovaného parametra, na zdklade ktorej riadi cely kalibra¢ny
proces. Snimand veli¢ina Xg je privedend na vstup kompara-
tora a mdze byt vyjadrend nasledovnym vztahom:

Xs =Xrp £ TERR, e

kde X;p predstavuje idedlnu hodnotu kompenzovaného pa-
rametra a X, je aktudlna odchylka Xg od X;p. Komparator
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porovnd hodnoty Xg a X;p, pricom na zdklade tohto porov-
nania kontrolnd logika aktivuje kompenzacny blok dovtedy,
kym hodnota z...,- nedosiahne hodnotu minimalneho rozlienia
(resp. presnosti) - inymi slovami, kym je kompardtor schopny
rozlisit hodnoty Xg a X;p. Kompenzaény blok pozostiva
z digitdlno-analégového prevodnika D AP, ktory je riadeny
pocitadlom. Pocitadlo je ovladané kontrolnou logikou, pricom
generuje digitdlny kéd pre DAP. Vystup DAP je pripojeny
ku kompenza¢nému portu Pr kalibrovaného obvodu a na tento
port prividza kompenzovand hodnotu daného parametra X
V celom tomto procese je extrémne dodlezitd synchronizicia,
pretoZe zvySovanie hodnoty X musi spdsobovat’ zniZovanie
hodnoty ... V. momente, ked x.,.,. dosiahne pre komparator
nerozliSitelnd hodnotu x,,;,, hodnota kompenzovanej veli¢iny
Xs comp moze byt vyjadrend vztahom:

Xs_comp = X1p £ Tmin- ()

Ked zepr = Tpmin, kontrolny blok zastavi cely kalibraény
cyklus a na port Pc je doddvand hodnota kompenzovaného
parametra X5 comp a dany analégovy IO je moZné nazvat
nakaliborvanym [3][4][5][6].

IV. KONCEPT AUTOKALIBROVANEJ NAPATOVEJ REFERENCIE

Na Obr. 2 je uvedend topoldgia napitovej referencie s
napdjacim napdtim Vpp = 1 V. Oproti topoldgii uvedenej
v [7] bol pridany tranzistor M, z ddévodu vysSej absolitnej
hodnoty parametra PSRR a tranzistor M, z dovodu dosiahnu-
tia nizSej hodnoty teplotného koeficientu. Z hladiska aplikdcie
uvedenej topoldgie bola pozadovand hodnota referencného
napitia Vggr = 96 mV s presnostou +1%, pricom fluktudcia
parametrov obvodovych elementov spdsobend technologickym
procesom vyroby dosahuje odchylky az 4+-20%.

VDD

GND —¢
M,

—]
_|M2
—

VREF

M,

— GND

Obréazok 2. Topoldgia napétovej referencie.

PoZiadavkou na digitdlnu kalibrdciu bolo kompenzovat
zmenu parametrov obvodovych elementov prebiehajicu rov-
nakym smerom. Tato zmena bola simulovand prostrednictvom
analyzy okrajovych podmienok (z angl. Corner analysis).
KedZe v tomto pripade ide o konkrétnu aplikdciu, na zdklade
navrhovaného kalibra¢ného algoritmu mdZeme hovorit’ o digi-
talnej autokalibricii.
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Hodnota prahového napitia tranzistora Vrp modZe byt

vplyvom technologického procesu posunutd do vysSich alebo
niz8ich hodnét. Pri vys$Sich (absoldtnych) hodnotich praho-
vého napitia reaguju tranzistory na zmeny elektrického signilu
pomalSie (z angl. slow, ozn. S), pri nizS$ich naopak reaguji
rychlejSie (z angl. fast, ozn. F). Nakol’ko PMOS a NMOS
tranzistory sa v obvodoch vyskytuja sicasne, okrajové podmi-
enky nadobtidaji Styri kombindcie: FNMOS a FPMOS (FF),
FNMOS a SPMOS (FS), SNMOS a FPMOS (SF), SNMOS
a SPMOS (SS). V pripade spravneho a relativne presného
technologického procesu vyroby hovorime o tzv. typickej

podmienke s oznacenim TT.

Velkou vyhodou topoldgie napitovej referencie na Obr. 2
je, Ze pozostdva len z tranzistorov typu NMOS. V takomto
pripade md zmysel hovorit' len o okrajovych podmienkach,
v ktorych sa vyskytuje iba NMOS (napriklad FF a SS) a o
typickej podmienke TT. KedZe sme dopredu vedeli, Ze tito
referenciu budeme kalibrovat’ technikou digitdlnej kalibricie,
uz pocas navrhu obvodu referencie boli uréené porty Pg
a Po. Port Ps je v tomto pripade v rovnakom uzle ako
vystupny port Vgrpp, pretoZe z hladiska kalibraného po-
dobvodu energeticky nezatazuje dany vystup. Pre vytvorenie
portov Pc bol tranzistor M, rozdeleny na tri Casti, ktorych
postupné pripdjanie prostrednictvom kalibraéného podobvodu
kompenzuje podmienky v poradi FF, TT a SS. Takto upraveny
ndvrh napétovej referencie je uvedeny na Obr. 3.

D

GND —<>—|'J-M\jo
:%.

—] M3'

Vrer M PC12 Vrer
—E— "=][, Mo "=
4-1

Obrédzok 3.
konceptu.

Topolégia napitovej referencie v rdmci autokalibrovaného

Na Obr. 4 je uvedeny koncept autokalibrovanej napitovej
referencie. V tomto $tadiu prace su zatial' vSetky bloky ka-
libracného podobvodu uvaZované ako idedlne. Princip auto-
kalibracie vo vSeobecnosti prebieha nasledovnym spdsobom.
Zo simulacnej analyzy vyplyva, Ze rozdiel medzi jednotlivymi
okrajovymi podmienkami oproti podmienke TT je £5 mV
(uvedené v Tab. I). Pri zvySeni vystupného napitia Vyppr
dod4 napitovo-pridovy prevodnik Irppp oscildtoru vysSiu
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hodnotu pridu ako nomindlnu, v dosledku ¢oho oscilator ge-
neruje vyssiu spinaciu frekvenciu pre pocitadlo. Uvazovanim
idedlneho casového intervalu pocCas pdsobenia signdlu en,
vyhodnocovaci blok zaznamend hodnotu z pocitadla, ktorad
bola dosiahnutd v tomto casovom intervale. Tdto hodnotu
vyhodnocovaci blok porovnd s predvolenymi hodnotami v
registroch a na zdklade tohto porovnania do obvodu prostred-
nictvom portov Po na spinafoch Mg pripoji bud tranzistor
M,_o alebo oba tranzistory M,_o aj My_3 alebo nepripoji
ani My_o ani My_3.

Kalibrovany obvod Kalibracny podobvod
napatovo-
P prudovy »
»o S prevodnik oscilator
) IREF
napatova
referencia K—{>
VRer Vour vyhodnocovaci blok
C
e ZC‘__ pogitadio  |¢&2

Obrazok 4. Koncept autokalibrovanej napitovej referencie.

Pociato¢ny stav napitovej referencie je uloZzeny do predpo-
kladanej okrajovej podmienky FF. Znamena to, Ze porty Pc11,
Pc12, Poo1 a Pooo su pred spustenim kalibracie vyhodnoco-
vacim blokom pripojené na potencidlly GND, Vpp, GND a
Vpp (tranzistory My_o st My_3 sd odpojené). Pokial bude v
takomto pripade na vystupe poZadovany potencidl ~ 96 mV,
autokalibricia prebehne s dosledkom, Ze ani tranzistor My_o
ani M43 do obvodu pripojené nebudi. Parametre napitovej
referencie uloZenej do okrajovej podmienky FF st zndzornené
v Tab. I. Spolu s analyzou okrajovych podmienok bol simu-
lovany aj 10%-ny rozptyl napdjacieho napitia Vpp. Tento
rozptyl je pri kazdej podmienke oznaceny indexom.

Tabulka I
VZAJOMNE POROVNANIE PARAMETROV OBVODU S ODPOJENYMI
TRANZISTORMI My_o A My_3

l Inax [A] | PSRR[dB] | TC[®Z] | Vrer [V] ||

TTo.o v 3.196n -43.39 115.9 100.4m
TTi0 v 3.196n -43.31 115.6 100.4m
TTi.1 v 3.196n -43.26 115.4 100.4m
FFoo v 10.2n -42.62 118.8 95.46m
FFio0v 10.2n -42.56 118.7 95.46m
FFi1v 10.2n -42.53 118.6 95.46m
SSo.0 v 1.007n -44.41 106.0 105.5m
SSi.0v 1.007n -44.30 104.9 105.5m
SSi11v 1.007n -44.23 103.7 105.5m

V pripade pociato¢nej hodnoty napitia Vrpr ~ 100 mV sa
obvod nachddza v typickej podmienke TT (uvedené v Tab. I) a
vyhodnocovaci blok do napitovej referencie pripoji tranzistor
My _o, ¢im napitie Vrppr nakalibruje na hodnotu ~ 96 mV'.
Parametre autokalibrovanej napitovej referencie ulozenej do
typickej podmienky TT sd zndzornené v Tab. II.
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Tabulka IT
VZAJOMNE POROVNANIE PARAMETROV OBVODU S PRIPOJENYM
TRANZISTOROM My _o

l | Inax [A] | PSRR[dB] | TC[®8%F] | Vrer [V] ||
TTo. v 37150 4970 33.61 95.89
TT10v 3.715n -49.62 33.41 95.89m
TT11v 3.716n -49.57 33.20 95.89m

Ak je mna pociatku hodnota referencného napitia

Vrer ~ 105 mV, obvod sa nachddza v okrajovej
podmienke SS (uvedené v Tab. I). V tomto pripade
vyhodnocovaci blok do obvodu napitovej referencie pripoji
oba tranzistory M,y_o aj M,_3. Parametre kalibrovanej
napitovej referencie uloZenej do okrajovej podmienky SS su
znazornené v Tab. IIL.

Tabulka III
VZAJOMNE POROVNANIE PARAMETROV OBVODU S PRIPOJENYMI
TRANZISTORMI My _2 A My _3

I | Inax [A] | PSRR[dB] | TC[222] | Vrer [V]

SSo.9 v 1.349n -71.98 97.73 96.20m
SSi10v 1.349n -71.88 98.46 96.21m
SS11v 1.349n -75.42 99.19 96.21m

Na Obr. 5 st uvedené zavislosti vystupného napitia Vygpp
od teploty v rozsahu od —20°C do 85°C pre kazdy pripad
okrajovej (resp. typickej) podmienky. Z tychto zdvislosti je
mozné pozorovat’ vysoku teplotni stabilitu navrhovanej na-
pitovej referencie.

97,0m

T T T T T T T T T T
>SS comer, Vp, = 0.9V v TT comer, Vy, = 0.9V
—@— SS comer, V,,, = 1.0V, 4 TT corner, V,, = 1.0V
*— SS comer, Vo, = 1.1V —<—TT comer, V,, = 1.1V,
= '
" ]
o« 96,0m
>
2
=
Q@
Q
©
c
o)
c
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;‘ —&— FF comer, V,; =0.9V
@ FF corner, V,, = 1.0 V|
—4A— FF corner, V,, = 1.1V
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Obrazok 5. Zavislost napitia Vr g od teploty v podmienkach FF, TT a SS.

V. ZAVER

V uvedenom prispevku bola predstavend digitdlne autoka-
librovand napitova referencia na konceptudlnej drovni. Uve-
dené vysledky boli dosiahnuté prostrednictvom simulécii za
ucelom ziskania prvotnych poznatkov pre dalSiu pracu. Re-
ferencia po simulovani kalibrdcie velmi spolahlivo udrZiava
hodnotu referencného napitia Vrgr = 96 mV s presnostou
+1%. Okrem toho je mozné konStatovat, Ze tito referencia je
teplotne nezévisld nielen z hl'adiska okrajovej (resp. typickej)
podmienky, ale aj z hladiska zmeny napdjacieho napiitia.

Dal3im stupiiom tejto préce bude ndvrh samotnych blokov
uvedenych v kalibracnom podobvode. Prvotné problémy moZzu
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nastat’ uz pri navrhu napéatovo-pridového prevodnika, pretoze
rozdiel medzi jednotlivymi okrajovymi podmienkami oproti
TT podmienke =5 mV nemusi byt dostatoény na vyvolanie
potrebnej zmeny pridu. RieSenim bude pridanie bloku, ktory
nebude zatazovat’ snimaci port Pg, no zdrovei zmena jeho
vystupu v zavislosti od okrajovych podmienok oproti TT pod-
mienke bude rddovo vysSia, napriklad 450 mV. Ocakdvané
sd taktieZ tazkosti s dosiahnutim poZiadavky na velmi vysokd
presnost’ tychto blokov, ktord spociva vo vysokej odolnosti
voci fluktudcii parametrov technologického procesu vyroby.
Tu bude potrebné zabezpecit, aby sa pozadované opericie
kalibra¢ného podobvodu vykonavali na baze digitdlnej logiky.
V uvedenom algoritme tohto podobvodu je ukryty vysoky
potencidl, pretoze dal§im cielom tejto prace bude prostrednic-
tvom neho vytvorit tzv. univerzalny corner detektor. V takom
pripade bude dal§im a vy$§im cielom tejto dizertaénej prace
pouzitie NMOS aj PMOS tranzistorov a naslednd detekcia
vSetkych Styroch okrajovych podmienok.

Prinos tejto prace ako komplexného celku spoc¢iva v ndvrhu
autokalibracného podobvodu, ktory dokdze detegovat okra-
jovi podmienku po vyrobe AIO a zdroven dany degradovany
parameter do istej miery kompenzovat. AIO sa totiz velmi
Casto pohybuju na hranici svojej funkcie v technoldgii, v ktorej
su vyrobené — kalibra¢né podobvody v tomto pripade dokdzu
znacéne zvysit ich spolahlivost.
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Abstrakt—Tento prispevok sa zaobera navrhom DC-DC boost
konvertora so vSetkymi pasivhymi sdciastkami a vykonovymi
spina¢mi integrovanymi na ¢ipe. Pri navrhu Struktiry inte-
grovanej cievky boli pouZité navrhové techniky zosumarizo-
vané v Clanku, pricom sme sa zamerali na zvySenie faktora
kvality. Medzi najlepSie dosiahnuté vysledky mozno povaZovat’
indukénost’ L = 10,91 nH, sériovy odpor Rpc = 2,71 Q a
faktor kvality Q = 9,99 nH pri frekvencii 630 MHz. Topolégia
konvertora je 3-stupiiovy boost konvertor (3LBC) a bola vybrana
na zaklade vysledkov predoslého vyskumu. Najvyssia dosiahnuta
konverzna dcinnost’ je narax = 81,56 % pri spinacej frekvencii
fsw = 20 M H z a vystupnom vykone P,,; = 1,92 mW. Vysledky
simulacii st porovnané s vysledkami inych prac.

Kliiéové slovi—integrovana cievka, DC-DC konvertor, nizko-
napitové obvody, 3LBC

I. Uvop

Dnesny trh s elektronickymi zariadeniami sa Coraz viac
stistreduje na mobilné zariadenia. Prenositelnost’ zariadenf je
velmi dzko spojend s ndvrhom nizkonapétovych obvodov, &m
sa vyrazne meni spotreba energie, as fungovania zariadenia
na jedno nabitie alebo aj Zivotnost’ pouzitych batérii. Cielom
je rovnako aj zmenSovanie rozmerov a hmotnosti celych
zariadeni a teda aj obvodov nachaddzajicich sa v nich. Uplnd
integricia obvodov je jedna z moZnosti ako dosiahnut’ vSetky
tieto ciele. Poslednou beZne pouZivanou pasivnou suciastkou,
ktorej integracia eSte nie je na takej drovni ako integricia
odporu alebo kondenzitora je cievka. Jej integracia je zried-
kavd najmid v integrovanych obvodoch s niZSou pracovnou
frekvenciou (< 1 GHz), ¢o priamo suvisi s parametrami
integrovanej cievky.

II. MOTIVACIA

Motivicia tejto prace sa odvija od potreby napétového
manazmentu v Sirokej Skdle obvodov, ¢i uz v integrovanej
alebo diskrétnej forme. PoZiadavka na zmenu drovne napitia
na zdroji na droveii potrebnd pre spravne fungovanie obvodu,
alebo len jeho casti, stipa najmé pri zariadeniach napdjanych
zo zdrojov energie ako su napriklad batérie alebo zberace
energie (EH z angl. Energy Harvester). Zaradenie napitovych
meni¢ov do ndvrhu celého elektronického systému je dnes
beZnou praxou.
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Prave problémom navrhu napédtového menica sa zaobera aj
moja dizertand praca. Pre obvod napdjany fotovoltickym (PV
z angl. Photovoltaic) EH je nutné vytvorit’ meni¢ jednosmer-
ného napitia, ktory bude droven napitia zvySovat. Jednd sa
teda o DC-DC boost konvertor. Samotni funkciu obvodu mozu
spliiat’ rozne topoldgie, z ktorych kazda bude vlastnostami
vhodnejsia pre ind konkrétnu aplikaciu. Celd topoldgia musi
byt teda vhodnd pre plnud integraciu na Cip. Nami zvolend
podmienka pre topolégiu konvertora je implementdcia prin-
cipu vysokofrekvencéného spinania jednej integrovanej cievky.
Tento princip je idedlne energeticky efektivnejsi ako vyso-
kofrekvencné spinanie kondenzéatorov [1]. Vhodne navrhnuta
cievka je preto pre tento typ konvertora kriticka.

Neziaddcich vplyvov v Struktire integrovanej cievky je
hned’ niekol’ko a si spojené najmi s nizkou indukénostou
cievky, spdsobenou malou dizkou vodi¢a tvoriaceho cievku a
jeho pomerne vysokym odporom. S nizkou induk&nostou tiez
stivisi nutnost’ pouZitia vysokej pracovnej frekvencie, o dalej
zvysuje sériovy odpor cievky. Dal§imi parazitnymi efektami,
ktoré zvySuju energetické straty v cievke si napriklad virivé
prady, kapacitné vizby medzi cievkou a substrdtom a medzi
jednotlivymi zavitmi cievky [2]. Tieto neziadice vplyvy je
mozné Ciastocne kompenzovat vhodnym ndvrhom samotnej
Struktiry cievky. Kapitola III opisuje Struktiru navrhnutej
cievky spolu s jej frekvencnymi charakteristikami. Kapitola IV
opisuje topoldgiu napidtového konvertora vybrani pre nasu
pracu. V casti V st dosiahnuté vysledky porovnané s inymi
aktudlnymi pracami. Nakoniec si v kapitole VI zhrnuté ram-
cové ciele dizertacnej prace.

III. INTEGROVANA CIEVKA

Navrhovymi technikami sa snaZime zmenit tvar cievky
tak, aby sme Co najviac znizili vplyv parazitnych javov a
tak zlepSili poZadované parametre. Takéto techniky spocivaji
hlavne v rdznom smerovani, rozdelovani a paralelizacii jed-
notlivych kovovych vodivych ciest pouzitych pri vytvarani
Struktdry integrovanej cievky. V tejto praci sme sa zaoberali
nasledujicimi technikami, pouZitim ktorych sa ndm podarilo
zlepsit faktor kvality cievky a potlacit’ jej sériovy odpor:

« vertikdlne paralelizovanie vodivych ciest [3],

« hotizontédlne paralelizovanie vodivych ciest (Slicing) [3],
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« Skélovanie Sirky vodivej cesty (Tappering) [4],

o metéda rovnakych dizok (EPL z angl. Equal Path Len-
gths) [5],

« §tit pre odtienenie magnetického pola cievky (PGS z angl.
Patterned Ground Shield) [6].

o 50 00 m)

Obrdzok 1. Navrhnutd Struktdra integrovanej cievky: pohlad zvrchu

o 0 300 )

Obrazok 2. Navrhnutd Struktdra integrovanej cievky: pohlad zospodu

A. Frekvencné charakteristiky integrovanej cievky

Pouzitim vSetkych spominanych navrhovych technik bola
vytvorend osemuholnikovd S$tvorzdvitovd (2 vnutorné a 2
vonkajsie zavity nad sebou) nesymetrickd cievka realizovana
v 7 kovovych vrstviach (vertikdlna paralelizdcia), pri ¢om
kazdy zavit tvori 9 paralelnych vodicov (Slicing), ktoré su
v strede Struktdry prekrizené (EPL). Cievka mé rozmery
800 um x 510 pwm a plochu 0,408 mm?2, priCom za tuce-
lom kompenzovania vys$Sej pridovej hustoty na vonkajSom
okraji Struktdry je Sirka vonkajSieho zavitu 9,8 pum a Sirka
vnutorného zavitu je 5,2 um (Tappering). Vyslednd navrhnuta
Struktira je zobrazend na obrazkoch 1 a 2, a jej charakteristiky
boli ziskané simuldciami v programe ANSYS Electronics
Desktop pomocou néastroja ANSYS Electromagnetics Suite
2020 R2.

S touto Struktdrou sme dosiahli najvysSiu kvalitu @ =
9,994 na frekvencii 632,46 M Hz, indukénost L =

10,913 nH a sériovy odpor Rpc = 2,71 (). Rezonancnd
frekvencia cievky bola Fsgp = 1,59 GHz. Frekvencéné
charakteristiky cievky si zobrazené na obrdzkoch 3, 4 a 5.
Pri zavislostiach kladieme do6raz na nizSie frekvencie (<
100 M Hz), v ktorych bude navrhovany napitovy konvertor
pravdepodobne vyuZivany.
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Obrazok 3. Zavislost sériového odporu integrovanej cievky od frekvencie
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Obrazok 4. Zavislost’ induk¢nosti integrovanej cievky od frekvencie
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Obrazok 5. Zavislost faktora kvality integrovanej cievky od frekvencie
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Obrizok 6. Idedlna schéma 3-stuptiového boost konvertora

IV. NAPATOVY MENIC

Dolezitym krokom je spravne vybrand topoldgia menica
napitia. Td istd funkciu moZe spifiat’ niekolko roznych to-
polégii, avSak pri doraze na iné parametre bude vyhodnejSia
zase ind topoldgia. Na zdklade doteraz vykonaného vyskumu
a predoslych publikovanych prac [7], [8], [9], sme pre naSe
ucely zvolili topoldégiu 3-stupiiového boost konvertora (3LBC
z angl. 3-Level Boost Converter). Idedlna schéma tohto menica
je zobrazend na obrdzku 6. Meni¢ sa skladd zo Styroch
vykonovych spinacov SW1, SW2, SW3 a SW4, a oouZiva
tzv. pldvajici kondenzétor C';,,. TaktieZ spinace SW2 a SW3
su pldvajuce. Ostatné pouZité stciastky su integrovand cievka
L, filtraény kondenzdtor C' a odpor R reprezentujlci zataZz
obvodu.

Analyza obvodu prebehla v navrhovom prostredi CA-
DENCE. Obvod aj cievka bola navrhnuté pre Standardnd
130 nm CMOS technolégiu. V obvode bola pouZita Struktdra
cievky predstavend v predoslej Casti tohto prispevku, modely
redlnych spinacov so sériovym odporom v zopnutom stave
Ron, = 0,5 Q a Ron, = 1 Q, a modely realnych
kondenzitorov s kapacitou Cyy = 0,6 nF' a C = 1 nF.
Zatazou obvodu je odpor, ktorého hodnota je rozmietana tak,
aby vystupny prid nadobudal hodnoty od Ip;4x = 0,16 mA
do Inrrn = 16 mA. Vystupné napitie je regulované idedlnym
PWM riadiacim obvodom na hodnotu V,,; = 1,2 V. Ako
zdroj napétia bol pouZity idedlny model PV zberaca energie s
vystupnym napitim Vpo = 560 mV.

Simuldciami sme overili funkénost' navrhnutej integrova-
nej cievky. Maximdlna dosiahnutd konverznd ucinnost’ bola
nyax = 81,56 % pri spinacej frekvencii fo, =20 MHz a
vystupnom vykone P,,; = 1,92 mW. Zvlnenie vystupného
napitia je takmer v celom rozsahu pod hodnotou AV,,; =
50 mV, ¢o je menej ako 4,2 % hodnoty vystupného napitia.
Zavislosti konverznej G¢innosti a zvlnenia vystupného napétia
pri dvoch pracovnych frekvencidch a dvoch odporoch spina-
¢ov v zopnutom stave st zobrazené na obrdzku 7.
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AV [mV]: ]2 0.50@20MHz == 0.50@60MHz -~ 10@20MHz — - 10@60MHZ
7 [%] : [~=0.50@20MHz = 0.50@60MHz — 10@20MHz — 10@60MHZ]

Obrazok 7. Zavislost’ konverznej i¢innosti a zvlnenia vystupného napitia od
vystupného vykonu 3LBC konvertora

V. POROVNANIE DOSIAHNUTYCH VYSLEDKOV

V tabulke I sa nachddza porovnanie dosiahnutych vysledkov
s vysledkami aktudlnych publikovanych pric s podobnym
zameranim. Porovnané su topolégie 3LBC s klasickou topol6-
giou boost konvertora (BC z angl. Boost Converter). Vyhodou
naSej préace je dosiahnutie porovnatelnej konverznej G¢innosti
a vystupného napitia s pouZitim omnoho niz$ej indukénosti
cievky a kapacity kondenzatorov, ¢o znamena zna¢né usetrenie
plochy na Cipe. Dosiahnuty vystupny vykon je vSak v naSom
pripade niZsi.

VI. ZAMER A CIELE DIZERTACNEJ PRACE

Hlavnym zdmerom dizertacnej prace je ndvrh plne in-
tegrovaného DC-DC boost konvertora so vSetkymi svojimi
pasivnymi stciastkami aj s vykonovymi spinaémi. Napidtovy
meni¢ ma pracovat’ v nizkonapétovej oblasti (< 5 V) a ma
byt schopny poskytnit’ dostatocny vystupny vykon pre plne
autonémne elektronické zariadenie z hladiska jeho napdjania.
To znamend pouZitie fotovoltického zberaca energie ako zdroj
energie pre cely systém. Samotny konvertor ma fungovat
na baze vysokofrekven¢ného spinania integrovanej cievky, ¢o
mé byt najvad$im prinosom dizertaénej prdce, kedZe tento
typ obvodu je v plne integrovanej forme zriedkavejsi, ako
napriklad topolégie zaloZzené na vysokofrekvencnom spinani
kondenzatorov (tzv. ndbojové pumpy). Princip spinania cievky
z teoretického hladiska zaroveni predpokladd vysSie moZné
dosiahnutelné Gcinnosti konverzie napitia [1].

KedZe topolégie napitovych meniov a ich vlastnosti
(najméd konverznd dc¢innost) je vyznamne ovplyvnend vy-
hotovenim samotnej cievky, Ciastkovym cielom prace bolo
navrhnit vhodni Struktdru takejto cievky integrovanej na Cipe.
Pomocou niekolkych ndvrhovych technik boli zlepSené vy-
brané parametre dolezité pre spravne fungovanie napitového
konvertora.

Nasledujicim cielom price je navrh plne integrovaného
napiitového menica, ktory bude spiiiat vietky vlastnosti poZa-
dované jeho aplikdciou. DoleZitymi faktormi pri tom budd pra-
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Tabulka I
POROVNANIE KONVERTOROV VZHL.ADOM NA VYSLEDKY INYCH PRAC

Parameter Jednotka H BC [10] BC [11] 3LBC [12] 3LBC (Tato praca)
Proces [nm] 130 130 65 130
Spinacia frekvencia [MHz] 0,04 118 100 0,02 - 0,06
Induktor [nH] 220 00 20 + 30 2 5 10,9
Vystupny kondenzator [nF] 2 200 1,08 4 1
Plavajici kondenzator [nF] - - 2,5 0,6
Maximalna tcinnost’ [%] 85 774 83,2 @ Pyyt=90 mW 81,6 @ Pyyt=1,92 mW
Vstupné napiitie [mV] 7,3 - 140 1-27 1,2 560
Vystupné napiitie [V] 1 3,2 1,5-2,1 1,2
Zvlnenie vystupného [mV] - 20,8 85 < 50
napitia
Vystupny priad [mA] 0,471 6 - 65 5-80 0,16 - 16
Vystupny vykon [mW] 0,471 19,2 - 208 7,5 - 168 0,192 - 19,2
Metoda hodnotenia - Fyzicka realizdcia Fyzicka realizcia Simulécia Simulécia
Uroveii integrécie - Diskrétne pasivne Upln4 integrécia Uplnd integracia Uplnd integracia
suciastky
Rok - 2021 2018 2018 2021
1 . Priblizna hodnota 2 - Bondwire Induktor
covnd frekvencia obvodu, konverzna ucéinnost’ alebo zvlnenie LITERATURA

vstupnych aj vystupnych signalov. Ddlezitym krokom bude aj
navrh dal$ich pomocnych obvodov zabezpedujicich spravne
fungovanie celého systému ako aj riadiaci obvod pre vSetky
vykonové spinace a regula¢nu slu¢ku. Overenie ich funkénosti
prebehne opit’ v prostredi programu CADENCE.

Poslednym krokom v naSom vyskume bude implementacia
celého systému na Cip a jeho testovanie. PoCas neho bude ve-
rifikované spravne fungovanie samotného napitového menica,
pomocnych obvodov a charakterizovana integrovand cievka.

VII. ZAVER

Tento prispevok za&ina prehladom ndvrhovych technik in-
tegrovanych cievok za dcelom vytvorenia pasivnej stciastky
pre budice pouZitie v obvode napidtového konvertora. Pre ticel
vyhodnotenia vplyvu metéd ndvrhu a zmien v topoldgii Struk-
tiry cievky bolo navrhnutych niekolko cievok tvaru nepra-
videlného osemuholnika. Nakoniec bola vytvorena vysledna
Struktdra s dorazom na zlepSenie faktora kvality, ktorého
maximum bolo @ = 9,99 nH pri frekvencii F' = 630 M Hz.

Dalej sme sa venovali simuldcidm topolégie 3-stuptiového
boost konvertora pre zvySenie trovne jednosmerného napitia.
Vysledky ukazuji porovnatelnd maximdlnu konverznd Géin-
nost (nyax = 81,56 %) s inymi pracami, pri vyznamnom
uSetreni plochy Cipu potrebnej na realiziciu obvodu.

V rdmci mojej doterajSej prace a vyskumu vznikli 3 publi-
kécie, ktorych som autorom alebo spoluautorom (2 prispevky
na medzindrodnych vedeckych konferencidch a 1 prispevok
na domécej konferencii).
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Abstrakt—V tomto ¢lanku se zabyvame vybranymi state-
of-the-art technikami pro uceni vzdalenosti, které byly
pouzity pro problém Kklasifikace malwarovych rodin, pricemz
se zaméfujeme na nizkodimenziondlni reprezentace prostoru
vstupnich priznaku. Cilem algoritmi pro uceni vzdilenosti je
najit nejvhodnéjsi parametry vzdalenosti s ohledem na dané
optimaliza¢ni kritérium. Algoritmy pro uceni vzdalenosti se v
nasem vyzkumu uci z metadat obsaZenych v hlavickach spusti-
telnych souboru v souborovém forméitu Portable Executable. Na
nasi datové sadé bylo provedeno nékolik experimentu se 14 000
vzorky sestavajicimi ze Sesti prevalentnich malwarovych rodin a
benignich souborti. Experimentilni vysledky ukazaly, Ze dobré
Klasifika¢ni vysledky je mozné dosahnout uz i pro dvojrozmérné
vektory priznaku.

Kli¢ovd slova—Malwarova rodina, PE souborovy format, uceni
vzdalenosti, strojové uceni

I. UVOD A MOTIVACE

2y

Kazdy den se vytvafi velké mnozstvi novych Skodlivych
vzorki, coz ¢inf ruéni analyzu malware nepraktickou. VétSina
téchto vzorkd je generovdna generatory malwaru, které de-
finuji odpovidajici rodiny malwaru. Tvidrci malware neustéle
obméniuji nastaveni generdtord, ¢imz zpusobuji, Zze vzorky ze
stejné malwarové rodiny generované v jiném ¢asovém obdobi
se navzajem lisi [1]. Vzorky generované ze stejného generatoru
s danym nastavenim se mohou navzdjem potencidlné podobat
(vzhledem k dané podobnosti) a zdroveil se mohou liSit od
vzorkd patficich do jinych malwarovych rodin nebo benignich
souborl. Tato price se zaméfuje na vyuZiti té€chto rozdili k
rozliSeni malwarovych rodin.

Vzhledem k velkému poctu Skodlivych soubort, které
prichdzeji k antivirovym spole¢nostem, je potfebné automa-
ticky kategorizovat malware do skupin odpovidajicich mal-
warovym rodindm. Vzorky patfici do stejné rodiny jsou si
navzdjem podobné vzhledem k dané mire podobnosti, kterd je
uréend vzdalenostni metrikou. Pfislu§né rodiny jsou poté dis-
tribuovany analytikim malwaru. Praktické pouZiti rozliSovani
mezi malwarovymi rodinami spocivd v tom, Ze analytici
malwaru se 1épe mizou vyporadat s velkym poctem vzorku.

Analytici malwaru jsou obvykle specialisté na omezeny
pocet malwarovych rodin. Pokud pfedpokldddme, Ze vzorky
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byly klasifikovany sprdvné a vzorky ze stejné rodiny jsou si
navzdjem podobné a li§i se od vzorki jinych rodin, pomoci
naSeho pfistupu se analytici mohou zaméfit pouze na ty
vzorky patfici do malwarovych rodin, na které jsou analytici
specializovani.

Vhodnd mira podobnosti hraje dileZitou roli pfi dspeSnosti
klasifikatorti zaloZenych na vzdalenosti, jako je k-nejblizsich
sousedid (KNN). Vzdilenost mezi dvéma vektory pfiznakd
patfici do stejné tfidy musi byt minimalizovdna, zatimco
vzdélenost mezi dvéma vektory pfiznakt z riznych tiid musi
byt maximalizovana. To je cilem metod uceni vzdalenosti
(Distance Metric Learning - DML), které se pouZzivaji k
nauceni parametri vzdélenosti z tréninkovych dat. V disledku
toho se muze potencidlné zlepsit presnost jednotlivych klasi-
fikatora.

II. METODY UCENI[ VZDALENOSTN{ METRIKY
A. Zdkladni pojmy

Presnost neékterych metod strojového uceni, jako je KNN,
vyrazné zdavisi na vzdalenosti pouZité k vypoltu miry po-
dobnosti mezi dvéma vzorky. Tyto klasifikdtory vychdazeji
z pfedpokladu, Ze vzorky ndleZejici do stejné tfidy jsou si
navzdjem blizké (s ohledem na vzdédlenostni metriku) a jsou
daleko od vzorki patficich do riznych tid.

Euklidovskd vzdalenost je zdaleka nejCastéji pouZivanou
vzdélenostni metrikou. Zobecnénim euklidovské vzdélenosti
je Mahalanobisova vzdalenost, kterd pro dva n-dimenzionalni
vektory pfiznakl x a y je definovana jako

dn(x,y) =/ (x—y) T M(x—y) (1)

kde M je pozitivné semidefinitni matice. Kdyz M je
jednotkova matice, potom dpg v rovnici (1) je redukovana na
euklidovskou vzdalenost.

Cilem uceni Mahalanobisovy vzdélenosti je najit vhodnou
matici M s ohledem na né&jaké optimalizacni kritérium. V
kontextu klasifikdtoru KNN je cilem najit matici M, ktera
vede k zvyseni presnosti klasifikdtoru KNN. ProtoZe pozitivné
semidefinitnou matici M lze vzdy rozloZit jako M = LT L, Ize
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problem uCeni vzdélenosti povaZovat za nalezeni bud M nebo
L= M2 Mahalanobisova vzdalenost definovand v rovnici (1)
se mize vyjadfit pomoci matice L jako

dv(x,y) = du(x,y) = L' (x — y)ll2 2)

Matici L 1ze pouzit k transformovani ptivodniho prostoru
pfiznaki do nového prostoru pfiznaku. Tato projekce je
linearni transformaci a je definovdna pro vektor x jako

x' = Lx 3

Mahalanobisova vzddlenost dr,(x,y) pro dva vektory z
pivodniho prostoru pfiznaku se rovnd euklidovské vzdalenosti
dx',y") = \/(x —y")" (x' —y') v prostore transformo-
vaném pomoci rovnice (3). Tato transformace je uZiteCna,
protoZe vypocet euklidovské vzdalenosti ma nizsi vypoctovou
sloZitost neZ Mahalanobisova vzdalenost.

B. State-of-the-art metody ucent vzddlenosti

V této praci se vénujeme tfem state-of-the-art metoddm pro
uceni Mahalanobisovy vzdalenosti: Large Margin Nearest Ne-
ighbor, Neighborhood Component Analysis a Metric Learning
for Kernel Regression.

1) Large Margin Nearest Neighbor: Large Margin Nearest
Neighbor (LMNN) [2] je jednim ze state-of-the-art algoritmu
pro uceni Mahalanobisovy vzdalenosti pro klasifikaci KNN.
LMNN se sklddd ze dvou kroki. V prvnim kroku se pro
kazdy prvek x identifikuje sada k nejblizSich prvku patficich
do stejné tfidy jako x (oznaCovana jako cilové sousedy). Ve
druhém kroku pfizpisobime Mahalanobisovu vzdélenost tak,
aby cilovi sousedé byly blize k x neZ prvky z riznych tiid,
které jsou oddéleny velkym okrajem (large margin).

Parametr Mahalanobisovy vzdalenosti se odhaduje pomoci
feSeni problému semidefinitniho programovani definovaného

jako:
mln Z (dL X;, X;j) 2 4+
i,J:5—>1
+ Z max (O, 1+ dL(xi,xj)2 - dL(xi,xk)Q)) )

kyi#yk

Znaleni j — i znamend, Ze X; je cilovy soused prvku x; a
y; znadi tfidu prvku x;.

2) Neighborhood Component Analysis: Algoritmus Nei-
ghborhood Component Analysis (NCA) [3] byl specidlné
navrzen pro zlepSeni klasifikace KNN a miZeme ho definovat
nasledovné.

Necht p;; je pravdépodobnost, Ze prvek x; je souse-

dem prvku x; patifctho do stejné tiidy jako x;. Tato
pravdépodobnost je definovana jako:
exp(—||Lx; — Lx,||3

(-l B o

Pij = )
Y Y exp(—|[Lx; — Lxg|[3)
Cilem NCA je najit matici L kterd maximalizuje soucet
pravdépodobnosti p;:

arg max Z Z Pij (6)

1=0 j:j#i,y;=Y:
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K vyfeSeni tohoto optimaliza¢niho problému se pouZziva
zndmy gradient ascent algoritmus. Poznamenejme, Ze al-
goritmy LMNN a NCA nevytvifeji zaddné predpoklady o
rozdéleni tfid.

3) Metric Learning for Kernel Regression: Algoritmus
Metric Learning for Kernel Regression (MLKR) [4] se
zaméfuje na nalezeni Mahalanobisovy matice, kterd minima-
lizuje ndsledujici ztratovou funkei £ = > ,(y; — 9;)® nad
tréninkovymi prvky, kde prediktivni tfida ¢; je odvozena z
jadrové regrese vypoltem vazeného pruméru tréninkovych
prvku:

Lo Zj;éi y; K (x4, %)
Y Zj;ﬁiK(xi’Xj)

MLKR lze pouZit na mnoho typi funkef jadra K (x;,x;) a
vzdélenostnich metrik d(x,y).

Zminéné algoritmy uceni vzdélenosti 1ze pouZit pro redukci
dimenze vektoru pffznakti. Kdyz vezmeme v dvahu matici L €
RI¥*" kde d < n, pak dimenze transformovaného vektoru
x’ = Lx je sniZena z n na d.

)

III. POPIS NAVRHOVANEHO RESENT

V této kapitole predstavime zdkladni kroky navrhovaného
postupu pro aplikaci DML algoritmd na problém klasifikace
malware do rodin. Prostor transformovany pomoci DML me-
tod ma oproti pivodnimu prostoru navic tu vlastnost, Ze prvky
ze stejné tiidy jsou k sebe bliZ a zdroven dal od prvki z odlisné
ttidy. Navrhovany postup se skladd z nasledujicich ¢asti:

1) Z bindrnich soubort extrahujeme pfiznaky, které
predzpracujeme do podoby vhodné pro algoritmy stro-
jového ucend.

2) Vybereme n nejrelevantnéjSich piiznakt pomoci algo-
ritmu pro vyber piiznaku.

3) Na trénovaci sadé natrénujeme
vzdalenost pomoci DML algoritmu.

4) Pomoci rovnice (3) transformujeme plvodni prostor
pfiznakd do nového prostoru pfiznakil s dimenzi d < n.

5) Na novy prostor pfiznakl aplikujeme state-of-the-art
algoritmy strojového uceni, které nakonec vyhodnotime
na testovaci sad¢.

wevs

Mahalanobisovu

kapitole IV-C. Body 3) a 4) jsou stru¢né diskutovdny v kapitole
II-B. Nakonec podrobnosti k bodu 5) najdeme v kapitole IV-E.

IV. EXPERIMENTALN{ CAST

V této kapitole predstavime dataset, pouZité metriky pro
vyhodnoceni, vybér pfiznakd a nakonec vysledky jednotlivych
experimentd.

A. Dataset

NasSe experimenty jsou zaloZeny na datové sadé obsahujici
14 000 vzorkid sestdvajicich z benignich soubord a ze 6
malwarovych rodin. Datova sada je dobfe vyvadZzena, protoze
kazda ze 6 rodin malwaru ma stejnou velikost, tj. 2 000 vzorkd,
a poCet benignich soubori je také 2 000. Skodlivé programy
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byly ziskdny z online dlozi§té VirusShare' obsahujici riizné
malwarové rodiny. Benigni soubory byly ziskdny z univer-
zitnich pocéitaca.

V naSich experimentech jsme pouZili nasledujicich Sest
prevalentnich malwarovych rodin:

v

Allaple - polymorfni sitovy &erv, ktery se $ifi do dalsich
pocitact a provadi DoS (Denial-of-Service) dtoky.

Skeeyah - trojsky kun, ktery pronikd do systému a krade
osobni udaje a priddva infikovany pocita¢ do botnetu.

Virlock - ransomware, ktery uzamkne pocita¢ obéti a
poZaduje platbu za jeho odemceni.

Virut - virus s funkci backdoor, ktery operuje pies
komunikac¢ni protokol zaloZeny na IRC.

Vundo - trojsky kun, ktery zobrazuje vyskakovaci reklamy

a také vklada JavaScript do HTML stranek.

- je trojsky kun, ktery krade konfigura¢ni soubory,

prihlasovaci tdaje a bankovni ddaje.

Zbot

B. Metriky pro vyhodnoceni

V této Casti uvadime metriky, které jsme pouzili k méfeni
piesnosti klasifikaénich modeld. V bindrnim klasifikaénim
problému se pouZivaji nésledujici klasické veli¢iny: True
Positive (TP) ptedstavuje pocet Skodlivych vzorkd klasifiko-
vanych jako malware, True Negative (TN) predstavuje pocet
benignich vzorkd klasifikovanych jako benigni, False Positive
(FP) piedstavuje pocet benignich vzorki klasifikovanych jako
malware, False Negative (FN) predstavuje pocet Skodlivych
vzorki klasifikovanych jako benigni.

Uspé&$nost binarnich klasifikdtord uvaZovanych v nasich
experimentech se méfi pomoci tii standardnich metrik. Nej-
intuitivnéjsi a béziné pouzivanou hodnotici metrikou je chy-
bovost (error rate - ERR) definovdna na dané testovaci sadé
jako procento nespravné klasifikovanych vzorka. Alternativou
pro chybovost je pfesnost definovand jako 1—ERR. Dalsimi
metrikami jsou presnost (precision) a recall:

TP
TP + FP’

TP
recall = —— (8)

precision = TP - TN

Pfesnost uddvd pravdépodobnost, Ze vzorek oznaCeny
jako malware, je skuten€ Skodlivy. Recall odpovidd
pravdépodobnosti, Ze Skodlivy soubor bude klasifikdtorem
detekovén.

Protoze vSechny tfidy maji stejny pocet vzorkd, pro kla-
sifikaci vice tfid pouzivame zprtimérované verze chybo-
vosti, pfesnosti a recallu. Primérnd chybovost je definovana
nasledovné:

1
(aVerage) ERR = N Z ]-classpred # classyye (9)
i<N

kde N je velikost testovaci datové sady a 1 je charakte-
ristickd funkce. Primérnd presnost, resp. praimérny recall je
definovdn jako primérnd vyslednd pfesnost, resp. primérny
vysledny recall pres vSechny tfidy.

Uhttp://virusshare.com/
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C. Vybér priznakii

Pfiznaky pouZité v naSich experimentech byly extrahovany
z Portable Executable (PE) souborového formdtu®, coZ je
format pro spustitelné soubory, DLL knihovny a dalsi sou-
bory pouzivané v 32 a 64 bitovych verzich operacniho
systtmu Windows. PE forméat je nejpouzivanéjSim sou-
borovym formdtem pro malware na platformach stolnich
pocitaci. K extrahovéni pfiznaki ze souborti v PE formétu
jsme pouzili Python modul pefile®. Tento modul extrahuje
vSechny atributy do objektu, ze kterého jsou snadno piistupné.
Extrahovali jsme 358 numerickych pfiznakd, pfi¢emz dimenze
je tak vysokd, protoze pro kazdou sekci a pro kazdy typ
charakteristiky (tj. booleovské pole) povazujeme kazdou kom-
ponentu pole za jeden piiznak.

Pred  pouzitim metod  vybéru  pfiznaki  byly
vSechny pfiznaky normalizovany pomoci procedury
preprocessing.normalize z knihovny Scikit-learn*.
Poté jsme pouzili $est metod vybéru piiznakd importovanych
také z knihovny Scikit-learn. Klasifikator k-nejblizsich
sousedl aplikovdn na prostor priznakd redukovany pomoci
metody RFE Logistic Regression dosahl nejnizsi chybovost
4.13 % pro 25 vybranych piiznakt. Zkratka RFE oznacuje
Recursive Feature Elimination, kterd je implementovana
v feature_selection.RFE také z knihovny Scikit-
learn. Poznamenejme, Ze klasifikator k-nejbliz§ich sousedu
aplikovan na plvodni prostor (t.j. s 385 priznaky) dosahl
chybovost 4.31%.

D. Reprezentace malwarovych rodin ve dvou dimenzich

Dvourozmérnd reprezentace vektorti pfiznakli ndm
umoziuje zobrazit malwarové rodiny jako body v roviné.
Sest prevalentnich malwarovych rodin a benigni soubory
jsou znazornény na obr. 1. Z kazdé z téchto tfid bylo
ndhodné vybrano sto vzorki. PGvodni prostor pfiznaku byl
transformovdn pomoci metody analyzy hlavnich komponent
(Principal component analysis - PCA) do dvou dimenzi.

Zhttps://docs.microsoft.com/en-us/windows/win32/debug/pe-format
3https://github.com/erocarrera/pefile
“https://scikit-learn.org

0.6

0.4

0.2

0.0

Principal Component 2

—0.2

—o0.a

0.4 “o0.2 o6 os

oo oz oa
Principal Component 1

Obrazek 1. Reprezentace datové sady redukované pomoci metody PCA do
dvou dimenzi.
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Tabulka 1
KLASIFIKACNI VYSLEDKY PRO DIMENZI d = 2 ALGORITMU STROJOVEHO UCEN{ PRO NETRANSFORMOVANY (TJ. ORIGINAL) PROSTOR PRIZNAKU A PRO
PROSTORY PRIZNAKU TRANSFORMOVANE POMOC{ DML ALGORITMU (T.J. LMNN, NCA, MLKR).

# dimenzi 2 Average precision [%] Average recall [%]

Algoritmus KNN LR NB DT RF MLP KNN LR NB DT RF MLP

original 83.81 | 3743 | 47.05 | 83.18 | 84.06 | 65.19 83.83 | 42.94 46.8 83.35 | 84.04 | 66.62

LMNN 85.63 | 45.23 | 49.29 | 84.23 | 86.45 | 74.33 85.82 | 51.97 | 49.50 | 84.39 | 86.41 | 75.63

NCA 85.90 | 25.03 | 58.65 | 84.36 | 86.54 | 64.56 85.87 | 40.39 | 51.13 | 84.57 | 86.41 | 58.19

MLKR 85.39 | 46.59 | 43.74 | 84.76 | 86.43 | 73.63 85.58 | 52.58 | 43.94 | 84.98 | 86.21 | 71.82
Tabulka II

KLASIFIKACN] VYSLEDKY PRO DIMENZI d = 25 ALGORITMU STROJOVEHO UCEN{ PRO NETRANSFORMOVANY (TJ. ORIGINAL) PROSTOR PR{ZNAKU A PRO
PROSTORY PRIZNAKU TRANSFORMOVANE POMOCI DML ALGORITMU (T.J. LMNN, NCA, MLKR).

# dimenzi 25 Average precision [%] Average recall [%]

Algoritmus KNN LR NB DT RF MLP KNN LR NB DT RF MLP
original 96.15 | 86.38 | 8298 | 94.76 | 96.44 | 96.22 || 96.14 | 86.17 | 77.79 | 94.78 | 96.41 | 96.17
LMNN 96.77 | 89.55 | 82.02 | 95.20 | 97.05 | 96.39 || 96.78 | 89.27 | 81.03 | 95.20 | 97.00 | 96.35
NCA 96.45 | 90.78 | 78.08 | 94.87 | 96.76 | 95.11 || 96.46 | 90.60 | 75.02 | 94.86 | 96.72 | 95.07
MLKR 97.04 | 87.94 | 77.96 | 95.15 | 97.05 | 96.50 || 97.04 | 88.12 | 75.41 | 95.13 | 97.02 | 96.49

E. Transformace prostoru piiznakii pomoci DML V. ZAVER

V nasledujicim experimentu jsme natrénovali 3 DML me-
tody popsané v kapitole II-B. Vystupem z kazdé DML metody
je pozitivné semidefinitni matice M, kterou jsme rozloZili na
sou¢in M = LTL. Matici L jsme pak pouzili v linedrni
projekci, kterou jsme definovali v rovnici (3), pro transfor-
maci pivodniho prostoru pfiznaki (po vybéru relevantnich
pfiznaku, tj. s dimenzi n = 25) do nového prostoru pfiznaki
s dimenzi d < n.

Na ptivodni prostor pfiznaki a na tfi prostory transformo-
vané (kazdy zv14st) pomoci LMNN, NCA a MLKR jsme apli-
kovali nésledujici state-of-the-art algoritmy strojového uceni:
k-nejblizsich sousedd (k = 1), logisticka regrese, (Gaussian)
Naive Bayes, ndhodny les (pocet stromu je 100), a vicevrstvy
perceptron (2 skryté vrstvy, maximdlni pocet iteraci = 300,
aktivacni funkce = ’relu’, feSeni pro optimalizaci = adam’).
Implementace algoritmi strojového uceni, DML algoritmu
a klasifikacnich metrik vychdzela z knihovny Scikit-learn.
Pokud neni uvedeno, hyperparametry klasifikatori a DML
metod byly nastaveny na jejich vychozi hodnoty, jak jsou
uvedeny v knihovné Scikit-learn.

Klasifika¢ni vysledky algoritmi strojového uceni pro ne-
transformovany prostor pfiznaku a pro prostory pfiznaku trans-
formované pomoci DML algoritmt jsou uvedeny v tabulce I
pro dimenzi d = 2 (vybér ptiznakt se vykonal pomoci metody
RFE Logistic Regression) a také pro porovnani v tabulce II pro
optimdlni dimenzi d = 25. Z naméfenych vysledki vidime,
Ze pomoci transformaci prostoru pfiznakd je mozné pro
nékteré algoritmy strojového uéeni zvysit primérnou piesnost
i prumérny recall. Vysledky z tabulky I také indikuji, Ze
nékteré algoritmy strojového uceni dosahuji pomérné vysoké
prumérné piesnosti a recally i pro dvoudimenzionalni vektory
piiznaku.
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NaSe prace se zaméfuje na problém klasifikace vice tfid,
kde kaZd4 rodina malwaru a benigni soubory maji svou vlastni
tiidu. Aplikovali jsme tfi algoritmy pro nauceni Mahalanobi-
sovy vzdélenosti za uicelem zlepSeni vykonnosti klasifikace
prvki z datové sady obsahujici Sest prevalentnich malwa-
rovych rodin a benigni soubory. Vysledky klasifikace ukazuji,
7e nékteré algoritmy strojového uceni dosahuji lepsi vysledky
na prostore priznaki transformovaném pomoci DML metod
nez na pivodnim prostoru. Nékteré algoritmy strojového uceni
dosahli prekvapivé dobrych klasifikaénich vysledkti i pro
dvoudimenzionélni vektory pfiznakd.

Za predpokladu, Ze soubory patiici do stejné rodiny maji
podobné chovani, které je zachyceno podobnostni metrikou
neboli vzdilenosti mezi vektory pfiznaku, tak klasifikace
do malwarovych rodin mize pomoci urychlit dal$i analyzu
malware. V budouci prici by mohly byt pouZzity dalsi typy
pfiznakd, jako jsou bajtové sekvence nebo API a systémova
voléni, které by pifipadné mohli zlepsit vysledky klasifikace.
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Abstract—With the increasing number of devices connected
to the Internet of Things a scalable solutions are required. One
of the most promising technology for wide-area IoT networks is
LoRa. It enables transmission over long distances with minimum
power consumption. However, the current solution for network
optimization, adaptive data rate, is only able to set the configura-
tion for the stationary environment, where the conditions in the
network do not change very frequently. Adaptive data rate is also
not able to deal with mobile nodes, which results in a high number
of collisions, thus leading to higher power consumption. Some of
the devices have only a very limited power supply and needs
to prolong the battery lifetime as much as possible. The latest
research has shown that using reinforcement learning techniques,
especially algorithms for a multi-armed bandit problem, leads to
a better power efficiency and higher packet delivery ratio. In this
paper, we briefly introduce energy-wise LoRa@FIIT protocol, list
and briefly describe the different algorithms for communication
parameters selection and propose a network testbed for the
performance evaluation of Thompson Sampling.

Keywords—ILLoRa, LoRa@FIIT, IoT, Low Power, Multi-Armed
Bandit, Reinforcement Learning

I. INTRODUCTION

Dictionary of computing defines scalability as a term on
how well a solution would sustain even when the problem
increases [1]. In the terms of Internet of Things (IoT), it is
equivalent to how well would devices be able to transmit and
receive messages even when their numbers increase rapidly.

This issue is addressed mainly by the simultaneous exis-
tence of heterogenous devices that use different technologies
[2], but also similar physical layer frequencies. This results
in inter-technology interference [3], and incapability of many
protocols (usage of pure ALOHA-based solutions) to listen
before transmission [4], [5].

Another issue is a usage of the license-free Industrial
Scientific and Medical (ISM) band, which is jammed by
many technologies. Two leading low-power wide area network
(LPWAN) technologies (LoRa and Sigfox) use the ISM band
for communication [6]. This only contributes to higher inter-
ference and increases a probability of a packet collision or a
channel congestion.

Appropriate tools for the simulation of the physical layer
properties are also missing [7], [8]. However, there has been
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some successful attempts to implement them [9], [10], [11].
They are considered essential building blocks in the deploy-
ment of LPWAN networks and a mandatory tool for further
research in the field of effective communication and a rapid
growth of a number of end devices.

To improve performance, we need to reduce collisions
between sent messages, increase the packet delivery ratio
(PDR), and ensure that a combination of parameters selection
is battery efficient [12]. There can be a situation with a
minimal number of collisions and high PDR. However, in
the same situation, communication parameters are set to the
highest possible values, leading to the battery being drained
earlier than expected. In some cases, there is no or limited
possibility to recharge the battery, e.g., a sensor is put into an
asphalt layer [13].

Effective communication parameters selection does not only
refer to transmission in everyday environment with few de-
vices. It is crucial to prepare IoT net-works for rapid increase
of connected devices. Semtech, the creator of LoRa, estimates
that around 1.6 billion LPWAN devices will be connected in
2026 [14]. It means, we need to evaluate the performance of
end devices in a harsh and dense environment, where a risk
of collision is increased on purpose.

A node-based machine learning (ML) approach can poten-
tially help to both mitigate collisions and save battery power
[7], [15] by using a more effective process of communication
parameters selection with only a limited knowledge of the
ever-changing environment [8], [16].

The rest of the paper is organized in the following way.
Section 2 summarizes the recent research in the field of
optimization of LoRa networks using ML algorithms. Section
3 introduces LoRa and LoRa@FIIT essentials focusing on the
communication parameters. It further analyzes the different
multi-armed bandit algorithms than can aid in mitigating
collisions from the perspective of utilization in LoRa tech-
nology. Section 4 proposes a network testbed to evaluate a
performance of Thompson Sampling algorithm in a switching
environment.
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II. RELATED WORKS

One of the current challenges of the deployment of LoRa
networks in densely populated urban areas with tall buildings
and brick walls is to mitigate collisions. There has been a
much research made in this field during the past years [2],
[5], [17]. The researchers were focusing on several different
aspects like an efficient communication parameters selection
[71, [18], [19], [20], [21], designing an energy-wise solution
[22], [23], [24], and mitigating or predicting collisions [3], [4],
[25], [26], [27].

A field of ML called a reinforcement learning (RL) has
been found helpful in process of selecting communication
parameters. Even in a dynamic environment where nodes
connects to the network and disconnects from it very often
[7], [18]. RL is an area where a decision has to be made
between an exploration and exploitation with only a limited
knowledge of the situation [28].

To simplify evaluation of various RL algorithms in Lo-
RaWAN networks, the LoRa-MAB simulator was developed.
It helped to show that the distributed learning outperforms
simple heuristics in terms of network throughput [19]. The
work [18] showed that even algorithms that do not take a
switching environment into account, namely upper confidence
bound (UCB) and Thompson sampling (TS), achieve near
optimal performance even in non-stationary settings. Every RL
algorithms proves to be more energy efficient [7] mainly due
to a collision reduction and possibility to adapt to network
changes.

A lot of research has been conducted in the recent years con-
sidering an optimization of LoRa technology and especially
LoRaWAN protocol. However, there are only a few papers
addressing a utilization of RL algorithms considering devices
that are constantly on the move and thus enforcing a switching
environment.

There is almost no paper considering a ML approach
with other than LoRaWAN protocol. We proposed our own
architecture to simulate a LoRa network and focus on the
performance of LoRa@FIIT protocol, which was designed to
be more energy-wise than LoRaWAN [29] and can become a
promising solution for certain industry use cases, e.g., a quality
of service is required.

A. LoRa and LoRa@FIIT

LoRa is a physical layer modulation, also called LoRa PHY.
It is a low-power wide area network (LPWAN) technology.
It is very popular for battery-constrained devices due to its
long-range communication, low power consumption and low
deployment cost. It operates in the license-free ISM band [6],
[30]. Transmitting in this band is free of charge but it has
major regulations. In LoRa, each device can only occupy the
medium only for certain time. This time is called a duty cycle
(DC) and is set depending on the frequency. In Europe, it is
usually 1% of hour, which means a device can only transmit 36
s withing one hour. The DC is refreshed after each hour [30].
The performance of LoRa networks depends on the setting of
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each device. These settings can be dynamically adjusted and
are called communication parameters (CP) [30], [31]:

1) Carrier Frequency (CF) is also called a communication
channel. When two devices use the same frequency
at the same time, a collision occurs. There are also
exceptions. When a capture effect (CE) is present [9]
a message with higher (+ 6 dB) signal-to-noise ratio
(SNR) value can be successfully retrieved [10]. Fre-
quency is expressed in MHz and in Europe uses radio
bands near 868 MHz [30].

2) Transmission Power (TP) has an impact on a battery
lifetime. When an access point receives low-quality
signal (below certain threshold), a node should increase
its TP. TP is expressed in dBm and can vary from -
4 dBm to 20 dBm [17]. In the current implementation
of network server, it can only be updated in 1 dBm steps
[32].

3) Spreading Factor (SF) has the most significant impact
on communication efficiency. Lower SF value decreases
communication range and time required to transfer mes-
sage to the receiver (Time on Air, ToA), thus draining
less battery power and decreasing a risk of collision, as
the medium is occupied only for a short time interval.
Higher SF value increases distance, a message can reach
with lower SF values, and significantly (twice, by single
level SF increment) increases ToA, thus draining more
battery power [6], [10].

4) Coding Rate (CR) expresses a number of redundant
bits in LoRa messages. Possible values are 4/5, 4/6, 4/7
and 4/8. When CR is set to 4/5 a 4-bits are encoded
with 5 bits allowing communication to endure a short
interference during transmission [30], [31]. A procedure
of possible short interference recovery is called Forward
Error Correction (FEC). The value of 4/5 is the only
possible choice in current LoRa@FIIT implementation
[33]. However, it can be dynamically changed by making
minor changes to the network server [32].

5) Bandwidth (BW) sets up a frequency width (expressed
in kHz) for communication channel [29]. LoRa can
operate with 125 kHz, 250 kHz, or 500 kHz bandwidth.
Higher bandwidth values indicate higher data rates, but
lower receiver sensitivity. If not explicitly written, a
125 kHz BW is assumed to be used in the whole paper.

LoRa@FIIT is a Media Access Control (MAC) layer pro-
tocol designed to overcome drawbacks of LoRaWAN. It
uses Corrected Block Tiny Encryption Algorithm (XXTEA)
specifically designed for embedded devices with low memory
and computational power [34]. It has a built-in quality of
service (QoS) mechanism and supports three different ac-
knowledgement types (no, optional, or mandatory ack). It
requires significantly lower (42%) overhead for sending 1 B
of data compared to LoRaWAN. However, it does not support
roaming, so the owner of the network must be the same as the
owner of the end devices [29].

LoRa@FIIT network architecture is derived from Lo-
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Fig. 1: Typical LoRa@FIIT network architecture derived from
LoRaWAN architecture [35]

RaWAN architecture and illustrated in Fig. 1. LoRaWAN
is another MAC layer protocol, widely deployed in LoRa
networks and maintained by the LoRa Alliance [35], [36],
[37], [38]. LoRa@FIIT networks consist of several types of
devices:

1) End node (EN) is usually a battery-constrained device
with limited computational power and memory. It is de-
signed to measure a certain characteristic of an environ-
ment, e.g., air quality, humidity, or atmospheric pressure,
and send the measured data via LoRa technology to
nearest access points.

2) Access point (AP) receives LoRa packets from end
nodes, extracts the content of the messages and sends
it to the network server in a JSON format using Secure
TCP for IoT (STIoT) [29].

3) Network server (NS) is a central decision-making
point of LoRa@FIIT networks. It stores information
about device duty cycle and manages communication
parameter selection (SF and TP). It processes data from
APs and manages end nodes’ communication parameters
selection process based on previous RSSI and SNR
values.

4) Application server (AS) displays a collected data from
the end nodes to the customers.

LoRa@FIIT introduces several message types that can be
processed differently by network components. Message types
are listed below:

1) Data messages carry an application payload with mea-
sured data.

2) Emergency messages are sent when critical conditions
are measured or the level of the observed characteristics
is below or above the acceptable value, e.g., water level
too high or a blood oxygen saturation is too low.

3) Registration messages are sent when a device wants to
join an existing network. They carry a Diffie-Hellman
keys to derive a shared secret.

4) Hello messages are used as a keepalive mechanism and
require an acknowledgement from the network server
[29].
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The current implementation of LoORaWAN or LoRa@FIIT
both uses adaptive data rate algorithm (ADRA) to configure
the proper communication parameters on the ENs. CPs are
calculated on a network server and distributed to end devices.

The difference between best and worst CP selection combi-
nation can lead to 47% battery-life loss due to non-optimal
decision making process or lack of information from the
network server [15]. The study shows that CP selection is not
only crucial for further development, but it is also mandatory
to provide long battery-life, in term of several month to years.

B. Multi-Armed Bandit Algorithms

Problem of selecting appropriate communication parameters
can be compared to a problem of choosing a right arm with an
unknown reward with goal of getting the largest cumulative
reward [39]. A bandit, which is pulling arms, is not provided
with the reward values and thus is forced to try different arms
(exploration) or pull the exact same arm that gave him the
largest discovered reward multiple times (exploitation). This
problem is called a multi-armed bandit problem (MABP).
Algorithms developed to cope with a MABP are called multi-
armed bandit algorithms (MABA) [18].

MABAs are the part of a reinforcement learning, a field
of machine learning. MABAs have been used to mitigate
collisions and make the nodes more independent from network
server in various network simulations [7], [8], [18], [40].

In a traditional MABP, we are given several slot machines,
also called bandits, with the goal to minimize the cumulative
regret [41] with no prior knowledge of which machine pro-
duces the highest reward. Depending on the characteristics,
we differentiate between several environments [18]:

1) Stationary environment where rewards do not change
in time. Once an optimal strategy is discovered, the low
cumulative regret is achieved. However, this setup is
very unrealistic in a dynamic environment of IoT.

2) Non-stationary (dynamic) environment where rewards
do not change in time. A change point detection mecha-
nism is required, to signal nodes switching to a different
environment (change of rewards).

3) Adversarial environment where rewards are set by
an adversary and change when a new adversary is
introduced. It is similar to the dynamic rewards but relies
on adversary rather than a change point detection.

1) Stationary Multi-Armed Bandit Algorithms.: These al-
gorithms are designed to deal with a MABP when rewards
do not change in time. They are usually easy to implement as
there are no additional requirements, only a reward calculation
and pick-up of arm.

a) Upper Confidence Bound (UCB).: Defines a confi-
dence level for each arm. It is naive and greedy approach
and depends heavily on the first draw [18]. This algorithm is
designed for stationary environments. It proves to be the worst
algorithm in non-stationary environment, based on the results
from mathematical simulations [7]. The cumulative regret also
tends to rise with larger number of trials [39].
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Require: «, 3 shape parameters from Beta distribution
Sj=0, Fj=0
for t=1, ..., T do
for j=1, ..., N do
Draw arm; according to Beta(S; + «, F; + )
end for
Select param; = argmaz;0; and get the reward r
if » = 0 then

Iy =rF+1
else
S;=8;+1
end if
end for

Fig. 2: Pseudocode for Thompson Sampling

A reward for each arm (combination of communication
parameters) is computed based on the following formula:

21In(n)

n;

In the formula above, 1; represents the current (n*" round)
average reward returned from arm ¢, n represents the number
of rounds (trials for any arm) so far and n; represents number
of pulls for arm ¢, e.g., how many times has the combination
of communication parameters been selected.

Confidence bound is used as a mean to deal with an
exploration versus exploitation dilemma. If multiple arms have
the same reward, which is considered an initial state of the
network, an arm with a higher confidence bound is drawn.
After each draw, the confidence bound is decreased, and the
previously unexplored arms are preferred [18]. This strategy
follows an optimistic approach in the favor of the uncertainty.

b) Thompson Sampling (TS).: It is a probability matching
algorithm [42] that chooses an arm based on the shape
parameters: « (successful attempts) and S (failed attempts).
It uses Bayesian tools, assuming a prior distribution of each
arm [39]. Unlike UCB, this is a sampling based probabilistic
approach and proved to achieve smaller cumulative regret than
UCB [7], [16], [42].

The TS was designed to deal with a Bernoulli bandit
problem where a reward is set to 1 or 0 [39]. Instead of
a greedy approach, where a sub-optimal solution is usually
found because the algorithm sticks to a local maximum, it uses
an theta parameter. This parameter forces selection of a locally
sub-optimal solution, which can lead to a globally optimal
solution. The fundamentals of a TS algorithm are presented in
Fig. 2 [39]:

In the above-mention algorithm, S; and F); represent a
number of successful draws (a packet was delivered) and
failures (a packet was lost), respectively. 7" is the number of
total trials and N represents a number of arms (communication
parameters combination) to choose between. 6; is an array
of rewards for each arm [39], which is unknown to the end
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node. param; represents arms (combination of SF and TP).
Furthermore, a Beta distribution is used to model the mean of
each arm. It is considered a standard practice [39].

A search space also has an important role. When it is very
expansive, a TS is trying to prove a single option to be more
efficient and pulls it several times. On the other hand, UCB
uses an optimistic approach and is willing to take a quick but
uncertain win option without further investigation.

2) Non-stationary Multi-Armed Bandit Algorithms.: In the
non-stationary environment rewards change in time. This is
more realistic environment than a stationary one, as it consid-
ers the change in the environment, also called a switching. The
process of identifying a switching environment is also called
a change point detection. We differentiate between two types
of switches [7]:

1) Global switching where all the rewards are changed.
This indicates a change in the environment, e.g., a
mobile node moves from one area to another one, where
network conditions are different.

2) Per-arm switching where only a reward for single arm
has changed. It can indicate a congestion on a certain
channel (SF). A mechanism to notify all the affected
ENs is required [43].

a) Global Switching Thompson Sampling with Bayesian
Aggregation (STSBA).: Tt is a stochastic MABA. To the
authors’ best knowledge, it has not been evaluated in a real-
world environment yet. Only mathematical simulation that
take into account several physical modulation constraints were
performed, both for LoRa [7] and other wireless networks [16]
facing a similar problem. It proved to be the most efficient
from the stochastic algorithms, because its adaptability to non-
stationary settings and a fast change point detection using a
Bayesian aggregation [7].

It is a modified version of TS algorithm designed for non-
stationary settings and is combined with a Bayesian online
change point detector [42]. It is also an expert-based algorithm,
meaning, there is a TS procedure starting at time ¢. A Bayesian
aggregation (BA) is used on the most likely expert (according
to its weight) and then a TS is run to choose an arm. After
choosing an arm, weight for corresponding arm is updated [7].

In [7], [16] the researchers proved that a STSBA slightly
outperformed TS at the cost of higher processor utilization and
thus a higher energy consumption. TS performed similarly to
STSBA but requires less computational power, which has a
significant impact on battery-life for low-power devices.

UCB has also its switching alternative, called Sliding Win-
dow UCB (SWUCB). However, it was outperformed by TS
(stationary algorithm) and performs similarly to UCB [7], thus
we will not examine it closer in this paper.

3) Adversarial Multi-Armed Bandit Algorithms.: Exponen-
tial Weights for Exploration and Exploitation (EXP3) is
an adversarial MABA. It theoretically performs worse than
stochastic bandits (TS and UCB) [16]. However, it can achieve
similar results using any settings and thus providing similar
results for different environments. It can also handle non-
stationary settings [19], [7], which is essential for a real-world
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scenario with mobile nodes. EXP3.S is an enhanced version
of EXP3 algorithm and performs better than the original one
[22].

Disadvantage of these algorithms is the long conversion
time. For EXP3 up to 200 kHours and for EXP3.S up to
20 kHours. Each new node should be able to communicate
efficiently after conversion time [10]. Therefore, an improved
solution is required to shorten the time, as it is not sufficient
in dynamic and harsh network environment of license-free
LPWANS.

4) Performance of Multi-Armed Bandit Algorithms.: The
experiments showed that an ADRA was outperformed by
MABAs, both in terms of an energy consumption and PDR.
The energy consumption for a single communication parame-
ter selection is lower in ADRA, as no additional overhead is
required. However, the overall energy consumption is usually
higher due to the node not being able to change CPs without a
network server. In MABAs, an overhead is required for a CP
selection, but an overall energy consumption can be lower due
to an ability to choose alternative CPs without the interception
from the network server.

When it comes to a comparison of MABAs, adversarial
bandits (EXP3 and EXP3.S) are generally outperformed by
the stochastic bandits [7], [16]. This is true especially when
mobile nodes are introduced [7]. The stationary bandits (TS
and UCB) are outperformed by the switching environment
bandit (STSBA, SWUCB). The switching bandits are the most
difficult to implement and tune properly, so an additional
research in this field is also required.

The experiments also showed that the results of TS, a sta-
tionary bandit algorithm, are similar to its switching alternative
[7]. This is quite surprising because a TS was not designed for
a switching environment [39]. The lowest energy consumption
was achieved with UCB and SWUCB. The lowest packet loss
and overall total cost compared to ADRA has a STSBA, which
is an improved version of TS for switching environments,
modified by the researchers in [7]. ADRA naturally has the
worst performance in examined scenarios [7], [11].

III. THE PROPOSED NETWORK TESTBED

One of the most important aspects before a network is
deployed are the performance metrics and ability to perform
well even in a harsh real-world environment with densely
located nodes and dynamic environment.

To simplify an assertion of different algorithms, we propose
our own architecture, illustrated in Fig. 3. We have developed
a simple STIoT (protocol for communication between APs
and NS) packet generator [36] that simulates an operation of
a single AP. This single-AP simulator connects to a deployed
remote NS as would be the case in a real-world scenario.

In the simulator, ENs do have their own configuration set-
tings. However, LoRa physical properties are only calculated
based on the rules described in the following subsection. As
each EN support a communication parameter selection using
TS and UCB (bandit algorithms), it is called a bandit node
(BN). This term helps to differentiate the traditional ENs, that

31

—> Data Flow

Fig. 3: Network testbed architecture consisting of several ENs,
simulated AP and real NS

Bandit
Node #1

. STloT
Simulated Real-world
) Access Point Network Server
Bandit
Node #3

Bandit
Node #100

depend on the decision from NS, from the proposed BN,
which use MABAs.

A. Rules for the STloT Packet Generator

The experiments will be performed using our own STIoT
packet generator [44] and a real LoRa network server [32].
As the results of TS are very promising for mobile nodes,
despite being primarily developed for a stationary setting, we
will focus on implementing TS in our generator and simulate
the process of up to 100 ENs connected to a single AP. Despite
being evaluated only using simulations, some aspects from a
real-world scenario were also implemented in the simulator
and are listed below [44]:

1) Rules for collisions and packet loss. There are several
types, which we refer to as a collision.

a) A frame is transmitted on the same SF as another
frame at the same time or their receiving times
overlap with each other.

b) When a RSSI value is below the receiver’s sensi-
tivity, it is discarded and considered a collision.
¢) SNR value is randomly generated. If it is between
certain threshold, it is considered unreadable (too
much interference), cannot be demodulated and is

discarded.

2) Movement of the end nodes. Every second, each of the
nodes is moving on the square area of 100 km?. The
signal is weakened by the free-space path loss (FSL)
formula presented below. C'F' is a frequency in Hz and
D is a distance in km. When we use Hz and km as units,
C becomes close to 32.5:

FSL=C+20x1logCF + 20 x log D 2)

The directions for horizontal and vertical movements are
randomly chosen at the beginning of the experiments
and can only be positive or negative. The direction
is changed every time a device is getting close to a
wall at the edge of the area. Every second, a 0-1 m
movement of node can be made in both horizontal
and vertical direction, resulting in 8 directions in total.
This mechanism was design to force a frequent (but
predictable) change of CPs in the environment.
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Fig. 4: LoRa access point is placed in the center of the
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3) Placement of the nodes. Each EN is placed randomly
on the [x, y] coordinates following a uniform distribu-
tion. Only a single AP can be found within the area and
it is placed in its center at coordinates [S000, 5000].
Distances are calculated in meters. The placement and
the movement of the nodes around AP is presented in
Fig. 4.

Communication parameters. Only SF and TP values
can be updated by ENs or NS. Other values are fixed
(presented in Table ??) during the experiments to sim-
plify the process, as we focus mainly on the comparison
of UCB and TS. The other parameters are CR, BW, and
FREQ, which are set to 4/5, 125 kHz, and 866 MHz
respectively.

Transmissions. After sending an uplink message, two
receiving windows are subsequently opened. However,
only if the message type was set to emergency, a device
is waiting for an acknowledgement. Otherwise, it is
considered lost and is retransmitted.

Retransmissions. After three unsuccessful attempts to
transmit an important (emergency or registration) mes-
sage, a device enters a sleep mode. If a message does
not require an acknowledgement, a retransmission does
not occur. When an important data is being transmitted,
a message can be retransmitted till the acknowledgement
is received or it is considered lost.

Received Signal Strength Indicator (RSSI) is calcu-
lated based on the following formula, where T Prx is
a TP of EN, Grx is a transmitter antenna gain, F'SL
is a free space loss and Grx is an antenna gain of the
receiver.

4)

5)

6)

7

RSSI =TPrx +Grx — FSL+ Ggrx 3)

Cable loss at the transmitter and the receiver are both
negligible in the case of very short (6 cm) low-loss cable.
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8) Payload. Each packet contains a base64 encoded string
with information about its current position within the
simulation area. Those data are decoded and visualized
during the evaluation of the experiments.

Duty cycle restrictions. Only a few papers have consid-
ered a duty cycle constraint. Our simulator has a built-
in duty cycle management mechanism for each node. It
calculates Time on Air [33] for each packet and subtracts
this value from the actual duty-cycle. Time on Air (ToA)
is calculated using the following equations, where T’ is
the time required to send a single symbol and Ngy s is
number of symbols:

9)

ToA = TS X NSYM (4)
23F

Tg=>— 5

ST BW ©)

IV. GOALS OF THE THESIS

According to a state of the art and current challenges and
research areas, we propose the following goals of the thesis:

1) Scalable communication parameters selection. De-
centralized solution (semi-autonomous end nodes). All
nodes are able to select SF, TP and CF using a compu-
tational intelligence. The first step is to experiment only
with small set of parameters, preferrably only SF will
be considered. This decision-making process should be
implemented on both sides of network server and end
nodes.

Collision mitigation using a carrier sensing mech-
anism. To enhance learning process and mitigate col-
lisions, a preamble detection algorithm will be imple-
mented. This point only makes sense in scenarios when
nodes are placed in a close proximity to each other.
Simulators taking into account LoRa limitations and
energy restrictions. Usage of existing simulators to
create a tool for reliable scalability tests and energy con-
sumption evaluation of devices supporting LoRa@FIIT
protocol.

2)

3)

V. CONCLUSION

LoRa is an emerging technology that has potential for
LPWAN real-world deployment. However, it is not prepared
for the harsh network environment of smart cities where
hundreds of nodes are connected. Adaptive data rate does not
perform well with mobile nodes and as a result a number of
collisions in the net-work is rising, which is draining a limited
power supply of end nodes. We pro-pose replacing adaptive
data rate algorithm with multi-armed bandit alternatives to
be more effective both in terms of packet delivery (and
overall network reliability) and energy efficiency. We propose
a network architecture consisting of a real-world network
server and simulated access point with around one hundred
end nodes constantly on the move to evaluate simple, yet
promising Thompson Sampling algorithm. In the future, we
plan to add capture effect and inter-SF collision to make a
scenario closer to reality and test other multi-armed bandit
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algorithm, not only using a simulator but using a real hardware
and physical obstacles.
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