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 Session Tracking Mechanism

Review

— Client must be stored the value that transfer to server in each its request

« Error Handling

— Reporting Error: create the friendly Ul to user when the system’s errors occur.
— Logging Error: store the errors to the file to improve the application
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Gl e Objectives
« Security Mechanisms
— Authentication
— Authorization
— Data Integrity
— Confidentiality

* Deployment Descriptor Security Declarations
— The <security-constraint> element
— The <login-config> element
— The <security-role> element

« Authentication Types
— Basic Authentication
— Digest Authentication
— Form Authentication
— CLIENT-CERT Authentication
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2 Need of Securing Web Application
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Is accessed over a network such as Internet / Intranet
Access to confidential information by unauthorized users
Unauthorized use of resources

Heavy traffic

Malicious Code
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. There are 4 security mechanisms

— Authentication
 Ensures that the identity of the client is true
 Can be achieved through basic means (user IDs and password) vs. complex
means (digital certificates)
— Authorization (access to controlled resources)
 After the completion of authentication, permissions have to granted to the
user to perform all desired operations or resources. (Grant permissions to the
correct user)
— Data integrity
* |s the process of ensuring that any messages passed through a network have
not been tampered with in transit
— Confidentiality (data privacy)

« Goes on step further than data integrity by promising that the information in
a message Is available only to users authorized

 The encryption process is used
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I. Client makes request for secure resource. ﬁ
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Client private key Server private key
2. Server provides its public key./

3. Client provides its public key,
encrypted with the server’s public key.

Di

gital Signature

4, Server provides secure resource,

encrypted with the client’s public key.
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J2EE/JavaEE is applied JAAS

 Access Control List (ACL)

Permissions represent a right to access a particular resource or to perform some
action on an application.

An administrator usually protects resources by creating lists of users and groups
that have the permission to access a particular resource.

An ACL file is made up of entries, which contain a set of permissions for a
particular resource and a set of users who can access those resources

Ex: In Web Tomcat Server, it is a tomcat-users.xml file
When user request any resources from the server, the container uses ACL to
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J2EE/JavaEE is applied JAAS
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The <security-constraint> element

<security-constraint>
<web-resource-collection>
<description>description</description>
<web-resource-name>resourceName</web-resource-name>
<url-pattern>/resource</url-pattern>
<http-method>METHOD</http-method>
</web-resource-collection>
<auth-constraint>
<description>description</description>
<role-name>roleName</role-name>
</auth-constraint>

<user-data-constraint>
<description>description</description>

<transport-guarantee>NONE|INTEGRAL|CONFIDENTIAL</transport-
guarantee>

</user-data-constraint>

</security-constraint>
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The <security-constraint> element

» <security-constraint> Is used to associate resources and
HTTP methods with logical roles for

— Authorization
— Guaranteeing on resource security in transit
<web-resource-collection> defines the resources to be secured

e <auth-constraint> lists the named roles authorized to the resources
defined in the web resource collection. If it is not exits, all clients
can access the web resource without any permission

« <user-data-constraint> serves to define guarantees on the network
used to transmit resources to clients
— NONE: no guarantee (is equivalent to omitting)

— INTEGRAL.: the web server must be able to detect any tampering with HTTP
requests and responses for protected resources

— CONFIDENTAL.: the web server must be ensure the content of HTTP requests
and responses so that protected resources remain secret to all but authorized
parties
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The <security-constraint> element — Example

<ZeCcuUurity-constralint>
<display-name>Constraintl</display-name>

<webh-resource-collection>
<web-resource-namexAdminPage< /web-resource-name>
<descriptlion/>
<url-pattern:/adnin/*</url-pattern:>

< /web-rezource-collection>

<auth-constraint>
<descriptlion/>
<role-name>manager</role-name>
<jauth-constraint>

</securlity-constraints>
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The <security-constraint> element — Example

<Eecurity-constraints>
<display-name>Formauth</display-name>
<web-rezource-collection:

<web-resource-name>FormPesourced/web-resource-name>

<description/>

<url-patterns/*< url-pattern>
</web-resource-collections>

<auth-constraint>
<description/>
<role-name>manager</role-namex>
< /auth-constraint>

<user-data-constraints>

<dezcription/>

<transport-guarantee>CONFIDENTIAL< /transport-uarantees
</user-data-constraint>»
< fseCcurity-constralnt>
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ACL on Tomcat Server — Example

I:u:umn:at-users.:-:ml :-c]
ORI Rl R N AR

Q2

[l

O | - = | =@

=1 T o o W M

<?yml version='l.0' encoding='utf-8'?>

El<tomcat-users:>
“role rolename="manager" />
<role rolename="admin"/>
Luser username="khanhkt" password="trongkhanh"

<UEEL

fulllame="khanhkieu" roles="admin,manager"™/>

username="1de" password="EGUcHzalJ" roles

=""manager , admnin' />

- < tomcat-userss
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The <login-config> element

<login-config>
<auth-method>BASIC</auth-method>
<realm-name/>

</login-config>

<login-config>
<auth-method>FORM</auth-method>
<realm-name/>
<form-login-config>
<form-login-page>loginPage<form-login-page/>
<form-error-page>errorPage<form-error-page>
</form-login-config>
</login-config>

<login-config>
<auth-method>DIGEST|CLIENT-CERT</auth-method>
</login-config>
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The <login-config> element — Example

<@ecurity-constraint>
<dlisplay-name>Constraintl</display-name

<web-resource-collection:
<Wweb-rezsource-name>Basiciuthentication</web-resource-name>»
<description/>
<url-pattern:/*< /url-pattermn:-

</web-resource-collection:

<auth-constraints»
<description/>
<role-name>manager</role-name>

< /auth-constraints

</security-constraints

<login-config»
<auth-method>BASTIC< fauth-method>
<realm-name,/>

<flogin-confige
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The <login-config> element — Example

<Eecurlty-constraint>
<display-nane>Formiuth< /display-namne>
<web-resource-collections
<web-resource-name>FormFesourced /web-resource-name>
<description/>
<url-patterns/admin/*</url-pattern:
</web-resource-collections>
<auth-constraint>
<description/>
<role-name>manager</role-namex>
</Jauth-constraint>
</security-constraints>

<login-config>
<auth-method>FIEM< fauth-method>
<realm-name />
<form-login-config>
<form-login-page>/admnin/admin. Jjsp</form-login-page>
<form-error-page>x/fail.jsp</form-error-page>
</form-login-configs

</login-config>
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The <security-role> element

<security-role>
<description>description</description>
<role-name>roleName</role-name>
</security-role>

<security-role>
<description/>
<role-name>manager</role-name>
</fsecurity-role>
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Configuring Tomcat
Addition  the  username, password to  the
tomcat -USErs. xml file is located at

| tomcat-users, xml x

~ C:\Dgeuments andSenings\usesNames) getheansis oy

apaoh t@ﬂ%atseﬁs() 26 _base\conf\tomcat-users.xml|

20| wore: Cr\Wsers\userNamestpetbeansieO\ roie required
21 to operate the "/manager" web plication ou wish to use this app,
apacas —tomcat @912611.base\conf\t&m&aiwusersyxmlh,~ —_—
23
« Ext 2| -
25 NOTE : The sample user and role entries below are wrapped 1n a comment
26 and thus are ignored when reading this file., Do not forget to remove
27 <!.. ..> that surrounds themn.
28 ——
29 <role rolenawme="manager"/>
30 <role rolenawme="admin"/>
31 <role rolename="tomcat”/>
32 <role rolename="rolel"/>
33 <user username="tomcat” password="tomcat” roles="tomcat"/>
34 <user username="hoth"” password="tomcat” roles="tomcat,rolel”/>
35 <user username="rolel” passwvord="tomcat” roles="rolel"/>
36 |<user username="ide" password="UfnnZyCD" roles="wmanager,admin"/> |
37 <user usernawme="khanhkt" password="trongkhanh” roles="manager,admin"/>

38 - </tomcat-users>
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BASIC

The user sends request to access or request the web resource

The container uses ACL to authenticate the user permission when
the secure web resource Is accessed

The container response that contains the authentication request
attached in header response

Depending the response header, the browse is triggered to show a
standard dialog. This dialog allows entry of a username and
password, and displays a realm name

When the OK button is pressed, the form “username:password’ is
processed on Base64 encoding and transmitted over the Internet/
network to the container

The container checks the authenticated information on ACL
— If the user does not exists in ACL, the container send error code 401

— If the user exists in ACL but he/she does not permit to access resource, the
container send error code 403 (access permission denied)

— Otherwise, the user can access the requested web resource
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BASIC
 The realm

— Is the registry used to store user account information

— The authentication and authorization information and the
enforcement policies, as defined by an administrator.

— Are typically repositories containing users, groups, permissions,
and secured resources.

— Contains the usernames and passwords and the authentication and
authorization policy details that control these users.

— Can be stored in an XML file, a text file, and sometimes even In a
database

« Advantages
— Browser friendly

« Disadvantages

— It does not provide any protection for the information
communicated between the client and the server.
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BASIC

Address &) http:fflocalhost:B084/8 10 av4Basic/

Welcome to Basic Security

Click here to oo to ﬁdmjxq}ﬁage

@ http: fflocalhost: 80844 I0ay4Basici adminfindes:. html
Address @h] https ilocalhost: 2034) AJDay4Basic adming

HTTP Status 401 - |

Connect to localhost

7

localhost: 3054

User name:

o

Password; | |

[ ]Remember my passwaord

[ 04 ] [ Cancel

Address @ http: jflocalhost: 30844 1Day4Basic) admin/inde:x, html

haE Status report

This reguest requires HTTP authentication ().

Anache Tomcat /6.0.26

Welcome to Admin Page
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BASIC

3 Apache Tomcat/6.0.26 - Error report - Microsoft Internet Explorer |:||E|E|

"
\_\_,J“I @ - \ﬂ @ _;j ;j Search ‘Ef‘\? Favorites @ [‘i;z{v '::1'*" u _J ”

Address @hI:I:|:|:,l',l'Iu:n:thu::sI::EDE4,I'.ﬂ.JDa';.-'4EIasin:,I'admin,l' b 30 Links **

N

File Edit Mew Favorites Tools  Help

HTTP Status 403 - Access to the requested

resource has been denied

[0aE Status report

|t Access to the reguested resource has been denied

Access to the specified resource (Access to the requested resource has been denied)
has been forbidden. —

| %

@ Dione ‘ﬂ Local inkranet
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BASIC

[, web,xml xl

3eneral Setvlets Filters Pages References | Security | mpL |9 Login Configuration %
I Login Configuration
() Mone
() Digest:
() Client Certificate
W Add Security Role
() Basic
Role Mame:
{:} Form Description:
Realm Mame:
| Cancel
E web.xml x]
General Serylets Filters Pages References Security HML | [ security Roles b

Login Configuration

Security Roles

Mame

Edit... Remoye
| Security |Add ks traints
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BASIC

| [ security Roles v

[ web.xml x

zeneral

Setvlets Filkers Pages References Security | HML

Login Configuration

I Security Roles

_Bole blame

adrnin
rnanager

Edit. .. Fermove

" Security Constraints

(DIEE]

Security =ML 3 Security Constrainks W )

[, weh,xml xl

Genetal Servlets Filters Pages References

Login Configuration

Security Roles

" Security Constraints | Add Security [onstraint |
s
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BASIC

e websml x ] |II| E]

Genetal Servlets Filkers Pages FLEFerenn:es| Security | L |9 Constraink1 W &

Login Configuration

Security Roles

‘3 Security Constraints | Add Security Constraint |

E Constraint1

Display Mame: (Constrainkl
. Resource Mamef |Basicsecurit
Description:

Marne URL Pattern HTTP Method URL Pattern(s)] [fadming* T he URL /. /*
ik, Remove IJse camma () to separate multiple patterns.
HTTP Methodis): | all HTTP Methods

(%) Belected HTTP Methods

[]aET []posT
[JHEAD  []PUT
[ ]oPTIONS [ ] TRACE
] DELETE

Cancel

Ok
i
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BASIC

W Edit Role Names

all Roles &l Roles

IE, webxml = ] admin
manager

General Servlets Filters Pages References

*1 Login Configuration

*1 Security Roles

=1 Security Constraints

-1 Constraintl

Display Mame: |Constrainkl

Web Resource Collection:

Mame RL Pattern HTTH

EasicSecurity [fadmin

Enable Authentication Constraink

Descripkion: |

Role Mame(s): | Edt%_J
| B [} ] - - ' o
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BASIC

Iﬂ, webxml = E

General Serviets Filters Pages References Security AML | 1 Constrainkl w

Login Configuration

Security Roles

' Security Constraints | Add Security Constraint
[l Constraintl | Remove

Display Mame: | Conskraintl

“Web Resource Collection:

rlarne URL Pattern HTTP Method Descripkion

BasicSecurity [fadming*

Enable Authentication Conskraint

Descripkion:

Role Mame(s): \manager, admin

[ ] Enable User Data Constraint
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BASIC

A R
enetal Setvlets Filkers Fages References Security nML -
19[3 <Zecurity-constraint>
20 <display-name:>Constraintl</display-nawe:
21 [ <weh-resource-collections
22 <web-resource-namerBasiclecurity</ web—resource—narme:
23 <description/:>
24 <url-patterns>/admin/ *</url-pattern>
25 <fweh-resource-collections
26 [-] <auth-constraints
27 <description/:>
20 <role-namermanager </ role—name:
289 <role-namweradming/role—nhame:
30 <fauth-constraint:>
3l r </ Zecurity-conatraints>
3z =] <login-configs
33 <auth-method>BASIC/anth-method>
Sd - </ login-configs
35 [ <security-roles>
36 <desgcriptiond >
37 <role-namermahager </ role—hame >
38 - </security-roles=
39 [-] <security-roles>
40 <desgcriptiond >
41 <role-naweradmin<g/role-—name:r
4z - </security-roles=
43 - < /weh-app>
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Client | 3- User prompted —
to provide user id [ |
I
|. Client makes request for secure resource, —
g =0z
20040930 1 1:10 GMT
Digest algorithm IAB9SCE458E8F... |- Server

5. Server runs digest algorithm
with same nonce and known
authentication details—

if digest from client matches,
authentication is approved.

2. Server provides “nonce.”

4. Client sends digest of nonce,
user id, and password.

1000100011110000...

6. Server provides secure resource

(probably encrypted).

Improves a little on BASIC by using a secure algorithm to encrypt the
password and other security details

Builds over the basic authentication but the password is first encrypted and
then sent

Use hash functions to secure web applications
Hash function convert data into a small / complex no.

A one-way system in process because it is difficult to know the original
password according to the output

Advantages: impossible hacking
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DIGEST

A http:{localhost: B0B4/DigestSecurity/ - Micros... EJ@E| _ —
i 3 http:#localhost: BOB4/DigestSecurity/ - Micros... = ||O][%

File Edit ‘Wiew Faworites  Tools  Help
_ . File Edit \iew Fawarites  Toals “wHelp a.
Back. | D @ :] Search ) ¥
\_) \'_J \_)Ean:k \__) D @ ;j @ Search
.ﬁ.ddress| V| Go | Links *
—— Address @] http:fflocalhost:8084/DigestSecurity, v | [gg Go  Links

Connect to localhost

%%

Setvlet Users

(0l 3

@ Cione ‘ﬂ Local intranet

User name: |ﬁ ""| 2} http:/localhost: B0B4/DigestSecurity/ - Micros... A
| | File Edit Miew Favarites  Tools  Help a"

[ Iremember my passward .\_) Back. \“_JI D @ ;j SEarch

Address | 48] hitp:fflocalhost:B054/DigestSecurity, w Go  Links *

Password;

Lok J[ cancel o Welcome khanhlkt

I[N

You are authorized to process

@ Done ‘ﬂ Local inkramet
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DIGEST

@l DigestServlet, java x] web, xml x]

BE-F- QFE| L% @ 00 &
20 L * @anthor Trong Ehanh
2l L
a8 public class DigestServlet extends HttpSerwvlet |
a3
oY Hashtakhle user=s = new Hashtablel):
25
@ [-] public woid initi) throws ServletException |
a7l Super.init (] ;
a0 users.put ("khanhkt:125456", "allowed™) :
a9 users.put ("happvkt i kKhanhkt™, Tf):
a0 users.put ("funnvykt: 545217, "Tallowed™)
41 = '
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40
41
4z
43
44
45
46
47
43
49
50
51
a2
33
54
55
1
a7
538
59
&0
Al
62
63
ad
a5
(1)
a7
63
a9

DIGEST

protected void processRequest (HotplervletRegquest regquest, HttpiervletResponse response)

throws ZervletException, IOException {
reapohnsge . fetContentType ("text/ html : charset=1UTF-38"] ;

PrintlWriter out = response.getWriter():
Lry |
IJtring userhname = null:

boolean wvalid = false:

Authentication Types

String authHeader = request.getHeader ("iuthorization™)
if [(authHeader '= null) {
JtringTokenizer 3t = new 3tringTokenizer (authHeader) :;
String bazic = st.nextToken():
if (basic.equalslgnoreCase ("Easic™))] |
Itring credential = st.nextToken():
EAZEEdDecoder decoder = new BAZEcd4Decoder () :;
Itring ugerPass = new 3tring(decoder.decodeBuffer (credential) )
int p = userPass.index0f(":"):
usernatne = userPass.substring(d, pl:»

valid = users.containsKEev (userPass)
L& user=z.get (userPass) .equals (a2l lowed™) »

¥
if (!walid)
String 8 = "Basic realw=h"Zervlet Usersi"";:
response.setHeader ("UTT-Authenticate™, =):

response.set3tatus (401) ;

P oelse |
out.princln(T<h3> WTelcoms T + uSername + "</ hi="):
outb.println("You are authorized to process™);
h
} finally {
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[ web.xml =

Genetal Servlets Filkers Pages

' Login Configuration

) Mone

(%) Digest

() Client Certificate
() Basic

) Farm

Realm Mame:

Authentication Types
DIGEST

References || Security

@, web.xml =

General Servlets Filkers Pages
Login Configuration
Security Roles
" Security Constraints

El Constraintl

Display Mame: | Constraintl

web Resource Collection:

Marme

References

URL Pattern

xML

| ] Security Roles

pigest.ﬁ.uthen

|,|'DigestServlet

[] Enable Authentication Constraint

[] Enable User Data Canstraint
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DIGEST

web,xml =

General Serylets Filkers Pages Feferences Security | ML | o v
2{% <web-app version=":.4" xmlns="http://Java.sun.com/<ml/ns/JjZese” xmlns:
3= <gervletx
4 <gZervlet—-namex>DigestServlet</serviet—name>
5 <gervlet-class>sample.security.DigestServliet</servlet—classs>
£ [ </ zervliets
7= <servlet-mwappings
g <zZervlet—name>Digestlervlet</servilet—name>
9 <url-pattern»/DigestIervilet</url-patternr

10 </ servliet—-mapping>

11 = <session-configs

12 E |{sessinn—timenut}|

15 </geszsion-config>

16 [ <weloome-file-lists

17 <welocome—filexDigestServlet</wvelcome—files

13| dueloome-—Ffile-lizt

19 [ <Zecurity-constraints

20 <dizplay-namerConstraintl</display-name:>

21 [=] <weh-resource-col lections

22 cweh-resource-namerDigestluthen</web-resource—name >

23 <descriptiond >

24 <url-patterns>/DigestServiet</url-patterns

25| F <fuweh-rezource-collections

26| F <fgecurity-constraints

27 [ Togin-contig

25 <auth-method>DIGEST</auth-tmethod>

29 F </ login-configs

30 - «/weh-app>
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FORM

« Associates a custom web page with the login process, as an
alternative to a browser dialog

* There are only a few rules
— The HTML form must use the POST method
— The form must have “j_security check” as its action

— The form must include an input-capable field for user called
“J_username”

— The form must also include an input capable field for password
called ““j_password”

— The form-based authentication is required an error page
* The mechanism

— When the web page is required, the server caches the URL that
tries to reach and redirects to the form login pages

— The username and password is provided; assuming that the server
IS happy with these credentials, the required URL is passed

— If the login fails, the server redirects to the error page



G-~ Authentication Types
FORM — Example

Address | http:lacalhast: 8084/ 41D av4Farm

Address iEl http:/ flocalhost: 8084 810 av4Form) adminginde::., bkl

Welcome to Form Security | Form Login Page

_liclk here to oo to Admn Paoge

TTzername

Fassword
|Lngm ||Heset|

Ej htkp: [ flocalhaost : 5084 )8 I0ayw4Farm) adminindes:, html

<hody>

<hl>Form-based Authentication<;/hl=

<form actiondq'™] security check”™

method="PO5T">

Uzername <input type="text”

name="1 username"lvalue="" Frchr i
Pagsaword <input type="passvord”| name="1 passwvord” |wvalue="" fr<hr/>

<ilnput type="zubmit" wvalue=
</ forms
</ hodys

Login™ S
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FORM — Example

Address @ htkp: ) flocalbost: S0&4 A 10ay4 Farm) admingi_security _check &

Invalid username and password

Address @ htkp: f flacalhost: B084 /8 10 ay4F ormf admingindes:. hkml w 0 Lirk

HTTP Status 403 - Access to the requested
resource has been denied

e Status report

e s Access to the reguested resource has been denied

Arcess to the specified resource (Access to the reguested resource has been denied)
has been forbidden,

Address @ htkp: )/ flocalhost: 80844 1Dav4Form) adringinde:., html

Apache Tomcat /6.0.26

Welcome to Admin Page
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FORM — Example

<dizplay-name>Constraintl</display-nams:>
<weh-resource-collection>
<webh-resource—name>Form Auth</web-resource-name:
<descriptiond >
<url-patterns/admin/ *</url-pattern:
<fweb-resource-collection:
<guth-constraint>
<descriptiond >
<role-namermanager <, role—-name:
</auth-constraints>
</security-constrainti

<login-config:
<guth-method>FORM</ auth-method>
<realm-name/ >
<form-login-config>
<form-login-page:>/admin/ login. jesp</form-login—-page:
<fortm-error-pages>/adimin/error. j2p</ form—-error—-page:>
</ form-login-configs

</ login-configs

<security-rolex
<description >
<role-namermanager<;role—-name>
</gecurity-raolex
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CLIENT-CERT

« Uses digital certificates to achieve authentication

* Relies on asymmetric keys (public and private keys).
Anything encrypted with the public key can be decrypted
with the private key and vice versa

» The certificate I1s generated by using specialized software
such as “keytool”

« Mechanism

« The client, first generates a private and public key

» The client sends the public key — and other information to a third-
party certificate authority

« The certificate authority binds this information and the client
public key into a certificate

« The certificate authority adds a digital encrypted with its private
key, which makes a digest of information already in the certificate

« The certificate is returned to the client, who installs it in his/her
browser. When the server requested authentication from client
browser, the browser supplies the certificate to server approving
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Authentication Types

CLIENT-CERT — Mechanism

Sender
Signed document
Document | = Document+
Signature
Message Digital
Hash Signature
Algonthm [
l Public Kev
Encryption
Hash Algonithm
Sender’s
Private Key

1.,

| Recipient
| Signed document
= Document + Document
Signature
Digital Message
Signature Hash
I' Algorithm
Public Kev J
Encrvption New Hash
/' Algonthm J'
Sender's Oniginal (“E;pi? ;;.’
Public Key Hash Accep
Reject
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HTTPS CLIENT

Is a secured client authentication technique, which is
based on Public Key Certificates.

Authentication of users by establishing a Secure Sockets
Layer (SSL) connection between sender and recipient

— Sender — SSL Client

— Recipient — SSL server

Extra authentication layer in between HTTP and TCP
This layer confirms the client authentication

Two kinds of Certificated are used

— Server Certificates: Contain information about server that
allows a client to identify the server before sharing sensitive
Information

— Client Certificates: Contains personal information about the
user and introduces the SSL client to the server
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_ ~ HTTPS CLIENT
 Steps In processing
—Step 1: Generates Key (The key file (*.keystore)
should be copied to C:\Documents and
Setting\username or C:\Users\username

— Step 2: Configuring the server configuration files
at Web Server

—Step 3: Configuring the application deployment
descriptor file (web.xml)

—Step 4: Restart the Web server and execute the
application
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» Step 1: Generates Key HTTPS CLIENT

— Using the key generator tool creates a keystore to store the keys generated as
keytool —genkey —alias privatekeyName —keyalg EncodingAlgorithms

en CIAWINDOWSAsystem32\cmd.exe - keytool -genkey -alias tomcat -keyalg RSA

G:sLaptrinh“Servlet Securinglleb*keytool —genkey —alias tomcat —-kewyalg RSA
Enter keysztore password:

e ICIAWINDOWS\system32\emd. exe - keytool -genkey -alias tomcat -keyalg RSA

G:sLaptrinh“Servlet“Securinglleb>keytool —genkey —alias tomcat —keyalg RSA
Enter keystore password:

Re—enter new password:

hat iz vyour first and last hame?

.

Password and re-enter password can not be seen when typing (high security)
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HTTPS CLIENT

Step 1: Generates Key (cont)

e CAWINDOWS\system32\cmd.exe - keytool -genkey -alias tomcat -keyalg RSA

G:sLaptrinhsServletsSecuringileb>keytool —genkey —alias tomcat —-keyalg RSA
Enter keystore password:
Re—enter new password:
hat is your first and last name?
[Unknownl: Khanh Kieu
Ithat is the name of vour organizational wnit?
[Unknownl: Aptech
that is the name of wvour organization?
[Unknown]:

e CAWINDOWS\system32\cmd.exe - keytool -genkey -alias tomcat -keyalg RSA

G:sLaptrinhsServletsSecuringWebh>keytool —genkey —aliaz tomcat —kevyalg RSA
Enter kevstore password:

Re—enter new passwoprd:
WVhat iz your first and last name?
[Unknownl: Khanh Kieu
Yhat iz the name of your organizational wnit?
[Unknownl: Aptech
Jhat iz the name of your organization?
[Unknownl: Aptech
hat iz the name of your City or Locality?
[Unknownl:= HCHM
lhat iz the name of your State or Province?
[Unknownl: South
llhat iz the two—-letter country code for this wunit?
[Unknownl: UI
IE[EH;Hhanh Kieu, OU=Aptech,. O=Aptech, L=HCH. S5T=S%outh, C=UI correct?
nol:
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HTTPS CLIENT
« Step 1: Generates Key (cont)

e C:AWINDOWS\system32\cmd.exe - keytool -penkey -alias tomcat -keyalg RSA

Iz CH=Khanh-Yieu, OU=Aptech, O0=Aptech, L=HCHM. S3T=South, C=UI correct?
[nol:=| yes

Enter key password for <{tomcatl>
CRETURN if same as keuystore password):

:
Should be pressed Enter

* The .keystore file Is created at the directory
— C:\Documents and Setting\username\.keystore
— C:\Users\username\.keystore
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HTTPS CLIENT — Step 2
Go to the

— C:\Documents and Settings\currentUser\.netbeans\6.9\
apache-tomcat-6.0.26 base\conf\server.xml

— C:\Users\currentUser\.netbeans\6.9\
apache-tomcat-6.0.26 _base\conf\server.xml

— Or right click on the Server In tab Runtime, click edit
server.xml

Uncomment the <I-- ... --> as

<Conhector protocol="org.apache.coyote.httpll.HottpllProtocol™ port="54435"
maxHttpHeader3ize="5192" 33LEnabled="trus"
maxThreads="150" minZpareThreads="25" max3pareThreads="75"

enabhlelookups="fal=ze”™ dizablelUploadTimeout="trus"®
acceptiocount="100" zschemwme="http=" =zZecure="trus"

clientliuth="falze" =23lProtocol="TL3" keystorePassFE"trongkhanh™ >

Keystore

Search key SSL on the server.xml file |  password
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HTTPS CLIENT — Step 3

v | Enable User Daka Conskraink

Descripkion:

COMFIDEMTIAL IR

Transpork Guarantee:

<Zecurity-constralint=

<display-namexConstraintl</display—-name>
<mweh-resource—-collection>

<auth-constrainc>

<user-data-constraint>
<descriptiond >
<transport-guarantese>CONFIDENTILAL</ transport—-guarantess

</ user-data-constraint>

</ Zecurity-constraints
<login-config:=
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HTTPS CLIENT — Step 4

» Restart the Web server and execute the application

Address :E‘l http: i flocalhost: @054 /810 aw4Form)

Welcome to Form Security

Click here to go to Admji%.,%"age

:El htkp: f flocalhost: 8084/ 8 1Dayw4Form/ admin/indes:., html

Security Alert

= Information you exchange with this site cannot be viewed ar
?. changed by others, However, there iz a prablem with the site's
: gecurity certificate.

'i‘v,,’ The security certificate was issued by a company you have
not chosen bo trust. Wiew the certificate to determine whether
oL want to truzt the certifping autharity.

a The security certificate date iz walid.

& The name on the zecurity certifizate iz invalid or dogs not
match the name of the site

Do you want bo proceed?

[ s ] |

 { =t
[}

[ Vigw Certificate ]

Click yes to go the login form

Certificate

General | Details | Certification Path

@x’ Certificate Information

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification
Authorities store.

Issued bto:  Kieu Khanh

Issued by: Kieu khanh

¥alid from 03/10/2010 ko 06/01/2011
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HTTPS CLIENT — Step 4

» Restart the Web server and execute the application — Windows Vista or Wins 7

(" EE

g{ | & hittp://192.168.19.128:8084/ A)DaydForm/admin/index.htm P~ x| i} 17 e

@ Certificate Error: Mavigation...
File Edit Wiew Favorites Tools Help

'@ There is a problem with this website's security certificate.

The security certificate presented by this website was not issued by a trusted certificate authority.
The security certificate presented by this website was issued for a different website's address.

ooty rarbifirate nrnblenne ooav ndrats a0 sttemnat To Inolyoi o intorkent aovy data o nd to the
5

~Click here to close the web page

We recommend that you close this webpage and do not continue to this website.

& Click here to close this webpage.

'@' Continue to this website (not recommended].

= More information

http://192.168.19.128:8084 /) Dayd Form,/admin/index. html +100% ~
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HTTPS CLIENT — Step 4

» Restart the Web server and execute the application

Security Alent

& Information vou exchange with this site cannaot be viewed or
_J. changed by others, However, there iz a prablem with the site's

secunty certificate.

l,.-i\’ The zecurty certificate waz izzued by a company you have
not chogen to trust, View the certificate to determine whether
oL want to trust the certifping autharity.

a The security certifizate date iz walid.

The name on the zecurity certifizate iz invalid or dogs not
match the name of the site

Do you want bo proceed?

[ Yes ] [ Ho | [Eiew Certific.ate ]

Click No Button on Security
Alert Dialog to close web page
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HTTPS CLIENT — Step 4

 Win Vista — Win7

= )
QE_ )| https://192.16819.128:8443/1 P ~ @ Cer. B S X | (i 77 1 ;
— Certificate Iﬁ
@ Lagin
File Edit View Favorites Tools Help General | Details | Certification Path
-
Lﬂglll Pﬂge @ﬂ Certificate Information
- This CA Root certificate is not trusted. To enable trust,
Username install this certificate in the Trusted Root Certification
Authorities store.
Password
[ Login ] [ Reset]
L= |
Q ) @ https://192.168.19.128:53443/1 O ~ @ CE'R.‘ Box G_T Ti? <:>
- Lot Issued to:  Khanh Kieu
@ Login & N |
Fle E !3 Certificate Invalid
e g = Issued by: Khanh Kieu
The security certificate presented by this a
Lﬂ“ website has errors. Valid from 05/05/2011 to 03/08/2011
! This problemn might indicate an atternpt to
fool you or intercept any data you send to
Usernd  the server.
r Install Certificate...| | Issuer Statement
I% We recommend that you close this webpage. [ ] =
Login
About certificate errors
View certificates #100%
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I\/I Od ify O ne Of fo I I OWi n g iddress iEI https:filocalhost: 5443/ 8 0ay4Form) adringinde:. html /
CO nte ntS to CheCk B The page cannot be displayed
appl ICatI On The page you are looking for is currently unavailable, The Web

site might be experiencing technical difficulties, or you may need

—_— Com-ment - above to adjust your browser settings.
Conflguratlon contents on

Se rve r.Xm I fl Ie Please try the following:
o Click the Refresh button, or try again later,
ReSta’rt Server e If vou typed the page address in the Address bar, make
- = - sure that it is spelled correctly,
-_ Ru nn I ng the appl ICatI On # To check your connection settings, click the Tools rmenu,

- and then click Internet Options. On the Connections

agal n tab, click Settings. The settings should match those
provided by your local area netwark (LAN)Y administrator ar

_ 1 Internet service provider (ISP),
Delete the . keyStO re fl Ie o See if your Internet connection settings are being detected,
Tou can set Microsoft Windows to examine your networl

— Restart Server and automatically discover network connection settings {if

wolir matarl sdrsimistestar bas arahklad Fhies caHinAt -
: Output

: t@ Fpt University

Apache Tomcat 6.0.26 Log x | Apache Tomcat 6.0.26 x |Day4Form100SF2 {run) x
SEVERE: Failed to load keystore type JKE with path C:\Documents and Settings)\Trong Khanh/.keystore due to C:\Documents and
jJava.io.FileNotFoundException: C:\Documents and Settings)Trong Ehanh' . keystore (The system cannot find the file specified)

at jawva.io.FileInputStream.open(Native Method)

at jawva.io.FileInputStream.<init> (FileInputStream.java:l06)

.y Or KooCEet S OX ava. o/’

= FSOCRECFactor

at org.apache.tomcat._util.net.jsse. JS8ESocketFactory. getKeystore (JS8ESocketFactory. jJava: Z69)
at org.apache. tomcat._util.net.jsse. J88ESocketFactory. getKeyManagers (JE85ESocketFactory. java:482)
at org.apache. tomcat._ util.net. jsse.JS88ESocketFactory.init (JSSESocketFactory. java:419)

at org.apache.tomcat._util.net.jsse.JS88ESocketFactory. createSocket (J88ESocketFactory. java: 130)
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JDBC Realms

Is an implementation of a tomcat Realm that use a
set of configurable tables inside a RDMS to store
user's data, this tables are accessed by means of
standard JDBC drivers

Step 1: Creating DB on RDBMS
Step 2: Config JDBCRealm on Tomcat
Step 3: Start Server and run application again
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Creating the table on RDBMS

Table - dbo.users | Summar
Table - dbo.users | Summary i

USEer_name USEr_pass
Column Mame Data Type Al Mulls ,
uesk k
¥ | user_name| warchar(15) 1 2 i
ide BLI kD
user_pass varchari15) F
khanh khanhkieu
Table - dbo.roles| Summary karmicak tarncak
rue | dine
Colurnn Mame Daka Twpe Allow Mulls =
2 adrmin
% role_name warchar(15) i
manager
> O] ’
user
Table - dbo.user_roles | Summary Table - dbo.user_roles| Summary
Zolurmn Mame Daka Type Allow Mulls UsEr_name role_name
M| user_name warchar(15) F] 2 guestk ser
% role_name warchar{15) F ide manager
rolas khanh manager
o —— ;
tomcat admin

2 role_name

User Roles
¥ uUser_name

% raole_name

Users

¥ user_name

Uselr_pass
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Configuring JDBCRealm on Tomcat

* Go the server.xml to update/ modify the following content

<Realm clagsName="org.apache.catalina,realm. UserDatahaseRealn™ resourcelame="Userlatahase"/ >
<Bealm |className={'org.apache.catalina.realm.JDECEealm”
o, microsoft. sglserver. jdbe, SOLServerDriver "
connectionURL" jdbeaglserver:// localhost 1 1433 instancelName=30L2 005 ; databhaselame=Sinkvien®

|cunnectiuxﬂﬂame="sa" connectionPassword='"
userTabhle=f'users" userNamECDl=|"user_namE" userCredCol=|'user pass”
userRoleTable=sfuser roles” |r|:|lENaInECI:Il=|"r|:|lE_namE" i
Search key word Realm on the server.xml file

« Step 3: Start Server and run application again

*Before the server is started, the DB driver (sqgljdbc.jar) must be
located at c:\Program Files\Apache Software Foundation\
Apache Tomcat 6.0.26\lib
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Declarative Security
Provides security to resource with the help of the server
configuration

Works as a different layer from the web component
which it works.

Advantages

— Gives scope to the programmer to ignore the constraints of the programming
environment

— Updating the mechanism does not require total change in Security model
— Itis easily maintainable

Limitation

— Access Is provided to all or denied

— Access is provided by the Server only if the password matches

— All the pages use same authentication mechanism
— It can not use both form-based and basic authentication for different page
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Declarative Security Implementation
Setting up User Names, Passwords, Roles

Setting Authentication mechanism to Authentication
Type

— Creating Login Page and Error Page with Form-based
authentication

— Defining all the deployment descriptor security
declaration

Specify URLSs that should be password protected

Specify URLs that Should be available only with
SSL (If necessary)
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Programmatic Security

Authenticates users and grant access to the users

Servlet either authenticates the user or verify that the user has
authenticates earlier
There are 2 types:
— Hard vs. Soft (combining between code and declaration)
Advantages
— Ensue total portability
— Allowed password matching strategies
Limitation
— Much harder to code and maintain
— Every resource must use the code
Implementation
— Check whether there is an authorization request header (checking header)
— Get the String, which contains the encoded user name / password
— Reverse the base64 encoding of the user name / password String (digest auth)
— Check the user name and password (login form with web server or DB)
— If authentication fails, send the proper response to the client (error handling)
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Programmatic Security
« Some method supporting from HttpServletRequest

Methods Descriptions

- public string getAuthType()

getAuthType - returns the authentication scheme name

getHeader - Reference details in previous topic

- public String getRemoteUser()
getRemoteUser - It the user is authenticated it returns the login name of
the user else it returns null.

- public boolean isUserInRole(String role)
isUserinRole - Returns a Boolean value, which indicates whether the
authenticated user 1s included in the logical “role”.

- public Principal getUserPrincipal()

rPrincipal - - T :
getUse ¢ipa - Returns a java.security.Principal object
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Programmatic Security

« Securing on Servlet

<servlet>
<servlet-name>servietName</servlet-name>
<servlet-class>servletClass</servlet-class>

<security-role-ref>
<description/>
<role-name>aliasName_map_rolelink</role-name>
<role-link>realRoleName</role-link>
</security-role-ref>

<[serviet>
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Programmatic Security — Example

@ AuthServlet.java =

-0 AT TR FED G 0o H &1 2

28 protected void processRegquest (HotpServletRequest request, Htitp3ervletResponse response)
29 [ throws ServletException, IOException |

an response.setContentType ("cext/ html: charsec=UTF-2") ;

31 PrintWriter out = response.getWriter ()

32 try o

33 out.princln("<html="):

34 out.println("<head>");

35 out.println("<titlexProgramoatical ly Security</tcitle=");

36 out.println("</head:="];

37 out.println("<hody>");

38 out.princln("<hl=Programoatical 1y Securicy Demo</hiz") :

39

40 Jtring user =|request.getlUserPrincipal () .getMName ()

41 String userlNate = redquest.getRemotelser ():

42

43 out.princln("<hl>The accessed user is: " + uzer + "</ hix"):
44 out.println("<hz=The usernams is: " + ugerMName + "</ hZ=");
45 out.println("The Luth Type: M|+ reguest.gethuthType (14] "</ h3=");
a6

47 iflrequest.isUserInRole ("HEE™) ) {

45 out.println("<hZ=hre you & manager ??7</h2=")

49 } else if(redquest.,isUserInBole("user™)]){

S0 out.println("<hZ=Are wou & user???</ ha=");

5l ¥} else if (reguest.isUserInRole["gusst™)])4

52 out.princln(<hizire wou & guest??ro/haz=");

53 ¥

54 out.println(</body="];

55 out.println("</html="];

56 pofinally |
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Programmatic Security — Example

« Applied the Form Security to this Application, then run directly the
AuthServlet and the web.xml does not secure the AuthServlet
— The errors occur at the server consoles.

<servlet:-
<gervlet-nameriuth3ervlet</servlet-name:>
<gervlet-classx3anmple.auth. Authiervlet<fserrlet-class:

<gecurity-role-ref> ' Output
<descriptionf>
<role-name>NGR</role-name: Apache Tomcat 6.0.26 = | Apache Tomcat 6.0.26 Log = | programmaticallySec (run) =
<role-link>*< frole-1ink:>-

</security-role—ref: Z3-05-2011 12:00:11 org.apache. catalina. core. StandardifrapperValwe inwvoke

<fservlet:> SEVERE: Servlet.servicel) for servlet AuthlSerwlet threw exception
<servlet—mapping>| Java. lang. MullPointerException

{Seggign—cgnfig}| at =sample_ auth luthlfervlet processPRequest (Authierwlet. jawa: 40)
<welcume—file—list>| at sample.auth. uthlfervlet  dolFet (Authlfervlet jawva: 71
<gecurity-constraint> at jawvax.servlet _http HotpSerwvlet  serwvice (HotpSerwvlet . jawva:&l?)

<display-name>=Constraintl</display-name:>
<areb-resource-collection
<weh-resource-name>=Servlet Luths fweb-resource-name:-

<descriptions:>
| <url-pattern:/index.jsp<furl-pattern>

< fweb-resource-collection>

<auth-constraint>
<descriptionf>
<role-name:>*<frole—name:>
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Programmatic Security — Example

<aervlet-namexiuthServlet</servlet—name>
<gerwvlet-classrsample.auth. Authlervlet</serviet-olass:

<gecurity-role-ref> —
cdescription/ > 2 Programmatically Security - Microsoft Internet Explorer E][E|E|
<role—name>MGR</role—name} File Edit Wew Favorites Tools Help .*,’
. . - — . »
<role-link>*</role-links> ¢ O Bﬂ Lg] " ) search S Favarites &) il
</security-role-ref> : ' . ' i
</ zservlets Address :EI htkp: /flocalhost: 8086/ Programmatically Sec) A . Go Links *
{servlet—mapping}|
<session-config Programmatically Security Demo
{welcume—file—list}l
<Security-constraint> *
v The accessed user is: khanhkt

<display-name>Constraintl</display—nhan

<web-rezsource-collection> ]1 . kl l]{t
<weh-resource—-hname>3ervlet Auth</y 1€ username 1s. 1anh

sdescription/> The Auth Type: FORM
<url-patternx/uth3ervlet</url-pat
</ weh-resource-collection> ALI"IE vou a mﬂnnger???

<auth-constraints

<descrintions s
<role-name>¥</role—name>

<jfauth- n::n:lnﬂt'r':-"'r'-fE
tput

</security- cnnstralr_
{lngln—cnnflg}| :

2] Dane %J Local intranet

Apache Tomcat 6.0.26 = | Apache Tomcat 6.0.26 Log = F'ru:ugrammatln:all';.fSec run) =

. | #22-06-2011 1z-04:01 org.apache . catalina.startup . ContextConfig walidateSecurityRoles
{Securlt?—rnle}| . 3 : : ; : . . :
H}EIHFD: WARPNIMNG: Security role name used in a “role-link> without being defined in a <security-role=
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Programmatic Security — Example

if (request.islUserInkole [ "manager ™) )

23 Programmatically Security - Microsoft Internet Explorer

File Edit ‘jew Favorites Tools  Help

W — n

- | : | N ] e i p
=2 x| & T Search ) Favorites €
|

y

Address @1 http: f flocalhost: 30386/ProgrammaticallySec)

AEE)
'!;r

‘2 Programmatically Security - Microsoft Internet Explorer

File Edit Wiew Favorites Tools  Help
. — n >
] ] * ) = i L -
<, </ \ﬂ \ELI | Search 1. Faworites {?
Address ﬁEl htkp: floc alhost 3086/ ProgrammaticallySec/ AukhServlet w . Go  Links @

The accessed user is: khanh

The username is: khanh

The Auth Type: FOEII

Are vou a user???

Programmatically Security D| Programmatically Security Demo

The accessed user is: ktkhanh
The username is: ktkhanh
The Auth Type: FOEDL

Are you a guest???
I
M

;El Done

‘-j Lacal |r|?§‘| Dane

%J Lacal intranet
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Programmatic Security — Example

<@ecurity-constraints
<diaplay-namerConstraintl</display—name:
<webh-resource-collection>
<weh-resource-name:>Jervlet Auth</web-resource-name:
<description/ >
<ur l-pattern>/Authl3erviet</url-pattern>
</web-resource-collections

<auth-constraints>

deacriprion/ Only user with manager role can
<role-namermanagers/role—nawe> | access the protected web resources.

</aunth-constraint>

</security-constraints Others users’ role will get 403 error
Address @hl:l:p:,l',l'll:n:alhl:ust:EDS4,I'F‘r|:u;|rammaticaIIySec,l'.ﬁ.uthServlet i G

HTTP Status 403 - Access to the requested resource has been denied

BT Status report

e s Access to the reguested resource bas been denied

Access to the specified resource (Access to the requested resource has been denied) has been forbidden,

Anache Tomcat /6.0.26
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Programmatic Security — Example

<gZerwvlet>
<gervlet—-namerluthlervlet</serviet—-name:
<gervlet—-classrsample.auth. luthIervlet</servlet-classr
<zecurity-role-ref:>
<description/>

<role-name>MGR</role-name>

<role-linkrmanager</role-link>

{fs;izzzfiw-mle-ref} «Same result with previous slides
<servlet-mapping because only manage role can access

<session-configxr

P ——— g «Same result with checking MGR In
<Zecurity-constraint> Servlet Code

<dizplay-name>Constraintl</disp lay-ndaus

<webh-resource-collection>
<web-resource-namer3ervlet Auth</web-resource-name:
<descriptiond =
<url-patternsx/luth3ervlet</url-pattern>

</ web-resource-collection>

<auth-constraint>
<description =

<role-natmer*</role-name:>

</auth-constraint>
</security-constraints
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